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Forbundsstyrelsen

Plats
Datum och tid

Narvarande
Ledaméter FS

Férbundskansliet

Fackklubben

Ej ndrvarande

Sammantradesdatum 2025-09-24

Zoom
2025-09-24 kl 9.00-16.00

Jonas Sahlberg, férbundsordférande

Susanna Ahlstrom, vice forbundsordforande Deltog ej §§ 87-93
Marie-Louise Andersson, vice forbundsordférande

Erika Darljung, forbundskassor

Anna Kain Wyatt

Britt Edoff

Maria Tingstrém

Nathalie Colombo

Ritva Tamminen

Stig-Axel Nilsson

Sune Wadenheim

Nina Andersson Weaver, sekreterare Deltog ej § 93
Ingvild Falkenhaug, féredragande Deltog ej § 93

Olle Quist, foredragande Deltog ej § 93

Ove Johnson, féredragande Deltog ej § 93
Sarah Glihne, féredragande Deltog ej § 93
Ann-Sofie Hurtig Deltog §§ 87-92, 94
Nanna Karlsson Deltog §§ 95-100
UHs adjungerade

Protokollet omfattar §§ 87-100
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Forbundsstyrelsen

§ 87 Motets 6ppnande

§ 88 val av
motesordférande

§ 89 Val av justerare

§ 90 Faststallande av
dagordning

§ 91 Anmalan av
foregaende protokoll

§ 92 Aktuellt HRF

§ 93 Forhandlings-
grupp avseende GS
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Sammantradesdatum 2025-09-24

Jonas Sahlberg férklarade motet 6ppnat.

Styrelsen beslutade

att valja Marie-Louise Andersson till motets ordférande.

Styrelsen beslutade

att vélja Anna Kain Wyatt att jamte motesordféranden justera
protokollet.

Dagordningen faststdlldes med tillagget:
§ 98 Tillsattande av arbetsgrupp

Styrelsen beslutade

att lagga protokollen FS 7/2025, FS 7A/2025, FS 7B/2025 och
FS 7C/2025 till handlingarna.

a) Generalsekreterarens rapport

Fokus pa forbundskansliet ar verksamhetsplanen 2026 som aven blir
den forsta for kongressperioden 2026—2029. Den ska forankras pa
forbundsmotet i november och dérefter fastslas pa forbundsstyrelsens
mote i december. Tanken ar ocksa att ta fram en 6versiktlig planering
for hela kongressperioden.

b) Ekonomi

Foredrogs enligt bilaga § 92 b).

Forhandlingsgruppen, som fram tills nu har bestatt av Erika Darljung
(sammankallande), Jonas Sahlberg, Susanna Ahlstrém och Sune
Wadenheim, hade sitt mest intensiva arbete under sommaren. De
traffades digitalt vid fem tillfallen och traffade styrelsen informellt vid
tva tillfallen. Utoéver det intervjuades ett antal anstéllda pa forbunds-
kansliet och slutligen férhandlade man med Mattias Lundekvam i
Stockholm i mitten pa augusti.

Forhandlingsgruppen har sedan setts digitalt en gang och haller
varandra uppdaterade om vad som pagar pa forbundskansliet. Just nu
ar man inte i ett lage att férandra den tillfalliga I6sningen med Jonas
Sahlberg som tf GS, men det kan bli aktuellt framover.

Forhandlingsgruppen kompletteras fran och med nu med Marie-Louise
Andersson.
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Forbundsstyrelsen

§ 94 Verksamhets-
planering 2026

Document ID 09222115557558855345

Sammantradesdatum 2025-09-24

a) Verksamhetsinriktning

Verksamhetsplanen ska grunda sig pa styrdokumentet ”"Fokus &
strategi 2026—2029", tillsammans med Intressepolitiska programmet
och Organisationsprogrammet.

HRFs fokus och strategi 2026—-2029 beskriver hur vi under kongress-
perioden ska arbeta for att leva upp till vart &ndamal, komma narmare
var vision samt uppna olika mal i det intressepolitiska programmet och
organisationsprogrammet. Strategin ar tankt som stod vid prioriteringar
och framtagande av arliga verksamhetsplaner.

Standigt prioriterat ar horselvard, tillganglighet samt medlems-
utveckling och engagemang. Vi behover satta ljus pa horselskadade
genom att sprida hérselskadekunskap, skapa synlighet och andra
attityder.

Forbundsstyrelsen forde en diskussion kring verksamhetsinriktningen
for 2026. Under 2026 ska HRF prioritera:

e en fortsatt hallbar ekonomi som langsiktigt sdkrar och starker HRFs
karnverksamhet

o Paverkans- och opinionsarbete for ett mer horselsmart samhille

o Okat engagemang, medlems- och féreningsutveckling for en
stark och relevant folkrorelse

e att 6ka horselsmart kunskap och kompetens samt HRFs sakfragor i
hela organisationen

e att utveckla arbetssatt som starker samverkan inom kansliet samt
mellan kansli, forbund, distrikt och foreningar — for en levande
folkrorelse och en starkare rost i samhéllsdebatten

Forbundskansliet far i uppdrag till FS 9/2025, att utifran diskussionerna,
ta fram en komprimerad verksamhetsplan med fokus pa karnverk-
samheten och med utgangspunkt fran verksamhetsplanen ta fram
aktiviteter som bidrar till maluppfyllelse.

b) Tidplan for moten
Forbundsstyrelsens moten

FS 1/2026 16 februari — digitalt

FS 2/2026 15-16 april — fysiskt
FS3/2026 2 juni-— digitalt

FS4/2026 16-17 september — fysiskt
FS 5/2026 22 oktober — digitalt

FS 6/2026 9-10 december — fysiskt

Forbundsmoten

FM 1/2026  9-10 maj
FM 2/2026  14-15 november
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Forbundsstyrelsen

§ 95 Representation —
extern och intern

§96
Agarrepresentanter
extra arsstimmor HRFs
bolag

§ 97 Rapporter

§ 98 Tillsdttande av
arbetsgrupp
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Sammantradesdatum 2025-09-24

Styrelsen beslutade
att faststalla tidplanen for FS- och FM-moten 2026 enligt ovan.

Med anledning av fordndringar i férbundsstyrelsen och pa forbunds-
kansliet behover listan for representation uppdateras, bilaga § 95.

Styrelsen beslutade
att faststalla den nya representationslistan.

Agarrepresentanter till de extra drsstimmorna 2025 for HRFs bolag,
Forskningsinstitutet Horselbron och HRF Horteknik, behover utses.

Tva ledamoter fran forbundsstyrelsen ska delta vid respektive stimma
och foretrader dar med 60 respektive 40 procent av rosterna.

Styrelsen beslutade

att utse forbundsstyrelseledamoéter Sune Wadenheim med 60 % av
rosterna och Erika Darljung med 40 % av rosterna som dgarrepresen-
tanter for HRF vid Forskningsinstitutet Horselbrons extra arsstamma.

att utse forbundsstyrelseledamaoter Erika Darljung 60% av rosterna och
Stig-Axel Nilsson med 40 % av rosterna som dgarrepresentanter for HRF
vid HRF Hortekniks extra arsstamma.

a) Ledamoternas rapporter
Bilagor § 97 a) 1-4.

b) UH:s rapporter
Ingen rapport.

c) Férbundsordférandens delegationer
Bilaga § 97 c).

d) Generalsekreterarens delegationer
Bilaga § 97 d).

Enligt dokumentet Arbetsordning for Férbundsstyrelsen (FS) framgar
bland annat att styrelsen ansvarar for att HRFs verksamhet bedrivs i
enlighet med interna riktlinjer och att HRFs organisation ar effektiv.
Framst saknas de interna riktlinjerna och skulle behdva tas fram for att
komma vidare i arbetet.
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Styrelsen beslutade

att forbundsordforande far i uppdrag att bilda en arbetsgrupp med
uppgift att definiera férbundsstyrelsens krav pa forbundskansliet
utifran arbetsordningen.

att aterrapportering ska ske senast pa styrelsemote FS 10/2025.
§ 99 Ovriga fragor Inga 6vriga fragor.

§ 100 Avslutning Marie-Louise Andersson tackade och avslutade motet.

Wi e e T b
A\ maOWdovesnJ o

Vid protokollet

Nina Andersson Weaver

Rakie-[uise Mdersson, /L\k\ Hps

Marie-Louise Andersson Anna Kain Wyatt

Justeras
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Bilaga § 92

Aktuellt inom Politik, opinion & kunskap

Ny Novus-undersokning for aktuell hérselskadestatistik

I september genomfor forbundet en Novus-undersokning bland 1 300 personer, i ett
urval representativt for den vuxna befolkningen, 18 ar och uppét. Det dr en uppfoljning
av den undersokning som genomfordes i februari i ar och syftet &r att fa ett storre och
stabilare statistikunderlag nér det géller forekomst av horselnedsattning i befolkningen.

Varens Novus-undersokning resulterade i att HRF dndrade den officiella siffran for
antal personer med horselnedséttning till 1,7 miljoner. Det var en avrundning nerat;
undersokningen indikerade att andelen i befolkningen var &nnu hogre.

Nu stélls bland annat samma fragor om horselnedséttning igen, i syfte att fa ett storre
underlag och 6kad sékerhet i siffrorna.

HRF hjalper riksdagen utveckla sin textning

Det ar nu fem ar sedan det infordes lagkrav pé alla offentliga aktorer i Sverige att texta
forinspelade videos pa sina webbar. Det ar den sa kallade DOS-lagen (Lagen om
offentlig service), som ér en foljd av ett EU-direktiv. Trots det har landets lagstiftande
forsamling, riksdagen, fortsatt att bryta mot lagen.

Men under det senaste aret har HRF haft aterkommande dialog med Riksdags-
forvaltningen om textning och varit ett bollplank i deras arbete med att utveckla en
egen textningsmodell for sin webb-tv. Just nu tar vi fram deltagare till en panel av
horselskadade som ska testa riksdagens textning i oktober-november.

DOS-lagen kraver inte att direktsdndningar textas. Riksdagen planerar dérfor att bara
texta i efterhand, med 20-30 minuters fordréjning, for att hinna korrigera textningen
innan den sénds ut.

SVT vill géra aterkommande HRF-enkater om Al-textning

Kritiken mot Al-textningen i SVT har emellanat varit hérd och debattens vagor har gatt
hoga. I somras kom det dessutom ett kritiskt utldtande fran Granskningsnamnden.

SVT har, och har lange haft, en nira dialog med HRF om textning. Nu tar SVT &nnu ett
steg och vill gora enkéter bland HRFs medlemmar nagra ganger per r, som ett led i
kvalitetssakringen. Just nu diskuteras forutséttningar for ett sddant samarbete pagar.

Krav pa kulturministern att ge besked om public service och marknatet

I slutet av augusti meddelade TV4 att de lamnar marknétet vid arsskiftet. D& riskerar
public service att ensamt behéva béra notan for marknétet, med hundratals miljoner i
Okade kostnader som f6ljd. Det finns en uppenbar risk att det kan urholka de
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Bilaga § 92

ekonomiska forutsattningarna for public service, inklusive de praktiska majligheterna
att upprétthélla och fortsétta utveckla tillgéngligheten i SVT, SR och UR.

HRF samlade négra andra forbund i funktionshinderrorelsen bakom en skrivelse till
kulturminister Parisa Liljestrand (M), med krav pa besked fran regeringen om hur de
tanker sikerstalla att public service inte drabbas ekonomiskt ndr TV4 lamnar marknétet
vid arsskiftet. Samma krav framfordes &ven i form av en gemensam debattartikel pa

Altinget debatt: ”Sakerstall att public service inte drabbas nir TV4 ldamnar marknitet”.

Nu autotextar TV4 aven linjar tv

[ juni borjade TV4 autotexta direktsdnda program i "vanlig”, linjar tv. Kanalen hade da
under tva ars tid successivt avvecklat direkttextningen i linjér tv, vilket vickte starka
tittarreaktioner och mottes av hard kritik fran HRF.

TV4 lamnade motsagelsefulla, oriktiga uppgifter till Mediemyndigheten om andelen
direkttextning i linjar tv, men myndigheten agerade inte, trots pastotningar. Istallet var
det kritiken och tittartrycket som ledde fram till férdndring.

Dialog med PTS om modjligheter med realtidstext (RTT)

HRF har utbyte med sakkunniga pa Post och Telestyrelsen (PTS) om mojligheterna med
realtidstext (RTT). Det ar ett slags textchat som kan foras i ett vanligt telefonsamtal, dar
texten 6verfors tecken for tecken, just som det skrivs, utan behéva klicka ”skicka”.

RTT kommer att inféras i SOS Alarm-samtal i borja pa nésta ar. EUs tillganglighets-
direktiv kréver dessutom att RTT ska finnas tillgéngligt i samtal mellan privatpersoner,
men det fungerar 4n sd linge framfor allt i iPhone (inte i Samsung).

I samtal med PTS har vi konstaterat att RTT skulle vara mycket vardefullt i samtal med
myndigheter, virden med mera, men RTT é&r inget krav pa sddana aktorer — an. Vi ser
att det kan finnas mojlighet att f& uppbackning av PTS om HRF skulle driva krav pa att
till exempel offentliga aktorer ska ha RTT i sina samtal med enskild.

Godtyckliga beslut om merkostnadsersattning

Sedan nagra ar tillbaka ar det allt fler som kontaktar Horsellinjen om att de har fatt
avslag pa sin ansokan om merkostnadserséttning, trots att de tidigare haft handikapp-
ersattning.

Vi har diskuterat detta i funktionshinderrorelsens samrad med Forsdkringskassan, FK,
och nu stéller vi ocksa skriftliga fragor till FK om deras tillampning av dagens regelverk.

Reglerna for merkostnadsersittning ar utformade pa ett sddant sétt att andelen
horselskadade som é&r beréttigade till ersattning minskar. Men det dr sagt att de som har
haft handikapperséttning ska kunna fa merkostnadserséttning, och det stimmer inte
riktigt med verkligheten. Bade HRF och foretradare for SMAF, Svensk Medicinsk
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Audiologisk Forening, noterar en del som haft Handikappersattning plotsligt blir av
med sin erséttning, trots att ingenting har dndrats. Vi ser ocksa att personer med samma
precis samma forutsattningar kan fa olika beslut, pa oklara grunder.

Vi stéller oss sarskilt fragande till hur FKs ser pa de ldkarutldtanden som skickas med
ansokan. Lakarutldtandens ska ge en mer fullodig bild av horselnedséttningen och dess
konsekvenser, men besluten beaktar inte helheten, utan tycks grunda sig nastan
uteslutande pé enstaka horselmétningar i lugn miljo. Intrycket ar att 14karintygen i stort
sett aldrig vags in i beslutet, vilket vi undrar Gver.

Allvarliga 6vertramp inom vardvalet i Stockholm efter Fritt val

Vid arsskiftet avskaffades Fritt val och horselcheckarna i Stockholm. Men problemen
med vardgivare som agerar saljare och lurar enskilda att betala dyrt for vard de har ratt
till, det forsvann inte. Tvartom.

Sedan arsskiftet har Horsellinjen konstaterat att vardgivare har satt i system att styra
patienter mot att kopa horapparater helt privat. Audika foreslar de flesta som soker sig
dit att betala 32 000-35 000 kronor.

Vi har kontakt med HRF-distriktet i Stockholms lan om detta. Férhoppningen &r att
kunna lyfta problemen i media och eventuellt i valroérelsen.

Webbinarier om paverkan och hérselvard

I host anordnar forbundet tvd horselvardswebbinarier, framfor allt riktade till distrikts-
representanter. I host planeras tva sddana webbinarier. Den 30 september ges tips om
att paverka horselvardsfragor via samverkansrad och brukarrad. Langre fram i host
anordnas ett webbinarium om att paverka i valrorelsen.

Nytt kliniskt kunskapsstéd om tinnitus pa gang

Just nu pagar en uppdatering av det nationella kliniska kunskapsstodet om tinnitus,
riktat till vardgivare. HRF ar med i processen och har fatt méjlighet att granska och
lamna synpunkter pa utkast.

Kliniska kunskapsstod ar regionernas gemensamma, webbaserade rekommendationer
och mallar for utredning, behandling och uppf6ljning av patienter inom svensk hélso-
och sjukvard. Underlaget ska fungera som ett stod i vardpersonalens arbete och bidra
till en mer jamlik och kunskapsbaserad vérd i hela landet.

HRF uppméarksammade kokrisen i horselvarden

HRFs kartldggning av véntetider till hérapparatutprovning (maj 2025) fick stor

spridning i media i juni, efter en TT-artikel. T samband med detta medverkade
forbundsordféranden i P4 Extra.
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Kartlaggningen visade att 16 av landets 21 regioner inte klarar vardgarantin. Varannan
region, 10 av 21, hade véntetider pa ett ar eller mer. Bara fem regioner uppgav att de
kunde erbjuda horselrehabilitering inom virdgarantins tre ménader: Skane, Stockholm,
Viastmanland, Blekinge, Vastra Gotaland.

PROJEKT:

Arvsfondsprojektet "Digitalisering dar vi hor till”

Projektet avslutas 30 september och ar nu inne i slutspurten. Just nu pagar informations-
spridning om projektet och dess utbildningsportal, genom annonsering i sociala medier
och distribution av visitkort, bland annat till HRFs féreningar och distrikt. Tidigare i host
annonserades ocksa i pensiondrsorganisationers informationskanaler.

”Bli vin med digitala moten” dr en av projektets tva studiecirkelhandledningar, som
kommer att publiceras pa projektwebben under hosten.

Arvsfondsprojektet "Alla kan texta!”

Almedalsveckan 2025: Projektet har haft ett samarbete med Almedalsveckan (Region
Gotland), som bland annat innebar att vi medverkade i Almedalsveckans informations-
traffar, bjod in arrangorer till webbinarier om autotextning samt kontaktade arrangorer
med uppmaning att texta sina arrangemang.

Preliminér statistik visar att ungefar 8 procent av alla webbsénda seminarier, samtal,
debatter med mera textades under Almedalsveckan. Omkring 5 procent av arrange-
mangen textades pa plats. Detta var mer an foregaende ar, men betydligt mindre &n
projektet siktat pa.

Samtal med arrangorer under Almedalsveckan visade att instéllningen till textning i
grunden &r positiv, men det prioriteras lagt. Flera utlovade textning ”nésta ar”. Nagra
arrangorer textade allt och var uttalat néjda med textningen.

Forlangt projekt och informationsspridning: I borjan pa september beviljade
Arvsfonden tvad manaders forldngning av Alla kan texta-projektet. Projektet avslutas nu
30 november.

Forldngningen &r en foljd av att projektet har vart underbemannat, sirskilt under 2025,
och darfor inte hunnit genomfora delar av den planerade informationsspridningen.
Under de aterstdende manaderna kommer horselskadade sociala medier-specialisten
Ida Altinius att medverka i projektet, och hjilpa till att sprida projektets videor och tips
om autotextning till kommunikatorer och andra nyckelgrupper.

Under hosten genomfors ocksé ytterligare satsningar pa textningsambassadorer — en
del av projektet som &r tankt att leva vidare efter projektets slut.
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Ekonomiskt lage
Januari—augusti 2025

Inledning

1(4)

FS 8/2025

Bilaga § 92 b)

Denna rapport dr en sammanfattande bild av l4get. Se dven bifogat excelark. Siffror

inom parentes ar féregaende ar.

Det ar fortsatt kontroll 6ver det ekonomiska laget.

Infor 2025 var budgeten minus 1,4 miljoner (1,5 miljoner). Det ekonomiska utfallet
visar ett plus pa 4,7 miljoner (1,4 miljoner). De prognoser som ldmnats visar omkring
2,9 miljoner, om allt genomfors enligt prognos.

Budgetuppféljning

Budgetuppfoljning 2025 Budget Utfall %av Prognos
Jan - Aug budget
Verksamhetsintakter
Medlemsavgifter 1800 1105 61% 1800
Statsbidrag 8400 5 862 70% 8 800
Allmanhetens bidrag (Summering) > 42 900 28 331 66% 44 450
™ 15 500 10070 65% 15500
Manadsgivare 12 700 8 609 68% 12 700
Brev 11450 4 896 43% 11 450
Stora gdvor - 1045 0% -
Minnesgdvor 600 289 48% 600
Arv 2 500 3345 134% 4 000
Féreningsgdvor 100 - 0% 100
Insamlingsutveckling, andra kanaler 50 77 153% 100
Fonder 2200 1500 68% 2200
SVCR 400 260 65% 400
Auris 460 161 35% 370
Verksamhet/QOvrigt 1150 652 57% 1150
Utdelningar 750 67 9% 100
Kongressen 240 520 217% 520
Summa verksamhetsintdkter 58 300 38 458 66% 59 790

I bifogat excelark ar prognosférandringar och prognosforslag markerat med ljusbrun for

att det ska vara lattare att folja. Vidare har en kolumn inférts som visar utfall i procent

av budget.

Medlemsavgifter, utfallet visar 1 105 tkr (1 246). Det finns anledning att se Gver

medlemsrekrytering. Ingen prognosjustering foreslas.

For intdkterna har prognosen tidigare justerats for posterna Statsbidrag.
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Insamling
Den prelimindra rapporten visat att insamlingen ar battre dn budget.
Insamlingsrapport
Period Jan - Augusti
Intdkter
Allmédnhetens bidrag  Budget 2025 Budget 2024 Budget 2023 Budget
TM spontana gavor 10558354| 10070276| 12817613| 12716697 18099620 16060 870| 17 929 080
Manadsgivare 5983067 8608875 7263314| 6764791| 4231080 5321230 3907620
Brev 7338439 4895997 0| 1500067 0 214 636 0
Stora gévor 0| 1045000 0 10 000 0 0 0
Arv 1745175 3344961| 1680000 1808362| 1332000/ 4667586 1000000
Minnesgavor 381942 289 489 468 000 335320 468 000 285835 468000
Insamlingsutveckling 33336 76 628 106 813 274 413 117 530 106 557 114 930
Foreningsgavor 68 000 0 68 000 100 000 132 000 100 000 132 000
Totalt 26108312 28331226 22403740 23509650 24380230 26756714 23551630
Kostnader 2025 2024 2023
Insamling personal 5200000 4893764 7023136 7131362] 6855198 5974800| 6124400
Insamlingsadmin. 2760000 2284681 2593158/ 2007650 3343999 3037811 3112400
Insamlingsutveckling 332 000 234132| 1188531 889 065 947 466 612 530 803 200
Brev 3000000 2073506 0 0 0 0 0
Totalt 11292000 9486083 10804824 10028077 11146664 9625141 10040000

For TM, ménadsgivare, brev och insamlingsutveckling. Tidigare ar har utfallet varit

relativt jimt. Det 4r en 6kning med 2,6 miljoner fér 2025 gentemot foregdende ar.

Ar

2025

2024

2023

och insamlings-
utveckling

TM/Manadsgivare/brev

23575

20982

21597

I ar har vi fatt ovanligt ménga stora gavor, 1 045 tkr, och det ar inte alldeles létt att gora
en analys vad det kan bero pa.

Arven ar hogre an arets budget. Arv har passerat 3 345 tkr, nytt forslag &r att 6ka

prognosen till 4 000 tkr. Som ndmns ett par ganger finns en del drenden déar det inte &r

alldeles enkelt att géra en uppskattning om nér det blir skifte.

Fonder/SVCR

Det finns ingen signal om att prognosen ska justeras for utdelningar fran stiftelser.

SVCR har lamnat 400 tkr for 2025.
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Auris/Verksamhet/Ovrigt

Forslag ar att dra ner prognosen for Auris intakter till 370 tkr.

Utdelningar
I ar kommer det vara valdigt svart att na 750 tkr i utdelningar och reavinster. Det var

stora vinster foregaende &r, da mycket séldes av.

Vi kan for ndrvarande inte se att det ar tillréckligt med utdelningar eller stora rea-
vinster, for att nd budgetmalet. Forslaget ar att dra ner prognosen till 100 tkr, och lata
véardepapper vara, for att ha beredskap for 2026. Storre placeringar foreslas, i utdelande
aktier i host som forberedelse for kommande budget 2026.

Kongressen
Utfall for deltagaravgifterna till kongressen blev 520 tkr. Prognos foreslas vara 520 tkr.

Sammantaget dr intdkterna hogre dn budget for forsta halvéret.

Kostnader

I den bifogade detaljerade budgetuppfoljningen framgéar detaljer med forslag pa
prognoser.

De prognoser som &r inrapporterade for verksamhetskostnader visar foljande

sammanfattning.
Sammanfattning Ar2025  Ar2025 Ar 2024
Verksamhetskostnader Budget Utfall Prognos
Tillsammans vaxer vi 3355 1643 49% 3215
Ett hallbart, horselsmart arbetsliv 1140 769 67% 1140
Horselvard att lita pa
Textat, horbart demokratiskt
Kommunikation 1190 437 37% 1190
Auris 990 496 50% 990
Var demokrati 7 045 5636 80% 7 145
Attraktiv arbetsgivare 1110 263 24% 1110
Insamling 9150 4531 50% 9150
Personal 26 000 14 335 55% 23 800
Samkostnader 10450 5716 55% 9900
Summa Totalt Verksamhetskostnader 60430 33825 56% 57 640

Inom blocket Tillsammans vaxer vi foreslas prognosférandring for informations-
spridning inom Horselvarden, fran 250 tkr till 110 tkr.

Inom Var demokrati, har vi 6kat prognosen for FS arvode, fran 1 100 tkr till 1 500 tkr.
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Budgeten for kongressen ar 4 000 tkr, och utfallet var 3 686 tkr, dirmed &ndras
prognosen till 3 700 tkr.

Den totala budgeten for personalkostnader ar 26 000 tkr, prognosen ar 23 800 tkr.

For samkostnader forslas IT-prognosen vara 1 600 tkr.
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Budgetuppféljning 2025 Budget utfall %av Prognos
Jan- Aug budget

Verksamhetsintakter
Medlemsavgifter 1 800 1105 61% 1 800
Statsbidrag 8 400 5 862 70% 8 800
Allméanhetens bidrag (Summering) > 42900 28 331 66% 44 450
™ B 15500 10070 65% 15500
Manadsgivare L 12 700 8 609 68% 12 700
Brev 11450 4 896 43% 11450
Stora gavor - 1045 0% -
Minnesgdvor 600 289 48% 600
Arv 2 500 3345 134% 4 000
Féreningsgdvor 100 - 0% 100
Insamlingsutveckling, andra kanaler 50 77 153% 100
Fonder 2 200 1500 68% 2 200
SVCR 400 260 65% 400
Auris 460 161 35% 370
Verksamhet/Ovrigt 1150 652 57% 1150
Utdelningar 750 67 9% 100
Kongressen 240 520 217% 520
Summa verksamhetsintadkter 58 300 38 458 66% 59 790
Verksamhetskostnader

Ar2025  Ar2025 Ar 2025
Tillsammans vaxer vi Budget Utfall Prognos
Utbildning fortroendevalda 50 26 53% 50
Natverk 70 - 0% 70
Arets HRF-inspiratorer 10 10 100% 10
Stod distrikt och féreningar 150 93 62% 150
Kampanj, Vad-sa-loppet 75 35 46% 75
Kampanj, Horselveckan 100 - 0% 100
Informationsspridning via Horselvarden 250 - 0% 110
Rekrytering 200 66 33% 200
Profilprodukter 50 - 0% 50
CRM-system, |6pande kostnader 500 308 62% 500
CRM-system, utvecklingskostnader 700 335 48% 700
Stod till Unga Horselskadade 950 713 75% 950
Samarbetsprojekt med partners i Bolivia 250 58 23% 250
Summa 3355 1643 49% 3215
Ett hallbart, hérselsmart arbetsliv
Hoérselvard att lita pa
Textat, horbart demokratiskt Budget 25 Utfall Prognos
Horsellinjen 70 - 0% 70
Intressepolitiskt arbete 340 109 32% 340
Mediekontakter och mediebevakning 230 159 69% 230
Stod till forskning och utveckling 500 500 100% 500
Summa 1140 769 67% 1140
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Kommunikation Budget 25 Utfall Prognos

HRFs webbplatser, I6pande drift 540 213 39% 540
HRFs webbplatser, utveckling 200 95 47% 200
Materialproduktion 450 130 29% 450
Summa 1190 437 37% 1190
Auris Budget 25 Utfall Prognos

Auris tryck m.m. 990 496 50% 990
Summa 990 496 50% 990
Var demokrati Budget 25 Utfall Prognos

Valberedningen 100 68 68% 100
Revision 500 423 85% 500
Forbundsstyrelsen 650 278 43% 650
Forbundsstyrelsens (arvode) 1100 783 71% 1500
Forbundsmoten 175 - 0% 175
Kongress 4000 3690 92% 3700
Gavor 120 98 82% 120
Medlemsavgifter andra organisationer 300 267 89% 300
Internationellt (IFHOH/EFHOH, NHS) 100 29 29% 100
Summa 7 045 5636 80% 7 145
Attraktiv arbetsgivare Budget 25 Utfall Prognos

Ledning & Styrning 100 39 39% 100
Kompetensforsorjning/utveckling 400 81 20% 400
Arbetsmiljo, halsovard, rekrytering 560 142 25% 560
Samverkan FS/Kansli 50 - 0% 50
Summa 1110 263 24% 1110
Insamling Budget 25 Utfall Prognos

Insamlingsadministration 4150 2235 54% 4150
Brev 4500 2074 46% 4 500
Ovrigt 500 223 45% 500
Summa 9150 4531 50% 9150
Personal Budget 25 Utfall Prognos

Loner och I6nebikostnader 18 200 9708 53% 16 000
Insamling 7 800 4627 59% 7 800
Summa 26 000 14 335 55% 23 800
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Samkostnader Budget 25 Utfall Prognos
Flex (ingar i "Loner och lonebikostnader") 500 217 43% 500
Kontorskostnader 1100 826 75% 1100
Lokalkostnader 4200 2563 61% 4200
IT 2150 712 33% 1600
Avskrivningar 2 000 1350 68% 2 000
Oforutsedda kostnader 500 48 10% 500
Summa 10 450 5716 55% 9900
Sammanfattning Ar2025  Ar2025 Ar 2024
Verksamhetskostnader Budget Utfall Prognos
Tillsammans vaxer vi 3355 1643 49% 3215
Ett hallbart, horselsmart arbetsliv 1140 769 67% 1140
Horselvard att lita pa

Textat, horbart demokratiskt

Kommunikation 1190 437 37% 1190
Auris 990 496 50% 990
Var demokrati 7 045 5636 80% 7 145
Attraktiv arbetsgivare 1110 263 24% 1110
Insamling 9150 4531 50% 9150
Personal 26 000 14 335 55% 23 800
Samkostnader 10450 5716 55% 9900
Summa Totalt Verksamhetskostnader 60430 33825 56% 57 640
Resultat fére Kostnadsreducering - 2130 4632 217% 2150
Kostnadsreducering 710 - 0% 710
Resultat efter Kostnadsreducering - 1420 4632 326% 2 860
Projekt Budget 25 Utfall Prognos
Projekt Socials. (Intakter) 368 368 100% 368
Projekt Socials. (Kostnader) 368 368 100% 368
"Alla Kan Texta" (Intakter) 1340 936 70% 738
"Alla Kan Texta" (Kostnader) 1340 936 70% 738
"Organisation Utveckling" (Intdkter) 200 102 51% 200
"Organisation Utveckling" (Kostnader) 200 102 51% 200
"Digitalisering" (Intakter) 900 769 85% 900
"Digitalisering" (Kostnader) 900 769 85% 900
Summa Projekt - 0% -
Totalt Resultat inkl. Projekt - 1420 4632 326% 2 860
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UH Riks styrelseméte i Orebro 6-7 september

Motet holls i Café 019 pa Riksgymnasiet for horselskadade (RGH)

UH har sitt arsméte 7-9 november i Sigtuna sé fokus under de har dagarna var

genomgang av gillande verksamhetsplan for justeringar infér kommande
verksamhetsperiod.

Angaende kongressens beslut och UHs representation i landets DS fran 2026 sa
far vi se vart processen leder. UH har fyra distrikt och det 4r d&nnu oklart hur
fortroendevalda skulle kunna tacka HRFs tjugotva.

o Noterade att ordférande i tidigare kontakt med distrikt — fatt frdgan om
vad UH gor med pengarna som HRF bidrar med. Jag téanker att det inte
kénns helt okey att de ska beh6va ha en sddan redogorelse i beredskap i
de kontakterna.

Verksamhetsansvarig for gymnasiet gdstade motet under sondagen och
foredrog organisationen som ar uppdelat i RGH (Riksgymnasiet for
horselskadade) och RGD (Riksgymnasiet for dova). De har ett stort antal linjer
att vilja pa och mycket gar att individanpassa efter personliga behov. Utéver
undervisningen ansvarar man for maltider och boende.

Det &r oroande att ansokningarna blir allt farre och det finns 4nnu inte ndgra
svar pa varfor. Man spekulerar kring effekten av att allt fler far CI.

o Kanske tror man att man klarar sig lika bra utan det stod man far av
resurser for hjdlpmedel och tolkinsatser.

o Kanske skulle varden behdva mer och tydlig information om gymnasiets
resurser, for att lotsa individer till en lattare studietid utan att vara
hindrad av sdmre horsel

o Kanske oroar sig foréldrar for att 1ta sina ungdomar bo pa annan ort i
oroliga tider.

o Vilken roll kan UH ha i sammanhanget, for en vandande positiv trend?

/Britt Edoff
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Horselskadades distrikt i Stockholms lan 13 september 2025

Ett 50-tal nyvalda, invalda och utvalda medlemmar hade samlats for att kicka igang
hosten pa Solnas Folkets Hus. Det finns 12 foreningar i distriktet, om alla var
representerade framgick inte. Efter introduktion fick jag ordet att tala om férbundet,
vad som har hént frdn kongressen och framét. Forsokte fa i gdng dialog kring olika
fragor vi har framfor oss: medlemsutveckling, béattre kommunikation mellan féreningar
och férbundet. Fragan som engagerade flest var riktlinjer for horselinstruktorer. Jag
forklarade att frdgan om horselinstruktorer ligger framst pé foreningsnivé att driva
gentemot kommunen. Det framkom att foreningarna behover stod i arbetet att driva
horselinstruktorsfragan och att ha med sig riktlinjer vad en horselinstruktor ska gora.
Framkom att Haninge kommun har horselinstruktérer som fungerar val.

Efter min del var det grupparbete med en pedagogisk kortlek som distriktet hade tagit
fram med olika fragor kring féreningsarbetet. En fraga var kring samarbete med externa
aktorer. I gruppen jag deltog i, diskuterade man behovet av kunskap kring digitalisering
och hur en del féreningar samarbetade med SeniorNet vilket har varit lyckat.

Samarbete med PRO och Seniorerna fanns ocksa pa nagra féreningar. En idé kring
medlemsutveckling var att alla som far sin forsta horapparat ska fa ett ars gratis
medlemskap i HRF. Bli vin med din horapparat var en studiecirkel man var mycket n6jd
med och gav lite nya medlemmar.

Dagen avslutades med en god lunch och jag tackades med en blomma och
profilprodukter.

Imponerad 6ver distriktets resurser med fina lokaler och personalen med sex anstéllda.

Blev for mig en trevlig formiddag!

/Marie-Louise Andersson
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Bolivia 28 juli-4 augusti 2025

Pa resan: Marie-Louise Andersson, viceordférande HRF, Maija Nilsson,
projektkoordinator HRF, spraktolk Puck Ekstam

23-25/7

Maija aker till Bolivia lite tidigare och traffar ASHICO som berattar om olika aktualiteter
i foreningen, som att de blivit vrakta fran kontoret (mer nedan). Maija och personalen
jobbar pa arsrapporten, som pga. trassel i det svenska bistandet lamnas in 1 augusti i ar.
Vi hade méte med revisorn for att ga igenom revisionen. Den enda kommentaren fran
revisorn blev aterkommande brister i presentation av underskrifter som validerar det
pengarna har anvénts till. Det beror pa att det varit svart for vara systerféreningar att
fylla i kvitton och andra dokument ratt. Men nu sa revisorn att det racker med att ha
skarmbilder fran WhatsApp eller mejls dar man ser vilka beslut som géller. S&
fortsattningsvis ricker det att vi visar ett mejl eller en skdrmbild fran WhatsApp dér det
framgar vilka pengasummor som godkénts for vilka aktiviteter, nagot som underléttar
administrationen avsevart.

Pa grund av hundbett gick en del av tiden at att s6ka vard och vi larde oss att om man
vill ha rabiesvaccin i Bolivia ar det béttre att sdga att man inte vet vem hunden som bitit
en ar.

Méandag 28/7

Ankomst for Marie-Louise och Puck. Maija och personalen arbetar med arsrapporten.

Tisdag 29/7

Formiddagen gick till arbete med &rsrapporten.

Marie-Louise och Maija hade ett foérsta méte med ASHICO som berattar att de vrakts
fran kontoret. Styrelsen har skrivit i WhatsApp-gruppen, som man anvint som
kommunikationskanal till alla medlemmar, att de som inte betalat medlemsavgiften
maste soka medlemskap pa nytt och att man kommer att stinga alla WhatsApp-grupper
och anvianda andra kommunikationssétt. Detta ledde till att nagra av de fore detta
medlemmarna blev upprorda och férsokte 6vertyga Eduardo fran valkommittén, som
ocksa ar ordféranden for OTB:n! som 4ger byggnaden dér ASHICO hyr sitt kontor, om
att han skulle kalla till ett extrainsatt arsmote. Eduardo holl inte med om att det &r
valkommitténs uppgift utan nagot de borde be sin styrelse om. Da Eduardo nekade
deras petition sa ndgra av de f.d. medlemmarna att de skulle vandalisera byggnaden,
sla in fonster och dorrar. Eduardo sa dérefter till ASHICO att han pratat med OTB:ns
styrelse som beslutat att de inte far vara kvar dar. Det hér &r en stor forlust eftersom de

1 OTB = Organizacién Territorial de Base, i det har fallet en grannférening. OTB:ns funktion &r att representera
befolkningen i ett visst geografiskt omréde och delta i planering och prioritering av offentliga tjanster.
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har tillgéng till ett stort utrymme och en extra méteslokal (ca 30 + 30 kvm2), toaletter
och ett litet kok till en billig peng. Att flytta &r bade jobbigt och kostar, och att hitta en
ny lokal ar inte latt.

Pa kvillen hade vi en traff med nagra av ASHICOs medlemmar. Det var bara nya
medlemmar, runt 20 stycken pa plats. Medlemmarna fokuserade mycket pé sina behov
av horhjalpmedel och nagra var upprorda 6ver att de donerade horapparaterna inte har
delats ut n. Marie-Louise berdttade om sin horselresa och om HRF, och Maija om HRFs
arbete i Bolivia 6ver aren, projektet och vad det gar ut pa. Maija tog ocksé upp att de
donerade horapparaterna inte kommer fran HRF och att HRF arbete med Bolivia sker
genom projektet. Projektverksamhetens fokus forklarades. Det fanns lite béttre
forstaelse efterat och de mest hogljudda rosterna sa att de forstod HRFs 6nskan och att
de lovade att jobba mot projektets mal. Samtidigt blev det, igen, tydligt att behovet av
horhjalpmedel, fraimst horapparat, ar stort och att de som ar med i ASHICO inte har
resurser att sjilva kopa horapparater. En ung medlem, Sebastian, holl i en presentation
av ett projektforslag han hade. Han ville att HRF skulle satsa pa att bygga upp ett
rehabiliteringscenter i Cochabamba dér det skulle finnas horselvard och rehabilitering,
stod for horselskadade att komma in i arbetslivet och massa annat. Det var en vision om
ett “horselskadades hus”. Vi moétte ocksa en liten ettarig pojke, Walter, med dubbelsidig
mikroti. Det var uppenbart att pojken &r dov pa hans beteende. Forédldrarna var
desperata och ville veta om vi kunde hjilpa dem att hitta benférankrade horapparater
till Walter. Det var uppenbart att de sjalva kom fran valdigt enkla forhéllanden och trots
att ocksa pappan hade ensidig mikroti och skulle beh6va en hérapparat sa var det med i
foreningen for Walters skull. Maija forklarade att vi inte har nagra horapparater att ge
och att det skulle vara bra for Walter att fa lara sig teckensprak for att kunna utveckla
ett sprak. Fordldrarna sag, sa klart, ut som tva fragetecken. Utan ett institutionellt stod
som forklarar och stottar fordldrarna ar det hogst otroligt att Walter far ldra sig
teckensprak.

Ndgra av deltagarna pd motet med ASHICOs medlemmar.
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Pa motet fanns bara nya medlemmar och det mérks att det tidigare fokus som ASHICO
haft som har varit mer av en grupp individer som ger varandra kamratstdd och jobbar
pa att starka individer och organisationen for att pa léngre sikt jobba p4 att stilla krav
pa samhallet har foréandrats lite. Nu var det mer &dldre personer pa plats, &ven om nagra
personer under 20 ocksé fanns med. Fokus var mer pé att hitta horapparater. Det dr pa
gott och ont en ny generation medlemmar. Mindre kollektiv och mer individuellt.
Anledningen att de inte hade bjudit in ndgon av de som varit med lénge var for att det
inte skulle nd de “gamla” medlemmarna, de som &r i opposition, att det var en tréff med
HRF.

Foreningen 4r i en svar situation. Det finns en grupp “gamla” medlemmar som i protest
mot ordférande Luis inte har betalat sin medlemsavgift men dndé anser sig vara
medlemmar. Manga av dem ser sig som férmer 4n de nyare medlemmarna och i stéllet
for att vara med i aktiviteter och tycka till och dela med sig av sina erfarenheter, pratar
de illa om Luis och hur han leder féreningen i WhatsApp-grupper och jobbar pé att fa
nya medlemmar att ldmna foreningen genom att bete sig otrevligt mot dem. Till en
borjan forsokte Luis vara tolerant och uppmuntra dem att komma tillbaka till
féreningen och inkluderade dem i allt. Men deras misstycke har bara vixt och det spelar
ingen roll vad Luis gor, for det ar 4nda fel. Liknande var det tidigare d& Silvana
(ordférande innan Luis) var ordférande. Da var de emot henne och hennes ledarskap.
Det finns ndgra starka personer som varit med sedan uppstart och de anser sig alltid ha
rétt och de anser sig veta exakt vad foreningen bor och inte bor gora. I stéllet for att
stodja foreningen klagar de pé allt de tycker ar fel och om négot dr bra héller de tyst.

Foreningen blir ofta en valdigt viktig plats for horselskadade, eftersom det ar den plats i
samhaéllet dar man ar accepterad for den man ar och att ha en horselskada tom. ar ett
maste for att vara med. Manga medlemmar blir inte sedda och horda pa andra platser
och féreningen ar en plats for just det. Alla vill bli sedda och hérda men vem ska se och
hora dem nar s manga &r upptagna av att bli sedda och horda? Nér jag pratade med
Boris Chalar, synskadad och projektledare i MyRights Plan 90-projekt, sé la han till att
det saknas livsprojektioner. De som ar med i foreningarna och deras styrelser har ingen
plan for vad de ska gora efter att de 4r med i styrelsen. Ndr man gar in i styrelsearbetet
bor det ses som en X antal ars plan och att man déarefter har ett ndsta mal i livet. Men
manga inom funktionsrittsorganisationerna har inget nista mal att jobba mot efter att
de vil kommit med i organisationerna, eftersom studier och arbete ofta kan vara
otillgéngligt for dem, och blir kvar dar for lange i organisationerna.

Onsdag 30/7

Pa formiddagen jobbade personalen och Maija med arsrapporten och pa eftermiddagen
akte vi mot Sipe Sipe och foreningen ASHIVBA, Asociacién de Hipoactsicos del Valle
Bajo. Under vart besok i november 2024 var vi med da féreningen invigde sitt kontor,
och det ar den senaste foreningen att fa juridisk status, av de sex foreningar vi jobbar
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med. Foreningen omfattar ungefar kommunerna Sipe Sipe (dir de har kontor i det lilla
samhéllet Suticollo), Vinto, Tiquipalla och Quillacollo, men ar mest aktiva och har flest
medlemmar fran Sipe Sipe, som &r en rural kommun med en stor andel quechuatalande
befolkning. Det ar en ny utmaning och majlighet inom projektet att na ut pa lands-
bygden och en del av den befolkning som inte har spanska som forsta sprak. Quechua ar
ett av Bolivias tva storsta ursprungssprak, tillsammans med aymara som talas mer runt
La Paz. Tredje storsta ursprungssprak ar guarani som ar stort i Santa Cruz.

Vi triffades pA ASHICOs kontor och tog taxi till en tagstation for att ta taget till
Suticollo. Taget visade sig vara mer lik en modernare sparvagn an ett tag. Det gick
ganska sakta, kring en timme, men ar helt klart tryggare, och billigare, &n att ta taxi.

Bild 1: Pa taget pa vag till Sipe Sipe Bild 2: Jhoana i Suticollo pa vdg mot ASHIVBAS kontor.

Vi dkte dnda till andstationen och sedan promenerade vi en 15 minuter innan vi kom till
kontoret, som ér ett rum hos en av medlemmarna och nuvarande kassor, Carlos
Barbolin, som har 6verlatit ett rum i sitt hus &t féreningen. De har byggt dubbeldérrar sa
att utrymmet ar tillgdngligt frin gatan och man behover inte g in i huset for att komma
at det. Men motet holls pa den stora innergarden déar det finns som ett cementgolv med
tre vaggar och tak som sitter fast i huset, samtidigt som det 4r 6ppet mot garden dar det
finns lite olika djur, som grisar, hons, hundar och géss. Nar vi kom dit hade de dukat
fram till fest och vi fick prova pa méanga olika typiska matratter och drycker fran Bolivia
och fran den cochabambinska landsbygden. Traffen blev en ganska informell tréff och
eftersom bade Maija och Marie-Louise satt i med stora tallrikar med mat i hdnderna,
hade vi svéart att halla i ndgon form av foredrag.
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Under vart besok passade de pé att dela ut
audiogram till ca 10 medlemmar som hade testat
horseln i Cochabamba hos ADAVASH, en
volontérorganisation som jobbar till stéd for
horselskadade och déva. ADAVASH har ett enklare
kabinett for horseltester i centrala Cochabamba,
och Luis Villegas, ASHICOs ordférande, har
skolats in for att gora horseltest och hade anvént
ADAVASH utrustning for att testa ASHIVBASs
medlemmar. En av de som testat sig var Leidy
Poma, projektets ekonomiansvarige, och
audiogrammet visade pé en horselnedséttning pa
40 dB pa ena orat. Det var efter att hon borjat
jobba for projektet som hon insett att hon har en
horselnedséattning och hon gick med i ASHIVBA
nar de hade grundats och det hér var forsta gdngen hon testade sin horsel. De ca 10
personer som fick sina audiogram utdelade under vart besok var de forsta i ASHIVBA
som har testat sin horsel. Tanken &r att forse s manga som mojligt i foreningen med
sina audiogram sa att de ocksd kan ansoka om ett s.k. funktionshinderkort, som ger en
del rabatter och for de med grav funktionsnedséttning en liten ekonomisk erséttning
(mycket liten). Forhoppningen &r ocksa att hitta horapparater, men det &r inte latt for
personer som lever pa landsbygden och inte har s& mycket resurser.

Ndgra av djuren pa Carlos gard

Leidy berattade ocksa att de hade kunnat kopa in plaststolar och géra en stor banderoll
at féreningen for delar av de resurser fran projektet som gétt till ASHIVBA. I 6vrigt har
de bland annat fatt en begagnad dator som tidigare anvénts i ASHICO och det ar for
styrelsen forsta gdngen de anvéinder en dator. Men féreningens ordférande, Lisbeth, ar
van att anvinda mobiltelefonen och borjar sakta men sikert kunna med datorn ocksa.
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Bild 1: Marie-Louise delade ut HRF-vdskor till styrelsen Bild 2: Utanfor Carlos hus, pa vdg tillbaka till taget

Maétta och belétna tog vi taget tillbaka till stan.

ASHIVBA omfattar flera kommuner men har néstan alla sina medlemmar i Sipe Sipe.
Leidy bor i Quillacollo och valde att bli medlem i ASHIVBA for att slippa konflikterna i
ASHICO. Samtidigt 4r det manga som vill gd med i ASHICO &ven om de bor i
Quillacollo, d& det &r l4ttare att ta sig till centrala Cochabamba. En utmaning for
framtiden ar att se Gver sitt arbete och hur de nér ut bortom Sipe Sipe for att kunna
locka personer frén Quillacollo och andra kommuner att bli medlemmar.

Torsdag 31/7

Vi tog flyget 9.20 till Sucre, departementet Chugisacas huvudstad, for att traffa ASHIC,
Asociacion de Hipoactusicos Chuquisaca, féreningen for horselskadade i Chuquisaca.
Jhoana fran ASHICO f6ljde med for att representera ASHICO pa plats. Vi tréffade
Miguel, viceordférande, Carla och Fernando, styrelsemedlemmar, pa torget i stan, Plaza
25 de Mayo. Till en borjan var ocksa Fernandos mycket 6verbeskyddande mamma med
och tog helt 6ver kommunikationen mellan HRF och ASHIC. Maija blev irriterad och
ifrdgasatte det varpd mamman sa att hon ville hjélpa till. Maija sa att HRF jobbar med
och for horselskadade och att vi inte beh6ver ndgon hjalp med kommunikationen. Det
var markbart att nir mamman, som bara ville vél, la sig i blev alla i ASHIC passiva och
lat henne gora allt och det blev bara snurrigare med hennes inlégg, eftersom projekt-
personalen hade varit i kontakt med foreningsmedlemmarna, inte med mamman. Men
mamman ldmnade oss strax efter att ha forsakrat sig om att Fernando visste vilka
platser vi skulle ga till, och vad hon hade bokat och fixat. Efter att hon gick tog det inte
lang tid innan vi féoreningsmedlemmarna sjélva steg fram och borjade visa oss runt i sin
stad.
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Forsta stoppet var pa Casa de la Libertad (Frihetens hus). Det &r ett historiemuseum
som skildrar Bolivias sjdlvstandighet och ligger i en historisk byggnad pa torget. Efter
besoket pa museet gick vi pa en restaurang som 1ag pé andra sidan torget. Efter lunchen
foljde Carla och Miguel med Maija i jakt pa en sladd som saknades for att kunna
projicera datorn. Maija fick se marknaden i stan och Miguel berittade att stan ar valdigt
trygg, vilket man ocksa kunde kdnna p& miljon.

Sucre, den vita staden

Samtidigt akte Marie-Louise, Puck och Jhoana med Fernando som hade egen bil. De
akte mot platsen dér vi skulle ha motet men klev sedan av och gick upp mot ett berg/en
kulle. Maija, Miguel och Carla kom sedan i kapp och vi promenerade upp mot toppen
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dar det fanns en fantastisk utsikt av Sucre stad. Dar uppe fanns ocksa en marknad och
efter att vi gatt igenom marknaden gick det nerat igen och vi vandrade ner och kom till
lokalen dér vi skulle ha motet.

Pa plats i moteslokalen vantade ca 10 personer, medlemmar i ASHIC. De hade redan
berattat for oss att manga inte kunde komma pga. tiden. Motet borjade vid 15-tiden och
manga var pa jobb eller i skolan. Det var ingen som startade motet, varken fran ASHICs
styrelse, dar ordférande Jareth inte &nnu var pa plats. Inte heller Jhoana, som var dér
for att representera ASHICO, borjade motet, sa Maija tog ordet och startade motet. Efter
att Maija hade pratat om projektet tog Marie-Louise ordet och d& anldnde Jareth,
ordférande, till platsen. Hon hade inte fatt ledigt frén jobbet men kom sa fort hon
kunde. Bade Jareth och Miguel var med i Cochabamba november 2024, da Marie-
Louise och Maija var pa plats och vara partners deltog i en ledarskapsworkshop. Det var
tydligt att Jareth har lart mycket av den och &ven om hennes kollegor i styrelsen var
vildigt trevliga och hjalpsamma sa var det tydligt att Jareth 4r mer av en ledare. Hon
har vuxit i sin roll och nér hon kom pé plats lyssnade hon pa Marie-Louise presentation
och efter den steg hon in och ledde métet pa ett valdigt fint sitt. Hon delade ordet till
sina kollegor och bad dem beritta om sina livssituationer och vi fick hora olika historier
om hur det ar att leva med horselnedséttning i Sucre, hur svart de haft och hur skont
det var att ha hittat andra i samma situation. Efter métet han vi med en traditionell fika
fran Sucre, en so6t dryck, api, som liknande blabéarssoppa till bade smak och farg, men ar
gjord pa mork majs, och till det serverades ett friterat brod. Sedan tog vi taxi tillbaka till
flygplatsen for att hinna med kvallsflyget.

Marie-Louise Andersson haller foredrag om sin horselresa och HRF for medlemmar i ASHIC

ASHIC har just borjat att organisera sig och bestar av en intressant grupp av personer
med god kapacitet att fora arbete framat. Tyvérr lyckades vi inte stétta dem att paborja
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arbetet med att soka juridisk person eftersom projektet tog slut mitt under aret och
processen inte skulle hinnas avslutas innan projektet tog slut. Féreningen behover stod
av en jurist/advokat som kan se till att stadgarna &r i skick innan de skickas in till
departementsmyndigheterna och sedan foljer upp arbetet om ndgot maste justeras
innan de féar sin juridiska person godkand. Vi hoppas kunna stétta dem med det arbetet
sa fort/om vi far fortsdtta med ett kommande projekt.

I ASHIC finns en medlem som bygger olika
figurer, pennskrin och andra sméa utsmyckade
askar for forvarning av smasaker. Marie-Louise,
Maija och Puck fick varsin fin liten grej med oss
hem som inte var den lattaste att ta med pa
planet. Susana hade bett dem ténka pa att vi reser
langt och att det darfor garna fick vara en lite
mindre figur =).

Fredag 1/8

Maija och personalen jobbade med arsrapporten och workshoppen som skulle dga rum
pa, lordag och sondag, medan Marie-Louise hade méte med ASHICO, Luis, ordférande,
och Jhoana, kassor. Har fick Marie-Louise ett battre mote och fick héra mer om
foreningens framgangar, jamfort med den trakiga nyheten om kontoret som vi fick pa
vart forsta mote.

P3 eftermiddagen hade vi mote med ASHISOLARIS, Asociacién de Personas
Hipoacusicas de Sacaba, Colomi y Villa Tunari, féreningen tacker provinsen Chapare,
med kommunerna Sacaba, Colomi och Villa Tunari. Colomi och Villa Tunari 4r mer
rurala kommuner och ocksa i kommunen Sacaba finns bade stad och landsbygd. Vi
besokte viceordférande Juans hus som 1ag en bit frén stan men fortfarande i ett omrade
med tét bebyggelse. Men det mérktes att vi kom till ett omrade i mer ekonomiskt enkla
forhallanden. Ocksé hér satt vi i tradgarden, pa en gjuten betongplatta (som hos Carlos
i Sipe Sipe). Foreningens ordférande dr Maithy Capuma som varit med i ASHICO sedan
dess grundande och som ér Luis Villegas fru. Maithy har tidigare tagit strid ménga
ganger i ASHICO men sedan hon och Luis flyttat till kommunen Sacaba, ocksa inom
stor-Cochabamba, s& har hon engagerat sig mer i den grupp horselskadade dér som ville
organisera sig. Varken Maija eller personalen i Bolivia visste att Maithy varit med och
stottat de i Sacaba forens de bjod in till sitt grundande mote i januari i ar. Luis och
Maithy héller 14g profil med sin relation och 4r mana om att hélla isar relationen och
foreningslivet. Darfor har Luis inte berattat for oss om att hans fru varit aktiv med
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gruppen i Sacaba. Nér vi kom pa plats var det Maithy som holl i métet och berittade om
féreningens uppstart och om sin relation till kommunen Sacaba.

Det var ASHICO som till en borjan varit i kontakt med kommunens kontor for
funktionsrattsfragor och det var de som uppmuntrade ASHICO till att stotta
horselskadade i Sacaba att grunda sin egna forening. Sa det finns goda relationer till
myndigheterna. I Sacaba finns ocksa departementets enda rehabiliteringscenter dar det
finns en audionom (fonoaudidlogo) som ASHICO samarbetat med i olika
upplysningskampanjer. Genom kampanjerna har ocksd kommunen lart sig lite mer om
att det finns bade horselskadade och déva. ASHICO var ldnge aktiva i Sacaba men 6ver
tid sa slutade de att informera Maija och personalen om arbetet i Sacaba. Nu forstar vi
att nar ASHICO inte langre gjorde det sa klev Maithy i stéllet in och stottade gruppen
som sedan startat sin egen forening. Foreningen ér i processen att s6ka juridisk person.
Efter Maithy pratade Marie-Louise om sin horselresa och HRF och Maija om projektet,
om hur man jobbat med horselskadade i Bolivia sedan 2009 och framat, och projektet
idag.

Efter presentationerna gavs sedvanlig tid for fragor, utdelande av presenter och
gruppfotografering. Sedan akte vi tillbaka till hotellet.

LR ORI

Bild 1: Marie-Louise och ASHISOLARIS ordférande Maithy Capuma Bild 2: Marie-Louise delar ut HRF-
pasar till ASHISOLARIS styrelse

I ASHISOLARIS har de utmaningen av att de har medlemmar i alla tre kommuner och
vill ha deltagande fréan alla tre kommuner i styrelsen. De vill ocksé jobba aktivt i de tre
kommunerna med att nd ut till fler och informera om horselskador for att hitta nya
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medlemmar. Manga medlemmar har inte tillgéng till datorer s det ar svart att
organisera moten digitalt.

Pa fredag kvall skickade vi in arsrapporten till MyRight.

Lordag och sondag 2—-3/8

Under 16rdagen och sondagen hade vi en gemensam workshop med utvédrdering pa
Casa Campestre i Quillacollo, Cochabamba. Tanken var att fa input frén alla féreningar
infor en eventuell fortsattning. Tre medlemmar fran varje forening kom pa plats:
ASHICO, ASHICRUZ, APAHI, ASHIVBA, ASHISOLARIS, och ASHIC.

Pa morgonen tréffades Maija och Susana pa kontoret for att transportera allt material
som behovdes till Casa Campestre. Leidy, som bor néra Casa Campestre, gick dit tidigt
pa morgonen for att for att tillsammans med ASHICOs styrelse borja stélla i ordning och
ta emot deltagarna. Nar vi var pa kontoret skrev Sergio, APAHIs ordférande, till Susana.
Han och Luca hade missat flyget. Det visar sig att de valt att ta en buss som innebér att
de inte har hunnit med flyget. Den tredje deltagaren fran La Paz, Rodrigo, tog en
moppetaxi och var i tid pa flygplatsen. Vi blev irriterade pé Sergio eftersom han hade
kunnat be att f4 ta ett senare flyg och komma fram lite senare i stéllet for att vélja att
komma for sent till det flyg som kopts in for projektpengar. Nu blev det osdkert om han
och Luca 6ver huvud taget skulle komma. Det slutade med att de ramlade in pa
eftermiddagen efter att ha fatt betala ndgon straffavgift och fatt komma med pa ett
senare flyg. Straffavgiften betalade de sjilva, nagot manga andra deltagare inte hade
haft mojlighet att géra. Som till exempel Rodrigo, som tog sig till flygplatsen i tid och
var med pa hela workshoppen.

Nar alla hade anlédnt borjade vi med workshopen. Vi gick forst igenom resultatkedjan,
for att de skulle fa en 6verblick 6ver hur projektet d4r uppbyggt. Sedan fick de svara pa
generella frdgor som rorde de fyra 6vergripande mélen som finns i projektet, att stirka
organisationerna, att stirka individerna, att bedriva paverkansarbete och att sprida
information. De jobbade i grupper, forening for forening, och det tog véldigt lang tid att
ga igenom fragorna sa efter ett tag fick vi avbryta och séga att de som inte hade hunnit
svara pa alla fragor skulle fa dem i hemléxa. Sedan fortsatte vi med sjélva
projektutvédrderingen. Vi hade inte haft tillrackligt med tid for att komma fram till en
bra pedagogik som skulle passa for mélgruppen, sa uppgiften var lite for svar. De fick
titta pa projektaktiviteterna och férviantade produkter/resultat och kommentera pa om
de i deras forening har gjort aktiviteten och om man uppnétt det forvintade maélet eller
inte, om man uppfattar aktiviteten/malet som viktigt eller inte, och forslag pa justering
av aktiviteten/malet. Leidy, Maija och Susana gick runt bland grupperna och lyssnade
av och hjalpte till d& de inte forstod hur de skulle gora. Marie-Louise gick runt bland de
olika grupperna och lyssnade pa deras resonemang med stod av tolken Puck.
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Det som forvanade lite var att i vanliga fall kommer vara kollegor ofta med véldigt
manga och utsvavande forslag pa saker de borde gora inom projektet. Kreativiteten
brukar floda lite val mycket. Men nu nér de stilldes infor frigan om det var nagot de
ville 4ndra pa rérande mélsattningar och aktiviteter s& holl de sig valdigt ndra det som
stod i dokumenten och hade vildigt lite fantasi pd vad man kunde fordndra. Det fick oss
att inse att vi behovde stélla mer 6ppna fragor sa vi stéllde snabbt ihop ett formulér dér
frdgorna var “vad har vi for behov eller problem inom véar férening?”, och som foljdfraga
pa det “vad behéver vi for att 16sa problemet/situationen?”. Tyvérr hann vi inte jobba pé

de fragorna pa plats sa det blev i stéllet en uppgift de fick med sig hem.

Alla grupper jobbade pa bra, forutom APAHI, La Paz. Rodrigo var den enda som kom péa
l6rdag formiddag och det var tydligt att det var mycket han inte visste om sin forening.
Trots att Rodrigo 4r med i styrelsen har han inte sé stor koll pa vad som gjorts eller inte,
och det syntes pé hans svar. Nar sedan Sergio och Luca dok upp pé eftermiddagen tog
Susana och Rodrigo ett allvarligt snack med dem. Det verkar dock inte ha hjélpt sa
mycket for morgonen efter, da vi borjade workshopen enligt utsatt tid, skrev Sergio till
Susana pad WhatsApp och bad henne plocka ihop lite av frukosten at honom och Luca
som kom sent. Det gjorde hon inte, delvis for att hon inte har den uppgiften men ocksa
for att frukosten redan var slut och vi hade borjat workshopen. Sergio har haft svart att
forsta sina kollegor i féreningen, det blir ofta missforstdnd, och pa sistone har vi i
personalen kallats in for att stotta i att reda ut. Sergio tycks agera pa ett lite annat sétt
an hans kollegor, t.ex. kan han kontakta personer valdigt sent pd dygnet och han har
instéllningen att myndighetspersoner ar hans véanner om han traffat dem nagon gang
och han kontaktar dem som om det vore vem som helst, &ven om hans drende &r i
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foreningens namn. Missnojet med hans ledarskap fortsétter ocksa efter resan och ar
nagot vi fortsatter att jobba med.

De nya féreningarna, ASHIVBA och ASHIC, arbetade pa valdigt bra och forstod
formatet bra, trots att det var svrare for dem som inte ar lika bekanta med
aktiviteterna. I ASHISOLARIS har de Maithy som &r mycket bekant med projektarbetet.
Det kan ocksa ha forsvarat grupparbetet, da det var sjélvklart for henne medan det for
hennes tva kollegor var helt nytt. ASHICRUZ borjade genast med att kopiera sina svar
frén ett tidigare frigeformulér som Maija hade skickat ut i innan resan fore intern
reflektion for foreningarna. I ASHICRUZ fall sig det ut som att det var deras stodperson
som svarat pa frdgorna och inte medlemmarna i féreningen.

Under dagarna sag vi att oavsett hur de forstatt formuléret s svarade de pa fragorna
och dven om de inte forstatt vad det &r vi varit ute efter sé ger deras svar en bild till oss
pa hur de forstatt det hela och ger oss input till vad och hur vi kan jobba

vidare. Utvédrderingen tillsammans med frdgorna och hemlédxan om vad det finns for
behov inom féreningarna och hur de behoven gér att tillgodose, 4r material som ger oss
i personalen en bas att gora justeringar i projektet infor en (férhoppningsvis)
kommande projektperiod.

De flesta deltagarna fran helgens workshop. Bakre raden fran vdanster till hoger: Francisca
(ASHISOLARIS), Sabina (ASHIVBA), Lisbeth (ASHIVBA), Susana (projektkoordinator), Leidy
(projektadministrator/skrivtolk), Jareth (ASHIC), Carla (ASHIC), Maija (projektkoordinator, HRF),
Carlos (ASHICO), Jhoana (ASHICO), Sergio (APAHI), Luca (APAHI), Rodrigo (APAHI). Frdmre raden
fran vanster till hoger: Maithy (ASHISOLARIS), Marie-Louise (HRF), Juan (ASHISOLARIS), Fernando
(ASHIC), Luis (ASHICO), Amparo (skrivtolk/ASHICO), Carlos (ASHICRUZ), Vanessa (ASHICRUZ),
Mercedes (ASHICRUZ).
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P4 kvillen efter workshopen gick Marie-Louise, Maija, Puck, Susana och Leidy pa la
entrada autdctona, en typ av karnevalstdg med fokus pé autentiska kulturella uttryck
fran ursprungsbefolkningar och lokala samhallen som presenterar sina traditionella
danser, musik och kldder, i det hér fallet i samband med firandet av jungfrun av
Urcupiiia. Den skiljer sig frdn den mer spektakuléra folkloriska paraden som
genomfordes helgen efter och som vi kom att missa.

Bild 1-3: olika folkgrupper och deras danser i Quillacollo under ”la entrada autdctona”.

Mandag 4/8

Vi borjade morgonen med ett mote med Justo Poma, fd. landansvarig for MyRight i
Bolivia, och Boris Chalar, projektkoordinator for MyRights Plan 90-projekt i Bolivia. De
har bada jobbat med MyRights projekt i Bolivia under manga ar och har stor kunskap
om funktionsréttsrorelsen i Bolivia. Tanken med motet var att Marie-Louise skulle fa en
bredare bild &n bara vart egna projekt, vad galler MyRights verksamhet, eftersom hon
tanker stalla upp som kandidat till styrelsen.

Vi avslutade det officiella besoket med en lunch med ASHICOs styrelse och personalen.
Tyvarr kunde Carlos inte komma med oss d& han maste hjilpa sin mamma med att baka
och sélja brod, vilket &r vad familjen lever pa. Luis, Jhoana, Leidy och Susana kom med
pa lunchen. Innan lunchen passade Marie-Louise pa att intervjua Luis for att kunna
gora en artikel till Auris.
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Marie-Louise Andersson intervjuar ASHICOs ordférande Luis Villegas.
Efter lunchen var det dags for Marie-Louise och Puck att borja ta sig till flygplatsen.

Tisdag 5/8

P4 tisdagen tréiffades vi pa ASHICOs och hade pd morgonen méte med Sara Flaschner,
var kontaktperson pa MyRight i Sverige. Hon uttryckte igen att samarbetet mellan PO
och MO gér bra och att de 4r nojda med véra resultat. Nér vi frigade om framtiden och
budgeten sa hon att det &r MyRight som far budgeten neddragen men att det inte
nodvéndigtvis paverkar vart projekt, att det kan hénda att vi tom. kan behalla den
budget vi har idag. Det var ett helt annat budskap an det vi fatt fran MyRights
generalsekreterare Mohammed Mohsen ndgon vecka tidigare, som sagt att det ror sig
om 50% av dagens budget. Men Sara berattade att de kommer att ldgga ner
verksamheten i tva programléinder (Tanzania och Sri Lanka) pga att Sida slutar att
verka dar och de kommer ocksé att gora dndringar i Plan 90-projekten och framst jobba
med de Plan 90-projekt dar de har juridisk person. Hon sa inget om Bolivia men vi vet
att det dér inte funkat sd bra med att ha en paraplyorganisation med juridisk person
genom vilken projektet skots. I stillet ”lanar” projektet juridisk person av en kristen
organisation. Dessutom kanner vi till andra organisationer som idag har véldigt stora
budgetar och som inte kommer att klara att hélla kvar dem pga. den 6kade
egeninsatsen. Darfor kan det gott vara sé att nedskdrningar i MyRights budget inte per
automatik behover betyda en radikal nedskarning for oss. Vi far vénta och se. Men Saras

Document ID 09222115557558855345 Signerat NA, MA, AKW




Horselskadades Riksférbund 16(16)
FS 8/2025

Bilaga § 97 a) 3.

budskap var mer positivt 4n vad som tidigare sagt. Kanske spelar det ocksé in vilka
resultat projekten uppnér och hur manga personer projekten nar ut till, eftersom det
ocksa blir resultat MyRight kan visa till Sida.

Efter motet med Sara pratade vi allmént om foreningens situation och om kontoret.
Leidy hade hort att revisorn forsokte silja lagenheten dar han har sitt kontor och som
ligger i centrala Cochabamba. Eftersom det rader ekonomisk kris sa &r det inte rusning
bland koparna sa Leidy foreslog for honom att han skulle sétta ldgenheten, eller iaf
nagra av rummen, som anticrético till ASHICO. Anticrético &r ett juridiskt och
ekonomiskt avtal dir en person betalar en storre summa pengar till en lokaldgare for att
fa nyttja lokalen under en viss tidsperiod — vanligtvis 1 till 5 &r. Det ar inte en hyra, utan
snarare ett rantefritt 1an till 4garen. Nar perioden &r slut betalar 4garen tillbaka
pengarna till personen som da lamnar lokalen. Lagenheten hade ca 4-5 rum varav tva
var stora och med fantastisk panoramautsikt. Rummen var fina men koket var en liten
koksvrd som endast hade rinnande vatten och plats for en liten spis. Toaletten fanns ute
i korridoren. Trots att det inte fanns ndgon toalett eller ordentligt kok i 14genheten sa
kandes ldgenheten 4nda som att den skulle ligga i en pisklass ovan vad ASHICO har rad
med.

Vi sa hej da for den hér gadngen med en ganska stor vedmodighet eftersom styrelsen ar
pa vég att bytas ut och projektets framtid ar fortsatt oséker.

Fredag 8/8

Onsdag och torsdag var réda dagar i Bolivia da landet den 7 augusti firade 200 ar av
sjalvstandighet. Pa fredagen traffades vi pa kontoret och pratade lite om ldget i ASHICO.
Jag lyfte den hédr gdngen min oro kring att &rsmotet for styrelseval inte 4n hade fatt ett
datum och att de nya medlemmar jag tréffat alla var antingen i pensionsalder eller
valdigt unga och oerfarna och att jag var orolig 6ver hur den kommande styrelsen
kommer att se ut och hur den fokuserar sitt arbete. De dldre vi traffat hade stort fokus
pa att skaffa horapparater, vilket beh6vs och vilket dr bra, men ASHICO har alltid
bestétt till storsta delen av barndomshorselskadade, varfor arbetet alltid haft stort fokus
pa dem. Ifall det nu kommer in mer 4ldre personer som har aldersrelaterad
horselnedsattning till styrelsen sa kan det dndra féreningens arbete. Luis forstod vad jag
menade men verkade inte dela min oro. Jhoana blev lite upprord, men jag tror att det
hade mer att gora med att jag tidigare beromt Jareth fran Sucre for hennes ledarskap i
samtal med Susana dd Jhoana stod med oss och lyssnade. Jag avslutade med att séga
att jag tycker att det ar viktigt att vi kan vara arliga med varandra och ta upp sadana
saker och prata 6ppet om vad vi tdnker pa och de holl med. Men det &r oklart vad
Jhoana forstod eftersom min oro var att just personer som hon skulle kunna fa mindre
stod och forstaelse av en framtida styrelse, beroende pa dess sammanséttning.
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Rapport till FS 8/2025

250828 Rundabordsamtal

Jag overtog uppdraget fran forre GS och deltog i ett rundabordssamtal som handlade
om horselskada som en biverkning efter cancerbehandling. Arrangor var Reform
Society, deltagare var bland andra representanter fran Uppsala universitet, Region
Skane, Barncancerfonden men dven fran specialistlakemedelforetaget Norgine.
Forfragan har efter motet inkommit om att delta i en enkatundersékning om mal-
gruppen. Jag har vidarebefordrat kontaktuppgifter till UH och till deras ordforande
Ida Hansson. (Anteckningar fran rundabordssamtalet bifogas.)

250906 Besok HRF Sédermanland

Deltog pd medlemsmote for HRF Sormlands distrikt pa Strand golfgard, mellan
Eskilstuna och Strangnés. Narvarande var 70 personer fran distriktets foreningar. Jag
berattade om Kongressen, nya styrelsen, utbildningssatsningar samt om vara
prioriterade omraden framat. Under dagen informerades dven om TSS-utbildning samt
om Horselvarden.

Sormlands distriktsstyrelse har sett likadan ut under en langre tid. Ordférande vill kliva
at sidan (?) men problemet &r att hitta erséttare. En av ledamoterna beréttade att
ovriga styrelsen troligtvis ocksa avgar om ordférande slutar. Det blir sledes flera poster
att fylla pd en gang om det blir s4, vilket stéller till det.

Distriktet har bokat in Angeli Sjostrom Hederberg till en helg senare i host for att arbeta
mer med forenings-/medlemsutveckling.

250910 Volontarbyran, om ideellt engagemang

Dagen bjod pa olika foreldsningar om ideellt engagemang, ”eldsjédlen- problem eller
mojlighet?”, ”bubbelhoppa”, ”vad héinder globalt?”, “framtidens engagemang”. Bade
ledaméter fran FS och personal fran kansliet deltog. Dagen efter anordnade Sarah
Gilihne en traff for alla oss som deltog dér vi samlade ihop vara reflektioner fran dagen

utifran tre fragor som Sarah skickat ut i forvag:

e Nagot som kan bli en nyckel for HRF:s framtid — en idé, trend eller insikt som
gor skillnad.

e Nagot konkret som vi kan inspireras av och testa sjélva.

e Nagot eller ndgon som kan bli en inspirationskalla — en intressant kontakt eller
samarbetspartner att utveckla tillsammans eller bara ha koll pa.

Detta arbetssétt tycker jag att vi ska anamma flera ginger. Konferensen fick ett tydligt
syfte och vi fick ett positivt tillfélle till samverkan mellan kansli och FS.
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250923 Funktionshinderdelegationen

GS har tidigare deltagit och jag fick besked forra veckan att jag blivit godkédnd som ny
representant. Jag kommer att vara med pa ett mote till innan rollerna byts och jag blir
ersattare i stallet.

Delegationen bestar av representanter fran Funktionsratt Sverige samt 3 platser som
star utanfor Funktionsratt. Vi delar just nu pa en plats med SDR, som for tillfllet ar
ersattare.

Pa motet deltog gymnasie- hogskole- och forskningsminister Lotta Edholm och
informerade om for deltagarna aktuella fragor som lidroplansutredning, férandringar
géllande elevhélsa och ldrarutbildning samt budgeten. Hon svarade ocksa pa i forvig
inskickade fragor fran deltagarna.

Socialtjanstminister Camilla Waltersson Gronvall leder motena. Hon informerade om
budgeten samt att en nationell samordnare for funktionshinderpolitiken med syfte att
starka delaktighet och jamlikhet ska tillsattas med start 2026. Hon fick ett medskick
fran Funktionsratt om att statsbidragen visserligen har hojts men att det inte racker
med denna tredriga satsning.

Nasta mote dr den 25 november.

/Susanna Ahlstrom

Document ID 09222115557558855345 Signerat NA, MA, AKW




2025-08-27

RUNDABORDSSAMTAL

Deltagare:

Susanna Ahlstrom, HRF

Diana Spiegelberg, Uppsala universitet

Anna-Lena Hogerud (S), Region Skane och SKR:s sjukvardsdelegation
Ingrid Tonning-Olsson, Skanes universitetssjukhus & Lunds universitet
Axel Conradi (M), Region Stockholm

Lina Lundqvist, ALB

Ola Mattsson, Barncancerfonden

Karin Ragsjo (V), riksdagsledamot

Jesper Fromberg, Norgine

Magnus Liljegren, Norgine

Henrik Ungerth, Norgine

Sofia Hasselgren, Norgine

Petter Odmark, Reform Society

Lovisa Montin, Reform Society

Sammanfattning av samtalet

Diskussionen kretsade kring de sena komplikationer som manga
barncancerdverlevare drabbas av, med séarskilt fokus pa hérselnedsattningar.
Flera gemensamma utmaningar och behov identifierades:

1. Brister i uppfoljning och stod

e Horsel och andra komplikationer f6ljs under behandling, men
uppfdljningen efterat ar ojamlik och ofta bristfallig.

o Overgéngen fran barn- till vuxenvérd innebér stora glapp, dar patienter
sjilva maste soka hjalp utan att veta vad de ska efterfréga.

e Kommuner och Forsakringskassan saknar beredskap, vilket lamnar
foraldrar och familjer med ett tungt ansvar.

2. Ojamlikhet i vard och rehabilitering
e Tillgéngen till rehabilitering och stdd varierar stort mellan regioner.
e En nationell plan och tydligare riktlinjer efterlystes for att sakerstalla
jamlik vard och rehabilitering i hela landet.
e Barns sérskilda behov lyftes, med fokus pa skolgéng, social delaktighet
och tidig rehabilitering.

3. Behov av systemforandringar

REFORM ~ SOCIETY rformebciety e - nfo@reformsociety.ss . Org . $56866-8973
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Svensk halso- och sjukvard prioriterar akuta behov framfor
forebyggande insatser.

Det nuvarande ersattningssystemet motverkar satsningar pa prevention
och helhetsperspektiv.

Flera sag potential i nya ersattningsmodeller och sociala investeringar,
sasom héalsoobligationer, for att frigéra resurser och mojliggéra
forebyggande arbete.

4. Forskning och kunskapsutveckling

Forskningen om sena komplikationer 6kar, men resultat implementeras
langsamt i varden.

F& prekliniska modeller finns for exempelvis horselskador vid
stralbehandling.

Kvalitetsregister och systematisk uppféljning av sena komplikationer
sags som avgorande for att utveckla varden framat.

5. Rattighetsperspektiv och samhéliskostnader

Horselnedsattning hos barn och unga ar en jamlikhets- och
rattighetsfraga.

Med ré&tt stod kan fler na sin fulla potential, men stédet méaste planeras
Over hela livet.

Kostnader fér sena komplikationer maste sattas i relation till
samhallsekonomiska vinster av férebyggande och individanpassade
insatser.

Slutsats

Det finns en bred samsyn om att arbetet med sena komplikationer, sarskilt
horselskador, behover prioriteras hogre. Loésningarna handlar om att:

starka uppfdljning och rehabilitering,

skapa jamlik vard genom en nationell plan,

forandra ersattningssystemen for att framja férebyggande arbete,
samt forbattra forskningsimplementeringen och kvalitetsuppfoéljningen.

Fragan spanner dver sjukvard, rehabilitering, skola och sociala system — och
kraver darfor en multidisciplindr och samordnad ansats, dér bade regioner och
staten tar ett stérre ansvar.

REFORM ~ SOCIETY
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Forbundsordforandens delegationer

10-11 april
12 april
12 april
12 april

25-26 april

28 april
27 maj
6 september

6 september

6-7 september

13 september

18 september

18 september

20 september
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Jonas Sahlberg deltog pa Insamlingsforum 2025.

Eivor Johansson deltog pad HRF Skaraborgs drsmote.

Sune Wadenheim deltog pa HRF Vistra Gotalands arsmote.
Ulf Olsson deltog pd HRF Kronobergs drsmote.

Jonas Sahlberg deltog pa EFHOHs konferens “Achieving Equality
for Hard of Hearing People” och AGM i Estland.

Ulf Olsson deltog som métesordférande pa HiSUS arsmote.

Ulf Olsson deltog pd HRF Dalarnas arsmote.

Nathalie Colombo deltog pd HRF Bollnés 70-arsjubileum.
Susanna Ahlstrom deltog pd HRF Soédermanlands medlemstraff.

Britt Edoff deltog pa UH Riks styrelsemote som HRFs
adjungerade.

Marie-Lousie Andersson deltog pa HRF Stockholms léns kickoff
for distriktens foreningar.

Sune Wadenheim deltog pa DHB:s lutkonferens for projektet
"Mellan tva vérldar".

Jonas Sahlberg deltog pa Boverkets samrad inom funktions-
hinderpolitiken.

Jonas Sahlberg deltog pa HRF Malmos 90-arsjubileum.
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21 maj Sara Bryntse deltog pa Forsdkringskassans funktionshinderrad.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-10-03 12:00:43.666631 UTC ±16 ms

    		2025-10-03 11:32:54.156639 UTC

    		

      81.236.183.193

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36 Edg/140.0.0.0

      

    

    		

      

        The initiator Nina Andersson-Weaver (NA) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2026-01-01 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-10-03 12:00:48.541426 UTC ±16 ms

    		2025-10-03 11:32:54.156639 UTC

    		

      81.236.183.193

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36 Edg/140.0.0.0

      

    

    		

      

        The party Nina Andersson-Weaver (NA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-10-03 12:00:56.559861 UTC ±16 ms

    		2025-10-03 11:32:54.156639 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Nina Andersson-Weaver (NA) was delivered.

      


    

  



  

  

    		2025-10-03 12:01:49.976547 UTC ±17 ms

    		2025-10-03 11:32:54.156639 UTC

    		

      81.236.183.193

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36 Edg/140.0.0.0

      

    

    		

      

        The signatory Nina Andersson-Weaver (NA) signed in the signature box “signature 1”.
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		6		0.354		0.424



 

      


    

  



  

  

    		2025-10-03 12:01:49.976547 UTC ±17 ms

    		2025-10-03 11:32:54.156639 UTC

    		

      81.236.183.193

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36 Edg/140.0.0.0

      

    

    		

      

        The signatory Nina Andersson-Weaver (NA) signed the document.

      


    

  



  

  

    		2025-10-03 12:01:49.976547 UTC ±17 ms

    		2025-10-03 11:32:54.156639 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (marie.louise.andersson@hrf.se) to Marie-Louise Andersson (MA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-10-03 12:01:49.976547 UTC ±17 ms

    		2025-10-03 11:32:54.156639 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anna.kain.wyatt@hrf.se) to Anna Kain Wyatt (AKW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-10-03 12:01:56.768593 UTC ±17 ms

    		2025-10-03 11:32:54.156639 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Marie-Louise Andersson (MA) was delivered.

      


    

  



  

  

    		2025-10-03 12:01:56.784572 UTC ±17 ms

    		2025-10-03 11:32:54.156639 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Kain Wyatt (AKW) was delivered.

      


    

  



  

  

    		2025-10-03 12:03:51.436987 UTC ±18 ms

    		2025-10-03 11:32:54.156639 UTC

    		

      81.233.51.79

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36 Edg/140.0.0.0

      

    

    		

      

        The party Marie-Louise Andersson (MA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-10-03 12:07:05.120361 UTC ±19 ms

    		2025-10-03 11:32:54.156639 UTC

    		

      81.233.51.79

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36 Edg/140.0.0.0

      

    

    		

      

        The signatory Marie-Louise Andersson (MA) signed in the signature box “signature 1”.
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    		2025-10-03 12:07:05.120361 UTC ±19 ms

    		2025-10-03 11:32:54.156639 UTC

    		

      81.233.51.79

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36 Edg/140.0.0.0

      

    

    		

      

        The signatory Marie-Louise Andersson (MA) signed the document.

      


    

  



  

  

    		2025-10-06 06:18:35.808771 UTC ±1 ms

    		2025-10-06 05:35:15.440707 UTC

    		

      81.236.183.193

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/140.0.0.0 Safari/537.36 Edg/140.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Anna Kain Wyatt (AKW) at the request of the user Nina Andersson-Weaver (NA).

      


    

  



  

  

    		2025-10-06 06:18:42.877981 UTC ±1 ms

    		2025-10-06 05:35:15.440707 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Kain Wyatt (AKW) was delivered.

      


    

  



  

  

    		2025-10-06 06:19:13.433474 UTC ±1 ms

    		2025-10-06 05:35:15.440707 UTC

    		

      136.23.61.101

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Anna Kain Wyatt (AKW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-10-06 06:20:17.809944 UTC ±1 ms

    		2025-10-06 05:35:15.440707 UTC

    		

      136.23.61.101

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Anna Kain Wyatt (AKW) signed in the signature box “signature 1”.
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    		2025-10-06 06:20:17.809944 UTC ±1 ms

    		2025-10-06 05:35:15.440707 UTC

    		

      136.23.61.101

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/141.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Anna Kain Wyatt (AKW) signed the document.

      


    

  



  

  

    		2025-10-06 06:20:17.809944 UTC ±1 ms

    		2025-10-06 05:35:15.440707 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-10-06 06:20:18.113601 UTC ±1 ms

    		2025-10-06 05:35:15.440707 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 is the estimated probability that the clock error is smaller than [image: 17.png]
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4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.12 ms

		standard deviation: 1.31 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈94.305%

		|e| < 5 ms: ≈99.986%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-08-25 14:01:12.361717 UTC and 2025-10-06 05:35:15.440707 UTC:







  		Time collected

  		Clock offset







  

    		2025-08-25 14:01:12.361717

    		-3.4 ms

  





  

    		2025-08-25 15:01:13.925808

    		-0.2 ms

  





  

    		2025-08-25 16:01:16.392775

    		4.1 ms

  





  

    		2025-08-25 17:01:19.0832

    		-0.8 ms

  





  

    		2025-08-25 18:01:20.700198

    		-1.6 ms

  





  

    		2025-08-25 19:01:22.305491

    		-0.5 ms

  





  

    		2025-08-25 20:01:24.081796

    		0.6 ms

  





  

    		2025-08-25 21:01:27.091368

    		1.4 ms

  





  

    		2025-08-25 22:01:28.655904

    		-0.8 ms

  





  

    		2025-08-25 23:01:30.335061

    		-2.6 ms

  





  

    		2025-08-26 00:01:32.530044

    		-4.0 ms

  





  

    		2025-08-26 01:01:34.207751

    		-3.1 ms

  





  

    		2025-08-26 02:01:35.77479

    		-0.1 ms

  





  

    		2025-08-26 03:01:37.441312

    		2.9 ms

  





  

    		2025-08-26 04:01:39.611654

    		2.8 ms

  





  

    		2025-08-26 05:01:41.177074

    		0.9 ms

  





  

    		2025-08-26 06:01:43.069007

    		-0.1 ms

  





  

    		2025-08-26 07:01:44.841925

    		1.3 ms

  





  

    		2025-08-26 08:01:46.640737

    		0.8 ms

  





  

    		2025-08-26 09:01:48.12807

    		-0.2 ms

  





  

    		2025-08-26 10:01:49.873829

    		-0.9 ms

  





  

    		2025-08-26 11:01:52.090934

    		0.6 ms

  





  

    		2025-08-26 12:01:53.522075

    		1.8 ms

  





  

    		2025-08-26 13:01:55.18008

    		1.4 ms

  





  

    		2025-08-26 14:01:57.689134

    		0.7 ms

  





  

    		2025-08-26 15:01:59.442777

    		-0.2 ms

  





  

    		2025-08-26 16:02:01.167759

    		-2.9 ms

  





  

    		2025-08-26 17:02:03.479212

    		1.4 ms

  





  

    		2025-08-26 18:02:05.506318

    		0.2 ms

  





  

    		2025-08-26 19:02:07.70063

    		0.0 ms

  





  

    		2025-08-26 20:02:11.107498

    		-1.0 ms

  





  

    		2025-08-26 21:02:13.225884

    		-0.7 ms

  





  

    		2025-08-26 22:02:14.827124

    		-1.8 ms

  





  

    		2025-08-26 23:02:16.521306

    		-1.0 ms

  





  

    		2025-08-27 00:02:18.45875

    		-1.9 ms

  





  

    		2025-08-27 01:02:19.958748

    		-0.7 ms

  





  

    		2025-08-27 02:02:21.381011

    		-0.8 ms

  





  

    		2025-08-27 03:02:23.049006

    		-1.5 ms

  





  

    		2025-08-27 04:02:24.946202

    		2.0 ms

  





  

    		2025-08-27 05:02:26.586717

    		4.7 ms

  





  

    		2025-08-27 06:02:29.468834

    		3.2 ms

  





  

    		2025-08-27 07:02:31.43858

    		2.0 ms

  





  

    		2025-08-27 08:02:32.959612

    		-0.3 ms

  





  

    		2025-08-27 09:02:34.411943

    		0.5 ms

  





  

    		2025-08-27 10:02:35.840621

    		0.5 ms

  





  

    		2025-08-27 11:02:37.372039

    		0.9 ms

  





  

    		2025-08-27 12:02:39.265661

    		-0.3 ms

  





  

    		2025-08-27 13:02:41.042563

    		0.4 ms

  





  

    		2025-08-27 14:02:43.278274

    		0.3 ms

  





  

    		2025-08-27 15:02:44.82238

    		-2.0 ms

  





  

    		2025-08-27 16:02:46.566212

    		0.4 ms

  





  

    		2025-08-27 17:02:49.236356

    		1.0 ms

  





  

    		2025-08-27 18:02:51.323385

    		0.1 ms

  





  

    		2025-08-27 19:02:53.470419

    		6.4 ms

  





  

    		2025-08-27 20:02:55.199577

    		-0.2 ms

  





  

    		2025-08-27 21:02:57.387644

    		-2.2 ms

  





  

    		2025-08-27 22:02:59.462531

    		-0.5 ms

  





  

    		2025-08-27 23:03:01.287643

    		-0.7 ms

  





  

    		2025-08-28 00:03:03.267047

    		-5.0 ms

  





  

    		2025-08-28 01:03:04.977703

    		-8.1 ms

  





  

    		2025-08-28 02:03:06.673548

    		-6.3 ms

  





  

    		2025-08-28 03:03:08.476054

    		0.8 ms

  





  

    		2025-08-28 04:03:10.223763

    		-0.2 ms

  





  

    		2025-08-28 05:03:12.162697

    		0.5 ms

  





  

    		2025-08-28 06:03:14.704063

    		1.2 ms

  





  

    		2025-08-28 07:03:16.158491

    		0.0 ms

  





  

    		2025-08-28 08:03:17.596552

    		0.5 ms

  





  

    		2025-08-28 09:03:19.748236

    		-0.1 ms

  





  

    		2025-08-28 10:03:21.224328

    		0.5 ms

  





  

    		2025-08-28 11:03:23.179909

    		-0.4 ms

  





  

    		2025-08-28 12:03:25.249167

    		0.8 ms

  





  

    		2025-08-28 13:03:26.984

    		0.9 ms

  





  

    		2025-08-28 14:03:28.511546

    		1.2 ms

  





  

    		2025-08-28 15:03:31.523328

    		0.2 ms

  





  

    		2025-08-28 16:03:33.719259

    		-0.2 ms

  





  

    		2025-08-28 17:03:36.777914

    		2.1 ms

  





  

    		2025-08-28 18:03:39.102535

    		2.0 ms

  





  

    		2025-08-28 19:03:40.789031

    		0.1 ms

  





  

    		2025-08-28 20:03:42.639999

    		-2.2 ms

  





  

    		2025-08-28 21:03:44.709587

    		2.1 ms

  





  

    		2025-08-28 22:03:46.641898

    		3.3 ms

  





  

    		2025-08-28 23:03:48.517287

    		0.9 ms

  





  

    		2025-08-29 00:03:49.952865

    		0.4 ms

  





  

    		2025-08-29 01:03:51.755791

    		-0.7 ms

  





  

    		2025-08-29 02:03:54.19007

    		0.2 ms

  





  

    		2025-08-29 03:03:55.634205

    		1.4 ms

  





  

    		2025-08-29 04:03:56.971361

    		-0.7 ms

  





  

    		2025-08-29 05:03:58.59691

    		1.9 ms

  





  

    		2025-08-29 06:04:00.729988

    		-0.7 ms

  





  

    		2025-08-29 07:04:02.734854

    		0.4 ms

  





  

    		2025-08-29 08:04:04.285776

    		4.9 ms

  





  

    		2025-08-29 09:04:06.927898

    		9.6 ms

  





  

    		2025-08-29 10:04:08.563307

    		1.9 ms

  





  

    		2025-08-29 11:04:10.939167

    		-0.1 ms

  





  

    		2025-08-29 12:04:13.166586

    		1.1 ms

  





  

    		2025-08-29 13:04:15.045155

    		-0.6 ms

  





  

    		2025-08-29 14:04:16.619725

    		0.4 ms

  





  

    		2025-08-29 15:04:18.22847

    		0.2 ms

  





  

    		2025-08-29 16:04:20.59162

    		0.4 ms

  





  

    		2025-08-29 17:04:22.863121

    		-1.9 ms

  





  

    		2025-08-29 18:04:24.730046

    		0.3 ms

  





  

    		2025-08-29 19:04:27.900227

    		-1.2 ms

  





  

    		2025-08-29 20:04:29.812592

    		-0.5 ms

  





  

    		2025-08-29 21:04:31.721547

    		0.9 ms

  





  

    		2025-08-29 22:04:33.235766

    		0.3 ms

  





  

    		2025-08-29 23:04:35.10978

    		0.5 ms

  





  

    		2025-08-30 00:04:36.888893

    		0.2 ms

  





  

    		2025-08-30 01:04:40.034041

    		2.6 ms

  





  

    		2025-08-30 02:04:42.109664

    		2.9 ms

  





  

    		2025-08-30 03:04:43.678757

    		2.2 ms

  





  

    		2025-08-30 04:04:45.465688

    		0.8 ms

  





  

    		2025-08-30 05:04:46.958443

    		-0.4 ms

  





  

    		2025-08-30 06:04:49.421313

    		-1.0 ms

  





  

    		2025-08-30 07:04:51.84545

    		2.3 ms

  





  

    		2025-08-30 08:04:53.777737

    		0.7 ms

  





  

    		2025-08-30 09:04:55.546415

    		0.3 ms

  





  

    		2025-08-30 10:04:57.275495

    		1.3 ms

  





  

    		2025-08-30 11:04:58.710251

    		0.5 ms

  





  

    		2025-08-30 12:05:00.500377

    		1.4 ms

  





  

    		2025-08-30 13:05:02.183697

    		0.5 ms

  





  

    		2025-08-30 14:05:04.601045

    		0.5 ms

  





  

    		2025-08-30 15:05:06.512585

    		3.1 ms

  





  

    		2025-08-30 16:05:09.1527

    		-1.0 ms

  





  

    		2025-08-30 17:05:11.825873

    		-3.6 ms

  





  

    		2025-08-30 18:05:15.558094

    		-0.1 ms

  





  

    		2025-08-30 19:05:18.351931

    		-0.2 ms

  





  

    		2025-08-30 20:05:20.67696

    		0.2 ms

  





  

    		2025-08-30 21:05:22.467287

    		1.0 ms

  





  

    		2025-08-30 22:05:24.247883

    		3.1 ms

  





  

    		2025-08-30 23:05:26.030797

    		-0.4 ms

  





  

    		2025-08-31 00:05:27.629142

    		-0.7 ms

  





  

    		2025-08-31 01:05:29.431424

    		-0.3 ms

  





  

    		2025-08-31 02:05:31.04426

    		-2.4 ms

  





  

    		2025-08-31 03:05:32.704657

    		-1.4 ms

  





  

    		2025-08-31 04:05:34.667461

    		-1.1 ms

  





  

    		2025-08-31 05:05:36.121177

    		-0.9 ms

  





  

    		2025-08-31 06:05:38.077344

    		-0.9 ms

  





  

    		2025-08-31 07:05:41.322616

    		0.3 ms

  





  

    		2025-08-31 08:05:43.440229

    		2.4 ms

  





  

    		2025-08-31 09:05:45.902479

    		0.2 ms

  





  

    		2025-08-31 10:05:48.707326

    		1.5 ms

  





  

    		2025-08-31 11:05:51.420054

    		-0.4 ms

  





  

    		2025-08-31 12:05:53.889474

    		0.5 ms

  





  

    		2025-08-31 13:05:55.647302

    		0.6 ms

  





  

    		2025-08-31 14:05:57.56338

    		0.7 ms

  





  

    		2025-08-31 15:06:00.31256

    		-0.8 ms

  





  

    		2025-08-31 16:06:02.44394

    		-0.6 ms

  





  

    		2025-08-31 17:06:04.564072

    		0.0 ms

  





  

    		2025-08-31 18:06:07.049932

    		-1.4 ms

  





  

    		2025-08-31 19:06:09.372358

    		-0.3 ms

  





  

    		2025-08-31 20:06:11.709881

    		0.5 ms

  





  

    		2025-08-31 21:06:13.310039

    		0.0 ms

  





  

    		2025-08-31 22:06:15.010433

    		-1.4 ms

  





  

    		2025-08-31 23:06:16.747643

    		-0.2 ms

  





  

    		2025-09-01 00:06:18.715655

    		-2.1 ms

  





  

    		2025-09-01 01:06:20.2874

    		0.0 ms

  





  

    		2025-09-01 02:06:22.23776

    		1.7 ms

  





  

    		2025-09-01 03:06:24.18111

    		-0.5 ms

  





  

    		2025-09-01 04:06:26.129482

    		-0.6 ms

  





  

    		2025-09-01 05:06:27.64629

    		-0.1 ms

  





  

    		2025-09-01 06:06:29.217553

    		-0.2 ms

  





  

    		2025-09-01 07:06:30.952821

    		-0.1 ms

  





  

    		2025-09-01 08:06:32.480275

    		-0.4 ms

  





  

    		2025-09-01 09:06:34.047581

    		-0.9 ms

  





  

    		2025-09-01 10:06:36.017227

    		-1.3 ms

  





  

    		2025-09-01 11:06:38.153922

    		-0.5 ms

  





  

    		2025-09-01 12:06:39.928207

    		0.5 ms

  





  

    		2025-09-01 13:06:41.414168

    		-0.4 ms

  





  

    		2025-09-01 14:06:43.407879

    		0.2 ms

  





  

    		2025-09-01 15:06:45.16395

    		-0.4 ms

  





  

    		2025-09-01 16:06:46.686805

    		-0.3 ms

  





  

    		2025-09-01 17:06:48.655553

    		0.6 ms

  





  

    		2025-09-01 18:06:51.336257

    		-0.2 ms

  





  

    		2025-09-01 19:06:53.421879

    		-1.0 ms

  





  

    		2025-09-01 20:06:56.849392

    		-0.8 ms

  





  

    		2025-09-01 21:06:59.016402

    		-0.3 ms

  





  

    		2025-09-01 22:07:01.232144

    		-0.6 ms

  





  

    		2025-09-01 23:07:02.717866

    		-0.4 ms

  





  

    		2025-09-02 00:07:04.462248

    		-1.4 ms

  





  

    		2025-09-02 01:07:06.154656

    		-1.1 ms

  





  

    		2025-09-02 02:07:07.643944

    		-4.3 ms

  





  

    		2025-09-02 03:07:09.511066

    		0.5 ms

  





  

    		2025-09-02 04:07:11.215643

    		1.0 ms

  





  

    		2025-09-02 05:07:13.097796

    		0.1 ms

  





  

    		2025-09-02 06:07:15.085919

    		0.8 ms

  





  

    		2025-09-02 07:07:17.035392

    		4.5 ms

  





  

    		2025-09-02 08:07:19.30816

    		2.7 ms

  





  

    		2025-09-02 09:07:20.923281

    		0.9 ms

  





  

    		2025-09-02 10:07:22.676421

    		-1.2 ms

  





  

    		2025-09-02 11:07:24.329665

    		1.8 ms

  





  

    		2025-09-02 12:07:26.066971

    		1.3 ms

  





  

    		2025-09-02 13:07:27.573896

    		3.0 ms

  





  

    		2025-09-02 14:07:28.948261

    		1.3 ms

  





  

    		2025-09-02 15:07:31.022292

    		4.4 ms

  





  

    		2025-09-02 16:07:32.674237

    		0.6 ms

  





  

    		2025-09-02 17:07:34.540795

    		2.2 ms

  





  

    		2025-09-02 18:07:36.33044

    		2.2 ms

  





  

    		2025-09-02 19:07:38.207614

    		1.9 ms

  





  

    		2025-09-02 20:07:42.219313

    		2.2 ms

  





  

    		2025-09-02 21:07:44.708746

    		2.9 ms

  





  

    		2025-09-02 22:07:47.485319

    		1.4 ms

  





  

    		2025-09-02 23:07:50.261076

    		-0.5 ms

  





  

    		2025-09-03 00:07:52.317618

    		0.3 ms

  





  

    		2025-09-03 01:07:54.048415

    		0.0 ms

  





  

    		2025-09-03 02:07:57.369756

    		-1.0 ms

  





  

    		2025-09-03 03:07:59.599569

    		0.1 ms

  





  

    		2025-09-03 04:08:02.066637

    		0.3 ms

  





  

    		2025-09-03 05:08:04.550808

    		0.9 ms

  





  

    		2025-09-03 06:08:08.217455

    		1.4 ms

  





  

    		2025-09-03 07:08:10.844033

    		0.5 ms

  





  

    		2025-09-03 08:08:12.60383

    		0.1 ms

  





  

    		2025-09-03 09:08:14.490723

    		0.6 ms

  





  

    		2025-09-03 10:08:16.037213

    		4.4 ms

  





  

    		2025-09-03 11:08:18.482979

    		3.0 ms

  





  

    		2025-09-03 12:08:21.001228

    		0.2 ms

  





  

    		2025-09-03 13:08:22.840538

    		1.7 ms

  





  

    		2025-09-03 14:08:24.883047

    		-1.7 ms

  





  

    		2025-09-03 15:08:26.884583

    		-0.5 ms

  





  

    		2025-09-03 16:08:29.129415

    		-0.9 ms

  





  

    		2025-09-03 17:08:31.694524

    		-1.3 ms

  





  

    		2025-09-03 18:08:34.19252

    		-0.6 ms

  





  

    		2025-09-03 19:08:37.825564

    		0.0 ms

  





  

    		2025-09-03 20:08:40.511668

    		-1.3 ms

  





  

    		2025-09-03 21:08:42.395257

    		-1.7 ms

  





  

    		2025-09-03 22:08:45.425213

    		-2.4 ms

  





  

    		2025-09-03 23:08:48.122282

    		0.2 ms

  





  

    		2025-09-04 00:08:49.614428

    		0.8 ms

  





  

    		2025-09-04 01:08:51.201904

    		-0.1 ms

  





  

    		2025-09-04 02:08:53.108095

    		-0.7 ms

  





  

    		2025-09-04 03:08:54.759835

    		-1.0 ms

  





  

    		2025-09-04 04:08:56.689147

    		-1.8 ms

  





  

    		2025-09-04 05:08:58.363351

    		-1.4 ms

  





  

    		2025-09-04 06:09:00.283336

    		0.2 ms

  





  

    		2025-09-04 07:09:02.901228

    		1.7 ms

  





  

    		2025-09-04 08:09:04.569996

    		0.8 ms

  





  

    		2025-09-04 09:09:06.914325

    		1.2 ms

  





  

    		2025-09-04 10:09:09.159163

    		0.9 ms

  





  

    		2025-09-04 11:09:10.858814

    		-0.7 ms

  





  

    		2025-09-04 12:09:12.695317

    		0.0 ms

  





  

    		2025-09-04 13:09:15.64708

    		0.2 ms

  





  

    		2025-09-04 14:09:17.34645

    		0.4 ms

  





  

    		2025-09-04 15:09:19.584002

    		0.3 ms

  





  

    		2025-09-04 16:09:21.581924

    		1.1 ms

  





  

    		2025-09-04 17:09:23.626622

    		4.0 ms

  





  

    		2025-09-04 18:09:26.465584

    		0.3 ms

  





  

    		2025-09-04 19:09:28.301868

    		-1.8 ms

  





  

    		2025-09-04 20:09:31.171139

    		-0.5 ms

  





  

    		2025-09-04 21:09:33.171793

    		-0.9 ms

  





  

    		2025-09-04 22:09:35.027314

    		-0.8 ms

  





  

    		2025-09-04 23:09:36.84138

    		-0.9 ms

  





  

    		2025-09-05 00:09:38.598463

    		-0.5 ms

  





  

    		2025-09-05 01:09:40.343414

    		-0.2 ms

  





  

    		2025-09-05 02:09:42.158208

    		0.3 ms

  





  

    		2025-09-05 03:09:43.720474

    		-0.2 ms

  





  

    		2025-09-05 04:09:45.427059

    		-1.0 ms

  





  

    		2025-09-05 05:09:47.150126

    		-0.3 ms

  





  

    		2025-09-05 06:09:48.642646

    		6.8 ms

  





  

    		2025-09-05 07:09:50.03724

    		0.2 ms

  





  

    		2025-09-05 08:09:51.82992

    		1.0 ms

  





  

    		2025-09-05 09:09:54.164269

    		1.2 ms

  





  

    		2025-09-05 10:09:56.387507

    		2.0 ms

  





  

    		2025-09-05 11:09:57.857691

    		1.4 ms

  





  

    		2025-09-05 12:09:59.290431

    		0.0 ms

  





  

    		2025-09-05 13:10:02.157792

    		0.3 ms

  





  

    		2025-09-05 14:10:04.03585

    		0.5 ms

  





  

    		2025-09-05 15:10:06.039447

    		-1.2 ms

  





  

    		2025-09-05 16:10:08.283174

    		0.3 ms

  





  

    		2025-09-05 17:10:10.760197

    		0.9 ms

  





  

    		2025-09-05 18:10:14.217658

    		2.3 ms

  





  

    		2025-09-05 19:10:16.399866

    		2.2 ms

  





  

    		2025-09-05 20:10:18.575925

    		0.3 ms

  





  

    		2025-09-05 21:10:20.726958

    		-1.3 ms

  





  

    		2025-09-05 22:10:22.556978

    		-1.2 ms

  





  

    		2025-09-05 23:10:24.318435

    		-2.4 ms

  





  

    		2025-09-06 00:10:26.108366

    		-3.3 ms

  





  

    		2025-09-06 01:10:27.938789

    		-2.7 ms

  





  

    		2025-09-06 02:10:32.101432

    		-1.9 ms

  





  

    		2025-09-06 03:10:33.53351

    		0.2 ms

  





  

    		2025-09-06 04:10:35.101623

    		1.3 ms

  





  

    		2025-09-06 05:10:36.75898

    		1.3 ms

  





  

    		2025-09-06 06:10:38.406378

    		0.5 ms

  





  

    		2025-09-06 07:10:40.124905

    		2.2 ms

  





  

    		2025-09-06 08:10:41.835148

    		1.1 ms

  





  

    		2025-09-06 09:10:43.715788

    		1.2 ms

  





  

    		2025-09-06 10:10:46.215607

    		1.3 ms

  





  

    		2025-09-06 11:10:47.910745

    		1.5 ms

  





  

    		2025-09-06 12:10:50.601608

    		1.1 ms

  





  

    		2025-09-06 13:10:52.018703

    		1.4 ms

  





  

    		2025-09-06 14:10:55.233196

    		-0.7 ms

  





  

    		2025-09-06 15:10:57.669446

    		0.6 ms

  





  

    		2025-09-06 16:10:59.13317

    		-0.9 ms

  





  

    		2025-09-06 17:11:01.763298

    		-1.0 ms

  





  

    		2025-09-06 18:11:03.197961

    		1.2 ms

  





  

    		2025-09-06 19:11:04.756636

    		1.9 ms

  





  

    		2025-09-06 20:11:06.909846

    		1.1 ms

  





  

    		2025-09-06 21:11:08.518467

    		-0.3 ms

  





  

    		2025-09-06 22:11:10.327571

    		-1.7 ms

  





  

    		2025-09-06 23:11:11.974922

    		-1.7 ms

  





  

    		2025-09-07 00:11:13.717061

    		0.2 ms

  





  

    		2025-09-07 01:11:15.136027

    		-0.8 ms

  





  

    		2025-09-07 02:11:16.966381

    		0.0 ms

  





  

    		2025-09-07 03:11:18.982831

    		0.0 ms

  





  

    		2025-09-07 04:11:21.104107

    		0.5 ms

  





  

    		2025-09-07 05:11:23.543951

    		0.1 ms

  





  

    		2025-09-07 06:11:25.380889

    		-0.8 ms

  





  

    		2025-09-07 07:11:26.954645

    		3.8 ms

  





  

    		2025-09-07 08:11:29.330965

    		-1.0 ms

  





  

    		2025-09-07 09:11:31.204972

    		8.9 ms

  





  

    		2025-09-07 10:11:32.795066

    		4.9 ms

  





  

    		2025-09-07 11:11:35.373207

    		0.6 ms

  





  

    		2025-09-07 12:11:37.575736

    		-0.2 ms

  





  

    		2025-09-07 13:11:39.25071

    		-2.4 ms

  





  

    		2025-09-07 14:11:41.81233

    		-1.2 ms

  





  

    		2025-09-07 15:11:43.906355

    		-14.4 ms

  





  

    		2025-09-07 16:11:45.520533

    		0.7 ms

  





  

    		2025-09-07 17:11:47.41648

    		-0.8 ms

  





  

    		2025-09-07 18:11:49.133408

    		0.1 ms

  





  

    		2025-09-07 19:11:52.33509

    		0.9 ms

  





  

    		2025-09-07 20:11:54.108245

    		-0.4 ms

  





  

    		2025-09-07 21:11:57.211166

    		-0.6 ms

  





  

    		2025-09-07 22:11:59.686714

    		-1.2 ms

  





  

    		2025-09-07 23:12:01.870896

    		-4.7 ms

  





  

    		2025-09-08 00:12:04.094114

    		-2.9 ms

  





  

    		2025-09-08 01:12:06.107596

    		-2.0 ms

  





  

    		2025-09-08 02:12:08.584859

    		-0.4 ms

  





  

    		2025-09-08 03:12:10.326884

    		-0.3 ms

  





  

    		2025-09-08 04:12:12.698739

    		-0.5 ms

  





  

    		2025-09-08 05:12:15.153219

    		0.1 ms

  





  

    		2025-09-08 06:12:17.463534

    		0.8 ms

  





  

    		2025-09-08 07:12:19.386302

    		1.6 ms

  





  

    		2025-09-08 08:12:20.85771

    		1.7 ms

  





  

    		2025-09-08 09:12:23.282659

    		1.1 ms

  





  

    		2025-09-08 10:12:24.772526

    		-0.3 ms

  





  

    		2025-09-08 11:12:26.300768

    		0.7 ms

  





  

    		2025-09-08 12:12:27.804411

    		0.3 ms

  





  

    		2025-09-08 13:12:29.277078

    		0.0 ms

  





  

    		2025-09-08 14:12:32.091894

    		0.3 ms

  





  

    		2025-09-08 15:12:35.081985

    		0.7 ms

  





  

    		2025-09-08 16:12:37.43657

    		0.7 ms

  





  

    		2025-09-08 17:12:39.241588

    		0.5 ms

  





  

    		2025-09-08 18:12:42.22148

    		-0.4 ms

  





  

    		2025-09-08 19:12:46.136266

    		-0.9 ms

  





  

    		2025-09-08 20:12:48.863927

    		0.8 ms

  





  

    		2025-09-08 21:12:51.48462

    		0.4 ms

  





  

    		2025-09-08 22:12:53.451258

    		0.1 ms

  





  

    		2025-09-08 23:12:55.332827

    		0.5 ms

  





  

    		2025-09-09 00:12:57.017156

    		-0.6 ms

  





  

    		2025-09-09 01:12:58.674112

    		-0.7 ms

  





  

    		2025-09-09 02:13:00.36302

    		0.3 ms

  





  

    		2025-09-09 03:13:01.822525

    		-2.7 ms

  





  

    		2025-09-09 04:13:03.559106

    		0.5 ms

  





  

    		2025-09-09 05:13:05.514291

    		0.6 ms

  





  

    		2025-09-09 06:13:08.717195

    		1.0 ms

  





  

    		2025-09-09 07:13:10.256329

    		2.6 ms

  





  

    		2025-09-09 08:13:12.33998

    		0.3 ms

  





  

    		2025-09-09 09:13:14.449919

    		0.2 ms

  





  

    		2025-09-09 10:13:16.102901

    		1.6 ms

  





  

    		2025-09-09 11:13:17.809028

    		1.8 ms

  





  

    		2025-09-09 12:13:19.247608

    		-0.1 ms

  





  

    		2025-09-09 13:13:20.704153

    		0.2 ms

  





  

    		2025-09-09 14:13:22.259464

    		0.3 ms

  





  

    		2025-09-09 15:13:23.882478

    		-0.2 ms

  





  

    		2025-09-09 16:13:25.894652

    		-0.8 ms

  





  

    		2025-09-09 17:13:28.763912

    		-1.5 ms

  





  

    		2025-09-09 18:13:30.654768

    		-0.4 ms

  





  

    		2025-09-09 19:13:33.142508

    		0.9 ms

  





  

    		2025-09-09 20:13:34.665232

    		-1.8 ms

  





  

    		2025-09-09 21:13:38.283069

    		-0.7 ms

  





  

    		2025-09-09 22:13:40.120478

    		0.5 ms

  





  

    		2025-09-09 23:13:42.447919

    		4.0 ms

  





  

    		2025-09-10 00:13:44.396042

    		2.7 ms

  





  

    		2025-09-10 01:13:46.111521

    		0.5 ms

  





  

    		2025-09-10 02:13:48.129481

    		1.2 ms

  





  

    		2025-09-10 03:13:50.140839

    		-1.6 ms

  





  

    		2025-09-10 04:13:51.908641

    		-0.5 ms

  





  

    		2025-09-10 05:13:53.618206

    		0.3 ms

  





  

    		2025-09-10 06:13:55.798143

    		1.6 ms

  





  

    		2025-09-10 07:13:57.255326

    		0.2 ms

  





  

    		2025-09-10 08:13:59.001805

    		1.2 ms

  





  

    		2025-09-10 09:14:00.86205

    		-1.0 ms

  





  

    		2025-09-10 10:14:02.882885

    		-1.7 ms

  





  

    		2025-09-10 11:14:05.001652

    		-0.1 ms

  





  

    		2025-09-10 12:14:08.293605

    		0.6 ms

  





  

    		2025-09-10 13:14:10.259749

    		0.0 ms

  





  

    		2025-09-10 14:14:12.092339

    		0.4 ms

  





  

    		2025-09-10 15:14:13.495489

    		-0.9 ms

  





  

    		2025-09-10 16:14:16.00909

    		0.2 ms

  





  

    		2025-09-10 17:14:17.478614

    		0.8 ms

  





  

    		2025-09-10 18:14:19.567149

    		0.6 ms

  





  

    		2025-09-10 19:14:21.328495

    		-2.2 ms

  





  

    		2025-09-10 20:14:23.965005

    		-0.8 ms

  





  

    		2025-09-10 21:14:26.227188

    		-1.9 ms

  





  

    		2025-09-10 22:14:28.951877

    		-1.7 ms

  





  

    		2025-09-10 23:14:31.141691

    		-2.0 ms

  





  

    		2025-09-11 00:14:33.027924

    		-4.0 ms

  





  

    		2025-09-11 01:14:34.636396

    		-2.4 ms

  





  

    		2025-09-11 02:14:36.233055

    		3.0 ms

  





  

    		2025-09-11 03:14:38.415394

    		1.2 ms

  





  

    		2025-09-11 04:14:40.008862

    		-0.3 ms

  





  

    		2025-09-11 05:14:41.953849

    		0.8 ms

  





  

    		2025-09-11 06:14:44.950131

    		1.1 ms

  





  

    		2025-09-11 07:14:46.381241

    		-0.2 ms

  





  

    		2025-09-11 08:14:47.934808

    		0.1 ms

  





  

    		2025-09-11 09:14:49.390744

    		16.4 ms

  





  

    		2025-09-11 10:14:51.015625

    		0.3 ms

  





  

    		2025-09-11 11:14:52.467712

    		1.2 ms

  





  

    		2025-09-11 12:14:53.969991

    		0.4 ms

  





  

    		2025-09-11 13:14:56.484886

    		0.0 ms

  





  

    		2025-09-11 14:14:58.281492

    		0.0 ms

  





  

    		2025-09-11 15:14:59.86373

    		-1.6 ms

  





  

    		2025-09-11 16:15:02.674031

    		3.3 ms

  





  

    		2025-09-11 17:15:04.165215

    		5.3 ms

  





  

    		2025-09-11 18:15:05.829802

    		-1.1 ms

  





  

    		2025-09-11 19:15:08.459958

    		-27.4 ms

  





  

    		2025-09-11 20:15:11.030802

    		0.0 ms

  





  

    		2025-09-11 21:15:12.930608

    		-0.4 ms

  





  

    		2025-09-11 22:15:14.496965

    		1.5 ms

  





  

    		2025-09-11 23:15:16.207691

    		-0.6 ms

  





  

    		2025-09-12 00:15:18.204441

    		-0.1 ms

  





  

    		2025-09-12 01:15:19.685042

    		-0.1 ms

  





  

    		2025-09-12 02:15:21.609087

    		-1.4 ms

  





  

    		2025-09-12 03:15:23.059518

    		-0.3 ms

  





  

    		2025-09-12 04:15:24.888927

    		-0.6 ms

  





  

    		2025-09-12 05:15:26.550115

    		0.4 ms

  





  

    		2025-09-12 06:15:28.079044

    		0.1 ms

  





  

    		2025-09-12 07:15:30.182751

    		0.8 ms

  





  

    		2025-09-12 08:15:31.75419

    		6.1 ms

  





  

    		2025-09-12 09:15:33.273288

    		0.3 ms

  





  

    		2025-09-12 10:15:35.364921

    		0.6 ms

  





  

    		2025-09-12 11:15:37.637535

    		1.4 ms

  





  

    		2025-09-12 12:15:40.612889

    		1.7 ms

  





  

    		2025-09-12 13:15:42.131195

    		0.5 ms

  





  

    		2025-09-12 14:15:43.833974

    		-0.9 ms

  





  

    		2025-09-12 15:15:45.696883

    		0.7 ms

  





  

    		2025-09-12 16:15:48.172935

    		-0.3 ms

  





  

    		2025-09-12 17:15:49.981828

    		0.8 ms

  





  

    		2025-09-12 18:15:52.828699

    		-0.7 ms

  





  

    		2025-09-12 19:15:55.777588

    		-1.4 ms

  





  

    		2025-09-12 20:15:57.673954

    		-0.5 ms

  





  

    		2025-09-12 21:15:59.627934

    		-0.1 ms

  





  

    		2025-09-12 22:16:02.024264

    		-0.2 ms

  





  

    		2025-09-12 23:16:04.125845

    		-0.5 ms

  





  

    		2025-09-13 00:16:05.914006

    		-2.0 ms

  





  

    		2025-09-13 01:16:07.846495

    		0.2 ms

  





  

    		2025-09-13 02:16:09.502161

    		0.6 ms

  





  

    		2025-09-13 03:16:11.296838

    		1.0 ms

  





  

    		2025-09-13 04:16:13.191921

    		-0.3 ms

  





  

    		2025-09-13 05:16:14.720841

    		-0.7 ms

  





  

    		2025-09-13 06:16:17.068711

    		-0.3 ms

  





  

    		2025-09-13 07:16:18.719768

    		0.0 ms

  





  

    		2025-09-13 08:16:20.45393

    		-1.6 ms

  





  

    		2025-09-13 09:16:21.923228

    		0.3 ms

  





  

    		2025-09-13 10:16:23.643653

    		1.6 ms

  





  

    		2025-09-13 11:16:25.699887

    		2.4 ms

  





  

    		2025-09-13 12:16:28.162854

    		1.6 ms

  





  

    		2025-09-13 13:16:30.056087

    		-0.5 ms

  





  

    		2025-09-13 14:16:32.084731

    		0.3 ms

  





  

    		2025-09-13 15:16:34.240545

    		1.0 ms

  





  

    		2025-09-13 16:16:36.893581

    		-1.3 ms

  





  

    		2025-09-13 17:16:38.57718

    		-0.5 ms

  





  

    		2025-09-13 18:16:40.617361

    		-0.2 ms

  





  

    		2025-09-13 19:16:42.943034

    		1.2 ms

  





  

    		2025-09-13 20:16:44.488712

    		0.7 ms

  





  

    		2025-09-13 21:16:46.544141

    		1.2 ms

  





  

    		2025-09-13 22:16:48.594945

    		-0.3 ms

  





  

    		2025-09-13 23:16:50.230618

    		-0.2 ms

  





  

    		2025-09-14 00:16:52.058607

    		-1.9 ms

  





  

    		2025-09-14 01:16:53.492019

    		-1.2 ms

  





  

    		2025-09-14 02:16:55.087323

    		0.9 ms

  





  

    		2025-09-14 03:16:57.52997

    		-1.2 ms

  





  

    		2025-09-14 04:16:59.217272

    		-0.6 ms

  





  

    		2025-09-14 05:17:00.917664

    		0.9 ms

  





  

    		2025-09-14 06:17:03.77116

    		0.4 ms

  





  

    		2025-09-14 07:17:06.708994

    		-1.0 ms

  





  

    		2025-09-14 08:17:09.402045

    		-0.6 ms

  





  

    		2025-09-14 09:17:11.270741

    		-0.3 ms

  





  

    		2025-09-14 10:17:13.749475

    		1.2 ms

  





  

    		2025-09-14 11:17:16.492022

    		1.2 ms

  





  

    		2025-09-14 12:17:17.959156

    		1.8 ms

  





  

    		2025-09-14 13:17:19.861949

    		5.1 ms

  





  

    		2025-09-14 14:17:21.395593

    		1.4 ms

  





  

    		2025-09-14 15:17:24.085441

    		1.3 ms

  





  

    		2025-09-14 16:17:25.691467

    		2.0 ms

  





  

    		2025-09-14 17:17:27.471966

    		-1.2 ms

  





  

    		2025-09-14 18:17:29.753836

    		-1.5 ms

  





  

    		2025-09-14 19:17:32.753245

    		-0.1 ms

  





  

    		2025-09-14 20:17:35.862012

    		0.5 ms

  





  

    		2025-09-14 21:17:37.956865

    		-0.3 ms

  





  

    		2025-09-14 22:17:39.758688

    		-0.8 ms

  





  

    		2025-09-14 23:17:41.461134

    		0.0 ms

  





  

    		2025-09-15 00:17:43.378042

    		-2.6 ms

  





  

    		2025-09-15 01:17:44.832489

    		3.7 ms

  





  

    		2025-09-15 02:17:46.654073

    		0.5 ms

  





  

    		2025-09-15 03:17:51.083673

    		0.3 ms

  





  

    		2025-09-15 04:17:52.839051

    		-0.1 ms

  





  

    		2025-09-15 05:17:54.98417

    		1.6 ms

  





  

    		2025-09-15 06:17:56.462241

    		-0.1 ms

  





  

    		2025-09-15 07:17:58.651508

    		0.0 ms

  





  

    		2025-09-15 08:18:00.476393

    		-0.2 ms

  





  

    		2025-09-15 09:18:01.881602

    		0.5 ms

  





  

    		2025-09-15 10:18:03.565821

    		0.5 ms

  





  

    		2025-09-15 11:18:05.023334

    		-0.4 ms

  





  

    		2025-09-15 12:18:06.678813

    		0.9 ms

  





  

    		2025-09-15 13:18:08.535008

    		-0.4 ms

  





  

    		2025-09-15 14:18:10.726489

    		-0.8 ms

  





  

    		2025-09-15 15:18:12.367658

    		-3.9 ms

  





  

    		2025-09-15 16:18:14.233482

    		1.3 ms

  





  

    		2025-09-15 17:18:16.584291

    		0.1 ms

  





  

    		2025-09-15 18:18:19.582627

    		1.0 ms

  





  

    		2025-09-15 19:18:22.33164

    		-1.1 ms

  





  

    		2025-09-15 20:18:24.334316

    		-1.0 ms

  





  

    		2025-09-15 21:18:26.030931

    		-1.5 ms

  





  

    		2025-09-15 22:18:28.106686

    		-0.6 ms

  





  

    		2025-09-15 23:18:30.116624

    		-2.9 ms

  





  

    		2025-09-16 00:18:31.737556

    		-4.1 ms

  





  

    		2025-09-16 01:18:33.223041

    		-2.1 ms

  





  

    		2025-09-16 02:18:34.778321

    		-0.2 ms

  





  

    		2025-09-16 03:18:36.800658

    		-0.2 ms

  





  

    		2025-09-16 04:18:38.50601

    		0.3 ms

  





  

    		2025-09-16 05:18:40.214152

    		0.0 ms

  





  

    		2025-09-16 06:18:43.417715

    		0.7 ms

  





  

    		2025-09-16 07:18:44.975573

    		0.2 ms

  





  

    		2025-09-16 08:18:46.69396

    		1.5 ms

  





  

    		2025-09-16 09:18:48.425428

    		0.0 ms

  





  

    		2025-09-16 10:18:50.347339

    		-0.6 ms

  





  

    		2025-09-16 11:18:51.968462

    		0.4 ms

  





  

    		2025-09-16 12:18:53.750248

    		16.2 ms

  





  

    		2025-09-16 13:18:55.553328

    		0.6 ms

  





  

    		2025-09-16 14:18:57.309936

    		1.8 ms

  





  

    		2025-09-16 15:18:59.347412

    		-1.1 ms

  





  

    		2025-09-16 16:19:00.845618

    		-1.4 ms

  





  

    		2025-09-16 17:19:02.995779

    		0.8 ms

  





  

    		2025-09-16 18:19:04.89771

    		-1.4 ms

  





  

    		2025-09-16 19:19:08.364704

    		0.4 ms

  





  

    		2025-09-16 20:19:10.573502

    		0.9 ms

  





  

    		2025-09-16 21:19:12.661163

    		0.1 ms

  





  

    		2025-09-16 22:19:14.162264

    		0.4 ms

  





  

    		2025-09-16 23:19:18.062023

    		-0.3 ms

  





  

    		2025-09-17 00:19:19.815553

    		-0.2 ms

  





  

    		2025-09-17 01:19:21.535462

    		-0.2 ms

  





  

    		2025-09-17 02:19:23.816236

    		0.1 ms

  





  

    		2025-09-17 03:19:25.508978

    		1.2 ms

  





  

    		2025-09-17 04:19:27.433511

    		1.4 ms

  





  

    		2025-09-17 05:19:29.060914

    		1.7 ms

  





  

    		2025-09-17 06:19:31.720601

    		1.2 ms

  





  

    		2025-09-17 07:19:33.567339

    		-1.2 ms

  





  

    		2025-09-17 08:19:35.22774

    		0.7 ms

  





  

    		2025-09-17 09:19:36.655995

    		2.5 ms

  





  

    		2025-09-17 10:19:38.451002

    		-1.1 ms

  





  

    		2025-09-17 11:19:39.948548

    		-1.6 ms

  





  

    		2025-09-17 12:19:41.878795

    		3.0 ms

  





  

    		2025-09-17 13:19:43.868065

    		-0.5 ms

  





  

    		2025-09-17 14:19:45.438073

    		-0.3 ms

  





  

    		2025-09-17 15:19:47.150349

    		-0.9 ms

  





  

    		2025-09-17 16:19:49.123548

    		0.6 ms

  





  

    		2025-09-17 17:19:52.705055

    		-1.1 ms

  





  

    		2025-09-17 18:19:55.04114

    		-0.4 ms

  





  

    		2025-09-17 19:19:57.685335

    		-3.6 ms

  





  

    		2025-09-17 20:20:00.215023

    		-1.1 ms

  





  

    		2025-09-17 21:20:02.774379

    		0.2 ms

  





  

    		2025-09-17 22:20:04.915517

    		-0.3 ms

  





  

    		2025-09-17 23:20:06.773431

    		-0.8 ms

  





  

    		2025-09-18 00:20:08.311801

    		-0.6 ms

  





  

    		2025-09-18 01:20:09.949582

    		-1.9 ms

  





  

    		2025-09-18 02:20:12.738703

    		0.3 ms

  





  

    		2025-09-18 03:20:14.383648

    		0.1 ms

  





  

    		2025-09-18 04:20:16.607165

    		-0.3 ms

  





  

    		2025-09-18 05:20:18.755422

    		0.0 ms

  





  

    		2025-09-18 06:20:21.285538

    		-1.5 ms

  





  

    		2025-09-18 07:20:23.76496

    		-1.4 ms

  





  

    		2025-09-18 08:20:25.398846

    		0.8 ms

  





  

    		2025-09-18 09:20:28.263909

    		1.4 ms

  





  

    		2025-09-18 10:20:30.409153

    		1.0 ms

  





  

    		2025-09-18 11:20:32.504807

    		1.2 ms

  





  

    		2025-09-18 12:20:34.363921

    		-0.3 ms

  





  

    		2025-09-18 13:20:36.206791

    		0.2 ms

  





  

    		2025-09-18 14:20:37.80955

    		1.1 ms

  





  

    		2025-09-18 15:20:39.586453

    		-0.7 ms

  





  

    		2025-09-18 16:20:42.249358

    		0.7 ms

  





  

    		2025-09-18 17:20:43.750137

    		0.6 ms

  





  

    		2025-09-18 18:20:46.860287

    		1.2 ms

  





  

    		2025-09-18 19:20:49.310633

    		0.4 ms

  





  

    		2025-09-18 20:20:51.420482

    		-0.1 ms

  





  

    		2025-09-18 21:20:53.635126

    		-2.2 ms

  





  

    		2025-09-18 22:20:55.460101

    		-3.0 ms

  





  

    		2025-09-18 23:20:57.122981

    		-3.7 ms

  





  

    		2025-09-19 00:20:58.883919

    		-0.3 ms

  





  

    		2025-09-19 01:21:00.918387

    		0.6 ms

  





  

    		2025-09-19 02:21:02.747656

    		-0.2 ms

  





  

    		2025-09-19 03:21:04.768762

    		-0.2 ms

  





  

    		2025-09-19 04:21:06.732011

    		-0.2 ms

  





  

    		2025-09-19 05:21:08.601011

    		0.8 ms

  





  

    		2025-09-19 06:21:10.684084

    		2.3 ms

  





  

    		2025-09-19 07:21:12.110743

    		1.9 ms

  





  

    		2025-09-19 08:21:14.595151

    		-0.8 ms

  





  

    		2025-09-19 09:21:16.911309

    		-0.3 ms

  





  

    		2025-09-19 10:21:18.808933

    		-0.2 ms

  





  

    		2025-09-19 11:21:20.491544

    		-0.9 ms

  





  

    		2025-09-19 12:21:22.5525

    		0.5 ms

  





  

    		2025-09-19 13:21:25.711407

    		-0.7 ms

  





  

    		2025-09-19 14:21:27.835605

    		-0.7 ms

  





  

    		2025-09-19 15:21:29.415606

    		-0.7 ms

  





  

    		2025-09-19 16:21:31.544194

    		-1.2 ms

  





  

    		2025-09-19 17:21:33.168122

    		-0.2 ms

  





  

    		2025-09-19 18:21:36.282119

    		0.9 ms

  





  

    		2025-09-19 19:21:39.699457

    		-0.3 ms

  





  

    		2025-09-19 20:21:42.278966

    		2.5 ms

  





  

    		2025-09-19 21:21:44.280363

    		-0.2 ms

  





  

    		2025-09-19 22:21:46.10234

    		-0.4 ms

  





  

    		2025-09-19 23:21:47.749176

    		-1.9 ms

  





  

    		2025-09-20 00:21:49.665823

    		-1.8 ms

  





  

    		2025-09-20 01:21:51.301541

    		1.2 ms

  





  

    		2025-09-20 02:21:52.816827

    		1.9 ms

  





  

    		2025-09-20 03:21:54.994825

    		3.2 ms

  





  

    		2025-09-20 04:21:56.917646

    		1.8 ms

  





  

    		2025-09-20 05:21:58.831216

    		0.3 ms

  





  

    		2025-09-20 06:22:01.27281

    		-0.8 ms

  





  

    		2025-09-20 07:22:03.462307

    		0.2 ms

  





  

    		2025-09-20 08:22:05.258447

    		0.5 ms

  





  

    		2025-09-20 09:22:07.571308

    		-0.3 ms

  





  

    		2025-09-20 10:22:09.180702

    		-0.2 ms

  





  

    		2025-09-20 11:22:11.271592

    		1.6 ms

  





  

    		2025-09-20 12:22:13.0222

    		-0.2 ms

  





  

    		2025-09-20 13:22:14.780627

    		-0.8 ms

  





  

    		2025-09-20 14:22:17.786838

    		-0.1 ms

  





  

    		2025-09-20 15:22:19.563428

    		0.5 ms

  





  

    		2025-09-20 16:22:21.949474

    		0.2 ms

  





  

    		2025-09-20 17:22:25.14914

    		-1.1 ms

  





  

    		2025-09-20 18:22:27.726876

    		-1.7 ms

  





  

    		2025-09-20 19:22:30.556385

    		-0.2 ms

  





  

    		2025-09-20 20:22:32.665222

    		-0.3 ms

  





  

    		2025-09-20 21:22:34.81078

    		-0.2 ms

  





  

    		2025-09-20 22:22:36.530138

    		-1.6 ms

  





  

    		2025-09-20 23:22:38.27986

    		-1.0 ms

  





  

    		2025-09-21 00:22:39.949611

    		-1.8 ms

  





  

    		2025-09-21 01:22:41.62292

    		-2.3 ms

  





  

    		2025-09-21 02:22:43.302653

    		-0.2 ms

  





  

    		2025-09-21 03:22:45.101088

    		1.0 ms

  





  

    		2025-09-21 04:22:46.948162

    		-0.5 ms

  





  

    		2025-09-21 05:22:48.428378

    		0.2 ms

  





  

    		2025-09-21 06:22:51.635638

    		2.0 ms

  





  

    		2025-09-21 07:22:53.990341

    		0.3 ms

  





  

    		2025-09-21 08:22:55.656912

    		-11.2 ms

  





  

    		2025-09-21 09:22:57.368916

    		1.4 ms

  





  

    		2025-09-21 10:22:58.897767

    		1.6 ms

  





  

    		2025-09-21 11:23:00.637527

    		0.6 ms

  





  

    		2025-09-21 12:23:02.375341

    		0.8 ms

  





  

    		2025-09-21 13:23:04.004107

    		0.4 ms

  





  

    		2025-09-21 14:23:06.195084

    		-0.3 ms

  





  

    		2025-09-21 15:23:08.605564

    		-0.3 ms

  





  

    		2025-09-21 16:23:10.213561

    		0.4 ms

  





  

    		2025-09-21 17:23:12.541557

    		0.6 ms

  





  

    		2025-09-21 18:23:16.758171

    		-14.8 ms

  





  

    		2025-09-21 19:23:19.494216

    		-0.5 ms

  





  

    		2025-09-21 20:23:22.434346

    		-0.9 ms

  





  

    		2025-09-21 21:23:25.018928

    		-0.9 ms

  





  

    		2025-09-21 22:23:26.983595

    		-1.0 ms

  





  

    		2025-09-21 23:23:28.603684

    		-1.3 ms

  





  

    		2025-09-22 00:23:30.204704

    		-1.7 ms

  





  

    		2025-09-22 01:23:31.725628

    		-0.6 ms

  





  

    		2025-09-22 02:23:33.238966

    		0.0 ms

  





  

    		2025-09-22 03:23:35.061534

    		4.2 ms

  





  

    		2025-09-22 04:23:36.66162

    		1.1 ms

  





  

    		2025-09-22 05:23:39.043082

    		-14.3 ms

  





  

    		2025-09-22 06:23:40.977282

    		0.3 ms

  





  

    		2025-09-22 07:23:42.814828

    		0.5 ms

  





  

    		2025-09-22 08:23:44.604254

    		0.5 ms

  





  

    		2025-09-22 09:23:46.342122

    		0.0 ms

  





  

    		2025-09-22 10:23:48.269445

    		1.1 ms

  





  

    		2025-09-22 11:23:50.037918

    		1.1 ms

  





  

    		2025-09-22 12:23:51.694987

    		0.2 ms

  





  

    		2025-09-22 13:23:53.364605

    		-0.3 ms

  





  

    		2025-09-22 14:23:55.704431

    		-0.6 ms

  





  

    		2025-09-22 15:23:57.818481

    		1.1 ms

  





  

    		2025-09-22 16:23:59.537645

    		3.4 ms

  





  

    		2025-09-22 17:24:01.539996

    		0.5 ms

  





  

    		2025-09-22 18:24:03.522408

    		-1.2 ms

  





  

    		2025-09-22 19:24:07.542677

    		1.1 ms

  





  

    		2025-09-22 20:24:10.990504

    		-1.6 ms

  





  

    		2025-09-22 21:24:13.230668

    		0.3 ms

  





  

    		2025-09-22 22:24:15.184294

    		-2.0 ms

  





  

    		2025-09-22 23:24:16.786442

    		-2.2 ms

  





  

    		2025-09-23 00:24:18.602336

    		-3.5 ms

  





  

    		2025-09-23 01:24:20.244193

    		-2.0 ms

  





  

    		2025-09-23 02:24:22.006416

    		0.7 ms

  





  

    		2025-09-23 03:24:23.864953

    		2.0 ms

  





  

    		2025-09-23 04:24:25.743991

    		1.3 ms

  





  

    		2025-09-23 05:24:28.022277

    		1.2 ms

  





  

    		2025-09-23 06:24:29.669762

    		-14.3 ms

  





  

    		2025-09-23 07:24:31.303969

    		0.4 ms

  





  

    		2025-09-23 08:24:32.815135

    		1.1 ms

  





  

    		2025-09-23 09:24:34.213727

    		2.6 ms

  





  

    		2025-09-23 10:24:35.986083

    		-0.3 ms

  





  

    		2025-09-23 11:24:37.89595

    		1.7 ms

  





  

    		2025-09-23 12:24:39.465851

    		-17.1 ms

  





  

    		2025-09-23 13:24:40.928968

    		-1.5 ms

  





  

    		2025-09-23 14:24:42.734028

    		2.7 ms

  





  

    		2025-09-23 15:24:44.525062

    		-0.1 ms

  





  

    		2025-09-23 16:24:46.456922

    		2.1 ms

  





  

    		2025-09-23 17:24:48.130019

    		-1.9 ms

  





  

    		2025-09-23 18:24:51.581887

    		-1.4 ms

  





  

    		2025-09-23 19:24:53.931314

    		-0.1 ms

  





  

    		2025-09-23 20:24:56.216479

    		-0.8 ms

  





  

    		2025-09-23 21:24:59.554358

    		1.2 ms

  





  

    		2025-09-23 22:25:01.737661

    		-1.4 ms

  





  

    		2025-09-23 23:25:04.619801

    		-0.3 ms

  





  

    		2025-09-24 00:25:08.141802

    		-2.6 ms

  





  

    		2025-09-24 01:25:09.559923

    		-0.6 ms

  





  

    		2025-09-24 02:25:11.38387

    		0.3 ms

  





  

    		2025-09-24 03:25:13.266289

    		0.1 ms

  





  

    		2025-09-24 04:25:16.832418

    		-0.1 ms

  





  

    		2025-09-24 05:25:19.305247

    		1.0 ms

  





  

    		2025-09-24 06:25:21.17759

    		1.2 ms

  





  

    		2025-09-24 07:25:24.169459

    		1.3 ms

  





  

    		2025-09-24 08:25:25.814845

    		-0.2 ms

  





  

    		2025-09-24 09:25:27.549232

    		0.9 ms

  





  

    		2025-09-24 10:25:29.646486

    		-0.1 ms

  





  

    		2025-09-24 11:25:31.207266

    		1.8 ms

  





  

    		2025-09-24 12:25:32.63046

    		2.5 ms

  





  

    		2025-09-24 13:25:34.051058

    		-2.0 ms

  





  

    		2025-09-24 14:25:35.956429

    		0.7 ms

  





  

    		2025-09-24 15:25:37.594997

    		-1.4 ms

  





  

    		2025-09-24 16:25:39.803026

    		-2.3 ms

  





  

    		2025-09-24 17:25:42.639307

    		-0.8 ms

  





  

    		2025-09-24 18:25:45.768075

    		-0.1 ms

  





  

    		2025-09-24 19:25:49.544636

    		0.9 ms

  





  

    		2025-09-24 20:25:51.96357

    		0.0 ms

  





  

    		2025-09-24 21:25:54.473329

    		0.4 ms

  





  

    		2025-09-24 22:25:56.55846

    		-4.4 ms

  





  

    		2025-09-24 23:25:58.167909

    		-5.4 ms

  





  

    		2025-09-25 00:25:59.862899

    		0.4 ms

  





  

    		2025-09-25 01:26:01.494934

    		1.6 ms

  





  

    		2025-09-25 02:26:05.347162

    		-0.4 ms

  





  

    		2025-09-25 03:26:06.982253

    		0.1 ms

  





  

    		2025-09-25 04:26:08.586018

    		-0.3 ms

  





  

    		2025-09-25 05:26:10.495169

    		-0.6 ms

  





  

    		2025-09-25 06:26:12.558019

    		-0.5 ms

  





  

    		2025-09-25 07:26:14.689121

    		2.1 ms

  





  

    		2025-09-25 08:26:16.588079

    		1.1 ms

  





  

    		2025-09-25 09:26:17.982448

    		-0.4 ms

  





  

    		2025-09-25 10:26:19.465341

    		3.5 ms

  





  

    		2025-09-25 11:26:21.291868

    		0.3 ms

  





  

    		2025-09-25 12:26:22.789807

    		-0.4 ms

  





  

    		2025-09-25 13:26:24.262823

    		-0.6 ms

  





  

    		2025-09-25 14:26:26.312997

    		-0.4 ms

  





  

    		2025-09-25 15:26:27.92821

    		-0.2 ms

  





  

    		2025-09-25 16:26:30.700518

    		0.4 ms

  





  

    		2025-09-25 17:26:32.787681

    		0.1 ms

  





  

    		2025-09-25 18:26:34.956971

    		0.1 ms

  





  

    		2025-09-25 19:26:37.881056

    		0.6 ms

  





  

    		2025-09-25 20:26:40.075786

    		0.7 ms

  





  

    		2025-09-25 21:26:41.627343

    		-0.4 ms

  





  

    		2025-09-25 22:26:43.415848

    		-1.3 ms

  





  

    		2025-09-25 23:26:44.913867

    		0.1 ms

  





  

    		2025-09-26 00:26:46.65668

    		-0.7 ms

  





  

    		2025-09-26 01:26:48.335526

    		-1.0 ms

  





  

    		2025-09-26 02:26:50.277893

    		1.3 ms

  





  

    		2025-09-26 03:26:51.883325

    		-0.1 ms

  





  

    		2025-09-26 04:26:53.835723

    		0.0 ms

  





  

    		2025-09-26 05:26:55.489295

    		0.9 ms

  





  

    		2025-09-26 06:26:58.342571

    		0.3 ms

  





  

    		2025-09-26 07:27:01.165165

    		-0.6 ms

  





  

    		2025-09-26 08:27:03.675584

    		0.4 ms

  





  

    		2025-09-26 09:27:05.225142

    		-1.7 ms

  





  

    		2025-09-26 10:27:07.706543

    		-0.9 ms

  





  

    		2025-09-26 11:27:09.823335

    		0.1 ms

  





  

    		2025-09-26 12:27:11.645714

    		1.1 ms

  





  

    		2025-09-26 13:27:13.205803

    		-0.3 ms

  





  

    		2025-09-26 14:27:15.584837

    		-0.2 ms

  





  

    		2025-09-26 15:27:17.276827

    		4.6 ms

  





  

    		2025-09-26 16:27:19.496599

    		-0.7 ms

  





  

    		2025-09-26 17:27:22.445947

    		-0.2 ms

  





  

    		2025-09-26 18:27:25.609901

    		0.4 ms

  





  

    		2025-09-26 19:27:28.04494

    		0.7 ms

  





  

    		2025-09-26 20:27:29.98428

    		0.2 ms

  





  

    		2025-09-26 21:27:31.864211

    		-0.7 ms

  





  

    		2025-09-26 22:27:33.668195

    		-1.6 ms

  





  

    		2025-09-26 23:27:35.755507

    		-0.4 ms

  





  

    		2025-09-27 00:27:37.378869

    		-1.0 ms

  





  

    		2025-09-27 01:27:39.205242

    		0.4 ms

  





  

    		2025-09-27 02:27:41.032748

    		-1.0 ms

  





  

    		2025-09-27 03:27:42.640758

    		0.8 ms

  





  

    		2025-09-27 04:27:46.735919

    		1.5 ms

  





  

    		2025-09-27 05:27:48.665565

    		0.7 ms

  





  

    		2025-09-27 06:27:50.77727

    		0.1 ms

  





  

    		2025-09-27 07:27:53.482732

    		0.7 ms

  





  

    		2025-09-27 08:27:55.153837

    		0.9 ms

  





  

    		2025-09-27 09:27:57.920276

    		0.8 ms

  





  

    		2025-09-27 10:27:59.451425

    		0.9 ms

  





  

    		2025-09-27 11:28:00.9771

    		3.1 ms

  





  

    		2025-09-27 12:28:03.356012

    		0.8 ms

  





  

    		2025-09-27 13:28:05.832398

    		1.8 ms

  





  

    		2025-09-27 14:28:08.051992

    		0.1 ms

  





  

    		2025-09-27 15:28:09.785452

    		0.7 ms

  





  

    		2025-09-27 16:28:13.196752

    		1.5 ms

  





  

    		2025-09-27 17:28:17.412446

    		0.9 ms

  





  

    		2025-09-27 18:28:19.076154

    		-0.1 ms

  





  

    		2025-09-27 19:28:21.387355

    		0.3 ms

  





  

    		2025-09-27 20:28:24.74534

    		-0.8 ms

  





  

    		2025-09-27 21:28:26.888525

    		-0.9 ms

  





  

    		2025-09-27 22:28:28.616303

    		-1.4 ms

  





  

    		2025-09-27 23:28:30.088133

    		-2.2 ms

  





  

    		2025-09-28 00:28:31.782884

    		-1.1 ms

  





  

    		2025-09-28 01:28:33.279311

    		0.1 ms

  





  

    		2025-09-28 02:28:36.392529

    		0.3 ms

  





  

    		2025-09-28 03:28:38.196392

    		-0.1 ms

  





  

    		2025-09-28 04:28:40.003925

    		-0.3 ms

  





  

    		2025-09-28 05:28:42.073312

    		0.6 ms

  





  

    		2025-09-28 06:28:43.911178

    		0.3 ms

  





  

    		2025-09-28 07:28:48.418772

    		-0.1 ms

  





  

    		2025-09-28 08:28:49.963765

    		0.8 ms

  





  

    		2025-09-28 09:28:51.867719

    		0.6 ms

  





  

    		2025-09-28 10:28:53.649343

    		1.2 ms

  





  

    		2025-09-28 11:28:55.422659

    		1.3 ms

  





  

    		2025-09-28 12:28:58.165084

    		-0.2 ms

  





  

    		2025-09-28 13:28:59.973207

    		-1.1 ms

  





  

    		2025-09-28 14:29:02.506798

    		-0.9 ms

  





  

    		2025-09-28 15:29:03.986694

    		1.9 ms

  





  

    		2025-09-28 16:29:05.596659

    		0.4 ms

  





  

    		2025-09-28 17:29:07.470937

    		0.1 ms

  





  

    		2025-09-28 18:29:10.515472

    		0.4 ms

  





  

    		2025-09-28 19:29:11.968829

    		0.2 ms

  





  

    		2025-09-28 20:29:14.956966

    		1.0 ms

  





  

    		2025-09-28 21:29:16.676356

    		-0.3 ms

  





  

    		2025-09-28 22:29:19.139745

    		-0.1 ms

  





  

    		2025-09-28 23:29:20.76407

    		0.1 ms

  





  

    		2025-09-29 00:29:22.350383

    		0.1 ms

  





  

    		2025-09-29 01:29:25.501218

    		1.0 ms

  





  

    		2025-09-29 02:29:27.683525

    		0.5 ms

  





  

    		2025-09-29 03:29:29.366385

    		-0.4 ms

  





  

    		2025-09-29 04:29:31.126883

    		-0.2 ms

  





  

    		2025-09-29 05:29:33.3778

    		0.0 ms

  





  

    		2025-09-29 06:29:35.874651

    		0.1 ms

  





  

    		2025-09-29 07:29:38.121452

    		-0.4 ms

  





  

    		2025-09-29 08:29:39.684681

    		-0.8 ms

  





  

    		2025-09-29 09:29:41.638311

    		0.4 ms

  





  

    		2025-09-29 10:29:43.182686

    		1.4 ms

  





  

    		2025-09-29 11:29:45.278213

    		-0.7 ms

  





  

    		2025-09-29 12:29:47.040853

    		1.0 ms

  





  

    		2025-09-29 13:29:48.962707

    		-1.3 ms

  





  

    		2025-09-29 14:29:50.381714

    		0.1 ms

  





  

    		2025-09-29 15:29:51.908115

    		0.4 ms

  





  

    		2025-09-29 16:29:54.082747

    		-0.2 ms

  





  

    		2025-09-29 17:29:56.810188

    		1.9 ms

  





  

    		2025-09-29 18:29:59.496884

    		0.0 ms

  





  

    		2025-09-29 19:30:02.771119

    		-0.1 ms

  





  

    		2025-09-29 20:30:04.456015

    		-0.3 ms

  





  

    		2025-09-29 21:30:06.119435

    		0.8 ms

  





  

    		2025-09-29 22:30:08.049997

    		-0.4 ms

  





  

    		2025-09-29 23:30:09.988647

    		-0.3 ms

  





  

    		2025-09-30 00:30:11.66803

    		0.1 ms

  





  

    		2025-09-30 01:30:13.496005

    		-1.4 ms

  





  

    		2025-09-30 02:30:15.035795

    		-0.4 ms

  





  

    		2025-09-30 03:30:16.848298

    		0.2 ms

  





  

    		2025-09-30 04:30:18.630464

    		0.7 ms

  





  

    		2025-09-30 05:30:21.253316

    		1.0 ms

  





  

    		2025-09-30 06:30:22.687812

    		1.2 ms

  





  

    		2025-09-30 07:30:24.180835

    		0.9 ms

  





  

    		2025-09-30 08:30:25.720711

    		1.3 ms

  





  

    		2025-09-30 09:30:28.473667

    		1.2 ms

  





  

    		2025-09-30 10:30:30.102848

    		3.1 ms

  





  

    		2025-09-30 11:30:31.814038

    		-0.4 ms

  





  

    		2025-09-30 12:30:33.766548

    		0.7 ms

  





  

    		2025-09-30 13:30:35.584504

    		0.6 ms

  





  

    		2025-09-30 14:30:37.062343

    		0.4 ms

  





  

    		2025-09-30 15:30:39.131233

    		-0.5 ms

  





  

    		2025-09-30 16:30:40.836828

    		0.1 ms

  





  

    		2025-09-30 17:30:42.819129

    		1.5 ms

  





  

    		2025-09-30 18:30:44.477099

    		1.3 ms

  





  

    		2025-09-30 19:30:47.327444

    		1.6 ms

  





  

    		2025-09-30 20:30:49.803719

    		1.8 ms

  





  

    		2025-09-30 21:30:51.650813

    		-1.4 ms

  





  

    		2025-09-30 22:30:53.37065

    		-2.7 ms

  





  

    		2025-09-30 23:30:55.11345

    		-0.4 ms

  





  

    		2025-10-01 00:30:57.302653

    		-2.4 ms

  





  

    		2025-10-01 01:30:59.082214

    		-2.7 ms

  





  

    		2025-10-01 02:31:00.88808

    		-0.8 ms

  





  

    		2025-10-01 03:31:02.732709

    		1.3 ms

  





  

    		2025-10-01 04:31:04.491241

    		0.4 ms

  





  

    		2025-10-01 05:31:06.315205

    		0.0 ms

  





  

    		2025-10-01 06:31:08.569102

    		1.7 ms

  





  

    		2025-10-01 07:31:10.454672

    		-0.2 ms

  





  

    		2025-10-01 08:31:12.710008

    		-0.5 ms

  





  

    		2025-10-01 09:31:14.27474

    		0.3 ms

  





  

    		2025-10-01 10:31:16.631009

    		0.1 ms

  





  

    		2025-10-01 11:31:18.404108

    		1.2 ms

  





  

    		2025-10-01 12:31:20.05833

    		0.6 ms

  





  

    		2025-10-01 13:31:22.016115

    		0.6 ms

  





  

    		2025-10-01 14:31:24.283346

    		0.0 ms

  





  

    		2025-10-01 15:31:25.847647

    		-0.1 ms

  





  

    		2025-10-01 16:31:27.825341

    		2.1 ms

  





  

    		2025-10-01 17:31:29.961128

    		0.2 ms

  





  

    		2025-10-01 18:31:32.033825

    		2.8 ms

  





  

    		2025-10-01 19:31:35.285353

    		3.2 ms

  





  

    		2025-10-01 20:31:38.084883

    		-1.9 ms

  





  

    		2025-10-01 21:31:39.972173

    		-0.6 ms

  





  

    		2025-10-01 22:31:42.297494

    		0.0 ms

  





  

    		2025-10-01 23:31:43.787461

    		1.0 ms

  





  

    		2025-10-02 00:31:45.533324

    		-3.0 ms

  





  

    		2025-10-02 01:31:47.043335

    		-1.4 ms

  





  

    		2025-10-02 02:31:48.65362

    		-1.7 ms

  





  

    		2025-10-02 03:31:50.291729

    		-1.1 ms

  





  

    		2025-10-02 04:31:51.995547

    		-0.5 ms

  





  

    		2025-10-02 05:31:54.031761

    		2.0 ms

  





  

    		2025-10-02 06:31:55.613994

    		0.2 ms

  





  

    		2025-10-02 07:31:58.386628

    		1.7 ms

  





  

    		2025-10-02 08:32:00.116847

    		-16.6 ms

  





  

    		2025-10-02 09:32:01.765992

    		-0.2 ms

  





  

    		2025-10-02 10:32:03.327539

    		0.1 ms

  





  

    		2025-10-02 11:32:05.670267

    		-0.4 ms

  





  

    		2025-10-02 12:32:07.631931

    		-0.5 ms

  





  

    		2025-10-02 13:32:09.40122

    		0.7 ms

  





  

    		2025-10-02 14:32:11.212809

    		2.2 ms

  





  

    		2025-10-02 15:32:12.697323

    		1.1 ms

  





  

    		2025-10-02 16:32:15.786373

    		-1.5 ms

  





  

    		2025-10-02 17:32:18.147283

    		-0.3 ms

  





  

    		2025-10-02 18:32:20.807262

    		-0.1 ms

  





  

    		2025-10-02 19:32:23.10243

    		0.4 ms

  





  

    		2025-10-02 20:32:24.781225

    		1.1 ms

  





  

    		2025-10-02 21:32:26.493246

    		0.4 ms

  





  

    		2025-10-02 22:32:28.053188

    		-0.1 ms

  





  

    		2025-10-02 23:32:29.510285

    		-1.6 ms

  





  

    		2025-10-03 00:32:31.18904

    		-4.4 ms

  





  

    		2025-10-03 01:32:32.698523

    		-4.6 ms

  





  

    		2025-10-03 02:32:34.470197

    		0.2 ms

  





  

    		2025-10-03 03:32:36.211337

    		-0.4 ms

  





  

    		2025-10-03 04:32:38.124008

    		1.2 ms

  





  

    		2025-10-03 05:32:40.405704

    		1.1 ms

  





  

    		2025-10-03 06:32:42.401721

    		0.4 ms

  





  

    		2025-10-03 07:32:45.296297

    		0.2 ms

  





  

    		2025-10-03 08:32:47.539328

    		-2.6 ms

  





  

    		2025-10-03 09:32:49.734454

    		-0.5 ms

  





  

    		2025-10-03 10:32:51.986854

    		0.4 ms

  





  

    		2025-10-03 11:32:54.156639

    		1.9 ms

  





  

    		2025-10-03 12:32:56.96537

    		2.5 ms

  





  

    		2025-10-03 13:32:58.819046

    		0.5 ms

  





  

    		2025-10-03 14:33:00.583302

    		1.8 ms

  





  

    		2025-10-03 15:33:02.309291

    		1.1 ms

  





  

    		2025-10-03 16:33:05.017089

    		-1.3 ms

  





  

    		2025-10-03 17:33:07.706306

    		-1.6 ms

  





  

    		2025-10-03 18:33:10.705655

    		7.4 ms

  





  

    		2025-10-03 19:33:12.955933

    		9.7 ms

  





  

    		2025-10-03 20:33:15.047192

    		2.3 ms

  





  

    		2025-10-03 21:33:16.72433

    		0.5 ms

  





  

    		2025-10-03 22:33:18.540633

    		0.2 ms

  





  

    		2025-10-03 23:33:20.269556

    		-5.5 ms

  





  

    		2025-10-04 00:33:22.117998

    		-9.3 ms

  





  

    		2025-10-04 01:33:23.873051

    		0.3 ms

  





  

    		2025-10-04 02:33:25.5714

    		-4.3 ms

  





  

    		2025-10-04 03:33:27.150053

    		-7.2 ms

  





  

    		2025-10-04 04:33:29.021367

    		5.9 ms

  





  

    		2025-10-04 05:33:31.881198

    		-1.5 ms

  





  

    		2025-10-04 06:33:34.231665

    		-2.0 ms

  





  

    		2025-10-04 07:33:35.870633

    		1.7 ms

  





  

    		2025-10-04 08:33:38.24659

    		-1.3 ms

  





  

    		2025-10-04 09:33:40.201242

    		0.9 ms

  





  

    		2025-10-04 10:33:42.327445

    		-0.2 ms

  





  

    		2025-10-04 11:33:44.306792

    		0.9 ms

  





  

    		2025-10-04 12:33:47.044198

    		1.9 ms

  





  

    		2025-10-04 13:33:48.507773

    		2.0 ms

  





  

    		2025-10-04 14:33:50.224946

    		0.5 ms

  





  

    		2025-10-04 15:33:52.062547

    		0.9 ms

  





  

    		2025-10-04 16:33:54.268276

    		3.5 ms

  





  

    		2025-10-04 17:33:56.766237

    		1.2 ms

  





  

    		2025-10-04 18:33:59.439542

    		0.3 ms

  





  

    		2025-10-04 19:34:01.574594

    		0.5 ms

  





  

    		2025-10-04 20:34:03.385445

    		0.4 ms

  





  

    		2025-10-04 21:34:05.465337

    		0.8 ms

  





  

    		2025-10-04 22:34:06.892295

    		-0.8 ms

  





  

    		2025-10-04 23:34:10.573396

    		2.9 ms

  





  

    		2025-10-05 00:34:12.441689

    		-1.1 ms

  





  

    		2025-10-05 01:34:14.264288

    		-4.5 ms

  





  

    		2025-10-05 02:34:15.64306

    		-5.3 ms

  





  

    		2025-10-05 03:34:17.275621

    		-1.8 ms

  





  

    		2025-10-05 04:34:18.684039

    		-0.7 ms

  





  

    		2025-10-05 05:34:20.797974

    		0.2 ms

  





  

    		2025-10-05 06:34:22.388409

    		0.7 ms

  





  

    		2025-10-05 07:34:24.603821

    		1.5 ms

  





  

    		2025-10-05 08:34:27.125865

    		-0.3 ms

  





  

    		2025-10-05 09:34:29.037834

    		0.9 ms

  





  

    		2025-10-05 10:34:30.632576

    		0.3 ms

  





  

    		2025-10-05 11:34:32.323684

    		1.4 ms

  





  

    		2025-10-05 12:34:33.805376

    		1.1 ms

  





  

    		2025-10-05 13:34:37.339226

    		1.6 ms

  





  

    		2025-10-05 14:34:39.279112

    		1.1 ms

  





  

    		2025-10-05 15:34:41.583308

    		0.7 ms

  





  

    		2025-10-05 16:34:44.015481

    		1.5 ms

  





  

    		2025-10-05 17:34:45.643068

    		-0.3 ms

  





  

    		2025-10-05 18:34:49.354303

    		2.1 ms

  





  

    		2025-10-05 19:34:51.112311

    		3.3 ms

  





  

    		2025-10-05 20:34:53.535003

    		-1.7 ms

  





  

    		2025-10-05 21:34:57.169252

    		2.1 ms

  





  

    		2025-10-05 22:34:59.403034

    		3.6 ms

  





  

    		2025-10-05 23:35:01.023661

    		2.4 ms

  





  

    		2025-10-06 00:35:02.749436

    		3.3 ms

  





  

    		2025-10-06 01:35:06.557909

    		-1.4 ms

  





  

    		2025-10-06 02:35:08.296293

    		-0.1 ms

  





  

    		2025-10-06 03:35:10.41957

    		3.8 ms

  





  

    		2025-10-06 04:35:12.271099

    		3.0 ms

  





  

    		2025-10-06 05:35:15.440707

    		-0.6 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-10-03 12:00:50.628 UTC

    		81.236.183.193

    		Nina Andersson-Weaver (NA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-10-03 12:01:50.054 UTC

    		81.236.183.193

    		Nina Andersson-Weaver (NA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-09-10 15:17:45 UTC.

  

  

    		2025-10-03 12:03:58.217 UTC

    		81.233.51.79

    		Marie-Louise Andersson (MA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-10-03 12:07:10.827 UTC

    		81.233.51.79

    		Marie-Louise Andersson (MA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-09-10 15:17:45 UTC.

  

  

    		2025-10-06 06:19:17.407 UTC

    		136.23.61.101

    		Anna Kain Wyatt (AKW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-10-06 06:20:18.502 UTC

    		136.23.61.101

    		Anna Kain Wyatt (AKW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-09-10 15:17:45 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



