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§ 83 Anmalan av
foregaende protokoll

§ 84 Aktuellt HRF
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Sammantradesdatum 2024-12-11--12

UIf Olsson forklarade motet 6ppnat.

Dagordningen faststdlldes med tillagget:
§ 84 b) 1. Horteknik

Styrelsen beslutade

att valja Jonas Sahlberg att jamte motesordféranden justera
protokollet.

Styrelsen beslutade
att lagga protokoll FS 5/2024 till handlingarna.

a) Generalsekreterarens rapport
Merparten av verksamheten ar genomford enligt plan.

Det genomfors sedan en tid tillbaka ett omfattande forandringsarbete
nar det géller IT-omradet. Detta har lett till att vissa problem uppstatt
som staller till det i den dagliga verksamheten. Detta har hog prioritet
och forhoppningen ar att det ska bli battre inom en snar framtid.

Forbundskansliet soker nu en intressepolitisk sakkunnig och en annons
for det ligger ute. Webbredaktoren slutade i bérjan av december och
en kommunikator slutar i bérjan av februari nasta ar. Avsikten ar att
nyrekrytera. En process pagar just nu med att utvardera tjansterna och
utforma kravspecifikation infor en annons. Forhoppningen ar att denna
ska kunna ga ut efter helgerna.

Med anledning av fordndringarna inom insamlingsverksamheten slutar
insamlingsansvarig pa Séderhamnskontoret vid arsskiftet. Dessutom
upphor en visstidsanstallning fér en medarbetare pa enheten for
insamling och marknad vid arsskiftet och kommer inte forlangas. Det
kan bli aktuellt med en nyrekrytering lite langre fram. En utvardering
pagar just nu.

b) Ekonomi
Foredrogs enligt bilaga § 84 b).

1. Horteknik

Forbundsstyrelsen beslutade pa FS 4/2023 att bevilja Horteknik dgar-
tillskott pa upp till 250 000 kr for att tacka det underskott som fanns
for att fa en budget i balans.

Pa FS 3/2024 informerades att Hortekniks bolagsstyrelse fattat beslut
om att avveckla hjalpmedelsforsaljningen och enbart sdlja batterier.

Signerat NA, UO, JS
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Forbundsstyrelsen

§ 85 Verksamhets-
uppfoljning

§ 86 Verksamhetsplan
och budget 2025

Transaktion 09222115557536210713

Sammantradesdatum 2024-12-11--12

Med anledning av det beslutade férbundsstyrelsen att utéka agartill-
skottet till 350 000 kr, samt uppratta en kapitaltdckningsgaranti for
aktiekapitalet, for att sdkerstalla att avveckling av personal sker pa ett
ansvarsfullt satt.

Horteknik har i en skrivelse (bilaga § 84 b 1) dskat om 150 000 kr.

Forbundsordférande har pa delegation beviljat (mot bakgrund av
tidigare fattade beslut) att omvandla 150 000 kr av likviditetslanet, till
ett ovillkorat aktiedgartillskott till HRF Horteknik AB i enligt med det
askande som stallts till forbundet.

c) Marknad och engagemang
Foredrogs enligt bilaga § 84 c).

d) Politik, opinion och kunskap
Foredrogs enligt bilaga § 84 d).

e) Organisation
Foredrogs enligt bilaga § 84 e).

Trots tuffa forutsattningar har det mesta av den planerade
verksamheten genomforts. Nagra aktiviteter fortsatter in i 2025.

Nar det géller arbetsliv sa genomfors, i samarbete med HRF distrikt
Skane, en kunskapshelg for yrkesverksamma horselskadade 18-19
januari. En del materialproduktion har inte genomforts pa grund av
brist pa personella resurser.

En projektansékan ar under beredning som syftar till att starka upp
Horsellinjen och annan radgivning.

Forbundskansliet har tidigare diskussioner i forbundsstyrelsen tagit
fram ett forslag till verksamhetsplan och budget for 2025.
Forbundsmotet fick ta del av forslaget i november och hade inga
avvikande synpunkter.

Styrelsen beslutade
att anta verksamhetsplan och budget f6r 2025, samt

att omedelbart justera punkten.

Signerat NA, UO, JS
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Forbundsstyrelsen

§ 87 Boliviaprojektet

§ 88 Riskanalys och
riskhanteringsplan

§ 89 Insamlingspolicy

§ 90 HRF styrdokument

Transaktion 09222115557536210713

Sammantradesdatum 2024-12-11--12

HRF har bedrivit ett framgangsrikt projekt med horselskadade i Bolivia
under manga ar, se bilaga § 87 1.

I november besdkte HRF Bolivia, se bilaga § 87 2. Syftet med resan var
att félja upp projektet pa plats.

Forandringarna i svensk bistandsverksamhet som sker just nu paverkar
i hog grad framtiden for HRFs projekt i Bolivia. Det ar mycket som ar
osakert och skapar oro for projektet.

Forandringen innebdr att HRFs egeninsats troligtvis kommer att 6ka

fran och med 2026. HRF har valt att preliminart saga ja till en 6kad
egeninsats under villkoret att vi kan sakra finansieringen.

| enlighet med Giva Sveriges riktlinjer for kvalitetskoden ska
forbundsstyrelsen arligen ta stéllning till en riskanalys och med
utgangspunkt i den faststalla en organisationsovergripande
riskhanteringsplan.

Forbundsstyrelsen forde en diskussion kring riskanalysen och
riskhanteringsplanen forbundskansliet tagit fram, bilaga § 88.

Styrelsen beslutade
att faststalla forslaget till riskhanteringsplan.

att omedelbart justera punkten.

HRFs nuvarande insamlingspolicy antogs av férbundsstyrelsen 2018.
Syftet med policyn ar att beskriva de 6vergripande ramarna och
riktlinjerna for insamlingsverksamheten.

Forbundskansliet har omarbetat policyn utifran forandringar i
verksamheten, bland annat anvander vi oss av fler kanaler idag och nya
metoder for att aterrapportera till givare. Det har ocksa fortydligats
vad som géller for dronmarkta gavor. Det har dven gjorts en del
redaktionella férandringar och all information som ar av mer praktisk
karaktar ar borttaget.

Styrelsen beslutade
att anta den nya insamlingspolicyn, samt

att omedelbart justera punkten.

a) Arbetsordning FS

Forbundsstyrelsens arbetsordning uppdaterades senast 2021.
Ekonomiutskottet har sett dver dokumentet och revisorerna har
lamnat ett par forslag pa forbattringar.

Signerat NA, UO, JS
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Forbundsstyrelsen

§ 91 Kongressen

§ 92 Utvarderingar

Transaktion 09222115557536210713

Sammantradesdatum 2024-12-11--12

Forbundsstyrelsen forde en diskussion kring forslaget, som ater-
remitterades till ekonomiutskottet for vidare beredning. Ett nytt
forslag ska laggas fram till FS 1/2025.

b) Attestordning

HRFs attestordning har inte uppdaterats sedan 2018. Sedan dess har
det skett personalférandringar, omorganisationer och nya rutiner har
etablerats. Det fanns darmed anledning att uppdatera attestordningen,
se bilaga § 90 b.

Styrelsen beslutade
att anta den nya attestordningen, samt

att omedelbart justera punkten.

Kallelsen med forbundsstyrelsen forslag till kongressen har skickats ut
till foreningar, distrikt och 6vriga berérda. | samma utskick féljde dven
information fran valberedningen kring nomineringsforfarandet med.

| samband med utskicket lanserades aven kongresswebben:
https://hrf.se/kongress2025/ dar all information kring kongressen
hittas och som uppdateras I6pande allteftersom ny information finns.

Motionstiden |6per ut 22 januari och efter det borjar arbetet med att
fardigstalla handlingarna till kongressen, som tillgangliggdrs 21 mars.

Den praktiska planeringen fortskrider enligt plan.

a) FS arbetssatt

Forbundsstyrelsen ska arligen géra en utvardering av sitt arbete.
Utvarderingen syftar i forsta hand till att forbattra arbetet, men kan
aven utgora underlag for valberedningens kravprofiler vid omval eller
nyval av styrelseledamoter. Formerna for utvarderingen faststalls
gemensamt av forbundsstyrelsen. Om utvarderingen visar pa brister
som behover atgardas ska en handlingsplan upprattas.

Forbundsstyrelsen genomforde en utvardering och UIf Olsson fick i
uppdrag att ta med sig de synpunkter som framfordes i det fortsatta
arbetet.

b) GS prestation

Forbundsstyrelsen genomforde en utvardering av GS prestation och
samarbetet med forbundskansliet som helhet. Ulf Olsson fick i uppdrag
att ta med sig de synpunkter som framkom for lamplig aterkoppling
och atgard.

Signerat NA, UO, JS
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Forbundsstyrelsen

§ 93 Rapporter

§ 94 Ovriga fragor

§ 95 Avslutning

Vid protokollet

Justeras

Transaktion 09222115557536210713

Sammantradesdatum 2024-12-11--12

a) Forbundsordférandens rapporter
Bilaga 93 a).

b) Ledaméternas rapporter

Eva Blomquist informerade fran UHs styrelsemote déar representanter
fran avgaende och nya styrelsen deltog. Deltagandet var dock lagt och
det planerade utbildningsinslaget stalldes in.

c) UH:s rapporter
Ingen rapport fran UH.

d) Forbundsordforandens delegationer
Bilaga 93 d).

e) Generalsekreterarens delegationer
Bilaga 93 e).

Inga 6vriga fragor.

UIf Olsson tackade for ett bra mote, trevlig samvaro under det
traditionsenliga julbordet tillsammans med forbundskansliets personal,
och 6nskade alla en god jul och gott nytt ar med nara och kéra.

XU (.
N maQndovsn e

Nina Andersson Weaver

% @\)-’V‘ . /M jﬂ,{géw

UIf Olsson Jonas Sahlberg

Signerat NA, UO, JS




Kista, 2024-11-18

Till agaren
Horselskadades Riksforbund

Styrelsen for Horteknik har noterat att mer an halva aktiekapitalet ar forbrukat och begéar
ett tillskott enligt den kapitaltackningsgaranti som &garen stéallt ut enligt beslut p4 FS
3/2024. HRF Horteknik AB askar om 150 000 kr vid denna tidpunkt.

Vanlig halsning

: g / .

4
Jonas S/ahlberg 4

Ordférande

Transaktion 09222115557536210713 Signerat NA, UO, JS



Reviderad

Budget Budget
Budgetuppfoljning 2024 Ar2024 Ar2024  Utfall Prognos
Jan - okt

Verksamhetsintakter
Medlemsavgifter 2 000 2 000 1546 1800
Statsbidrag 7 700 7700 6 389 7 700
Allmanhetens bidrag (Summa) 36 200 36 200 32906 39 000
™ 19 900 19 900 16 088 19 400
Madnadsgivare 11200 11200 8670 10500
Insamlingsutveckling, nya kanaler 1800 1800 3818 4 500
Minnesgdvor 700 700 434 700
Arv 2 500 2 500 2796 2 800
Féreningsgdvor 100 100 1100 1100
Auris/fb/mm - - _
Fonder 2200 2200 1800 2200
SVCR 400 400 330 400
Auris 600 530 181 460
Verksamhet 300 300 86 300
Ovrigt 700 700 654 700
Utdelningar 750 750 2168 2200
NHS, Administrationsintdkter 120 120 120 120
Summa 50970 50 900 46 180 54 880
Verksamhetskostnader

Ar2024  Ar2024 Ar2024  Ar2024
Tillsammans vaxer vi Budget Rev.Budget Utfall Prognos
Utbildning fortroendevalda 200 200 91 200
Arets HRF-inspiratorer - - - -
Stod distrikt och féreningar 140 140 99 140
Kampanj, Vad-sa-loppet 370 370 249 370
Kampanj, Horselveckan 100 100 105 100
Utbildning Bli Horselsmart - - - -
Rekrytering 200 200 175 200
Profilprodukter 50 50 20 50
CRM-system, |6pande kostnader 400 400 341 400
CRM-system, utvecklingskostnader 200 250 130 250
Stod till Unga Horselskadade 950 950 790 950
Samarbetsprojekt med partners i Bolivia 175 175 131 175
Summa 2785 2835 2131 2 835
Ett hallbart, horselsmart arbetsliv
Hérselvard att lita pa
Textat, horbart demokratiskt Budget 24 Rev. Budget Utfall Prognos
Horsellinjen databas - - - -
Horsellinjen 100 100 30 100
Intressepolitiskt arbete 300 300 35 300
Mediekontakter och mediebevakning 280 280 199 280
Workshop arbetsliv - - - -
Stod till forskning och utveckling 300 300 300 300
Summa 980 980 564 980

Transaktion 09222115557536210713
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Kommunikation Budget 24 Rev. Budget Utfall Prognos
Malgruppsanalys - - - -
Tidning om HRF - - - -
HRFs webbplatser, I6pande drift 550 550 404 550
HRFs webbplatser, utveckling - - - -
Materialproduktion 500 430 32 430
Annonsering Sociala medier - - - -
Summa 1050 980 436 980
Auris Budget 24 Rev. Budget Utfall Prognos
Auris tryck m.m. 1130 | 1130 | 718 | 1060
Summa 1130 1130 718 1060
Var demokrati Budget 24 Rev. Budget Utfall Prognos
Valberedningen 50 50 17 50
Revision 500 500 514 600
Forbundsstyrelsen 550 550 277 550
Forbundsstyrelsens (arvode) 1650 1000 737 1000
Forbundsmoten 300 300 141 300
Kongressforberedelser 50 50 50
Gavor 120 120 250 250
Medlemsavgifter andra organisationer 300 300 185 300
Internationellt (IFHOH/EFHOH, NHS) 50 50 87 100
Summa 3570 2920 2209 3200
Attraktiv arbetsgivare Budget 24 Rev. Budget Utfall Prognos
Ledning & Styrning 100 100 47 100
Kompetensforsorjning/utveckling 150 150 18 75
Arbetsmiljo, halsovard, rekrytering 480 480 336 480
Samverkan FS/Kansli 50 50 - 50
Summa 780 780 402 705
Insamling Budget 24 Rev. Budget Utfall Prognos
Insamlingsadministration 3900 3900 2 685 3900
Insamlingsutveckling 1600 1600 1896 2 500
Lawly och Adoveo - - - -
Givarkommunikation 150 150 - 150
Summa 5650 5650 4581 6 550
Personal Budget 24 Rev. Budget Utfall Prognos
Loner och I6nebikostnader 17 000 17 500 13 197 17 500
Insamling 10300 10300 9 067 10300
Summa 27 300 27 800 22 264 27 800
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Samkostnader Budget 24 Rev. Budget Utfall Prognos
Flex (ingar i "Loner och I6nebikostnader") 500 500 315 500
Kontorskostnader 1170 1170 1015 1400
Lokalkostnader 4100 4100 3299 4100
Kaffe och kok 70 70 74 100
IT 2 050 2150 1509 2150
Avskrivningar 2 000 2 000 1670 2 000
Summa 9 890 9990 7 883 10 250
Sammanfattning Ar 2024 Ar2024  Ar2024  Ar2024
Verksamhetskostnader Budget Rev.Budget Utfall Prognos
Tillsammans vaxer vi 2785 2835 2131 2835
Ett hallbart, horselsmart arbetsliv 980 980 564 980
Horselvard att lita pa

Textat, horbart demokratiskt

Kommunikation 1050 980 436 980
Auris 1130 1130 718 1060
Var demokrati 3570 2920 2209 3200
Attraktiv arbetsgivare 780 780 402 705
Insamling 5650 5650 4581 6 550
Personal 27 300 27 800 22 264 27 800
Samkostnader 9890 9990 7 883 10 250
Summa Totalt Verksamhetskostnader 53135 53065 41188 54 360
Resultat fore Kostnadsreducering 2165 - 2165 4992 520
Kostnadsreducering 665 665 - 665
Resultat efter Kostnadsreducering 1500 - 1500 4992 1185
Projekt Budget 24 Rev. Budget Utfall Prognos
NHS Verksamhetsintakter 367 367 377 -
NHS Verksamhetskostnader 367 367 315 -
Projekt Socials. (Intdkter) 340 340 240 340
Projekt Socials. (Kostnader) 340 340 113 340
"Alla Kan Texta" (Intakter) 738 738 1374 1 000
"Alla Kan Texta" (Kostnader) 738 738 1374 1000
"Organisation Utveckling" (Intdkter) 200 200 100 832
"Organisation Utveckling" (Kostnader) 200 200 - 832
"Digitalisering" (Intakter) 1560 1560 631 832
"Digitalisering" (Kostnader) 1560 1560 631 832
Summa Projekt - - 189 -
Totalt Resultat inkl. Projekt 1500 - 1500 4 803 1185

Transaktion 09222115557536210713
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Horselskadades Riksforbund (HRF) 1(3)
FS 6/2024

Bilaga § 84 b)

Ekonomiskt lage

Inledning
Denna rapport ar en sammanfattande bild av laget per 31/10 2024. Se dven bilaga.

Det ar fortsatt kontroll 6ver det ekonomiska laget. Allt annat lika, sa ser ekonomin ut att
ha stabiliserats i ar. Marginalerna ar fortsatt sma.

Infoér 2024 var budgeten minus 1,5 miljoner, prognosen visar att vi gor ett plus 1,2
miljoner. Allt 4r beroende pa hur det gar med insamlingen for slutet av aret. Det finns
mojlighet att utfallet kommer att bli battre &n prognos, mellan 1,2 till 2,5 miljoner.

Budgetuppféljning

I bifogad bilaga ar prognosférandringar och omférdelningar markerat med gult for att
det ska vara léttare att f6lja. Nya forslag 4r markerade med ljusbrunt.

For intdkterna har prognosen justerats for posterna Insamlingsutveckling, arv, Auris och
utdelningar. Vi foreslar att dra ner prognosen for medlemsintékter. Gallande Auris var
det lagre annonsforsiljning. Justeringen av utdelningar/reavinster var de fina affarer
som genomfordes under varen.

Insamling

Den preliminédra rapporten visat att Insamlingen ar battre 4n budget. Vi har 6kat
prognosen for insamlingsutveckling, arv och féreningsgavor.

Period Jan - okt

Intakter

Allmdnhetens bidrag  Budget 2024 Budget 2023 Budget 2022 Budget 2021

TM spontana gavor 16378 800| 16087997 23016455| 19666550 22997520 20368695| 26795610 22033872
Manadsgivare 9281320 8669975 5380470, 6771180] 5012280] 5746960 5623770 5408 085
Arv 2100000] 2796058 1665000, 4687586 1250 000 465761 0 730677
Minnesgavor 585 000 433 795 585 000 531478 585 000 384 013 665 520 471274
Insamlingsutveckling 1364 900 3817967 1494575 692 665 1474200 498 757 82551 82551
Féreningsgavor 85000/ 1100000 165 000 445 054 165 000 0 0 495 945
Totalt 29795020 32905792 32306500 32794513 31484000 27464186 33167451 29222404
Kostnader 2024 2023 2022 2021
Insamling personal 8 444 456 9068 222 8630190 7463792 7 445 190 5933616 7048251 6784 293
Insamlingsadmin. 3117953| 2624941| 4209849 3759356| 3752860] 3598816 3244433 4166 174
Insamlingsutveckling 1429062 2008 438 1192791 736 676 968 480 1256 245 895016 139312
Totalt 12991470 13701601 14032830 11959824 12166530 10788677 11187700 11089778

Transaktion 09222115557536210713
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Horselskadades Riksforbund (HRF) 2(3)
FS 6/2024

Bilaga § 84 b)

For TM, manadsgivare och insamlingsutveckling har utfallet relativt jamt de fyra
senaste aren, fram till augusti/september. Det vi ser nu &r en intressant 6kning for
2024:

Ar 2024 2023 2022 2021

TM/manadsgivare och
insamlingsutveckling

28576 27131 26 615 27525

Arven gar battre 4n budget, prognosen skrivs upp. Det finns en del besvérliga drenden,
och det &r inte alldeles enkelt att géra en uppskattning om nér det blir skifte.

Vi ndrmar oss malet 10 000 ménadsgivare, som ger 1 miljon per manad.

I skrivande stund ser det ut som att det finns utrymme att géra avsattning till
andamaélsbestimda medel vid arsskiftet. En stiftelsegava pa en miljon foreslas att
andamaélsbestammas.

Kostnader

Vi har verkstéllt beslutet i FS 3/2024. Vi har omférdelat 650 tkr fran budgetposten FS
arvode:

e Loner och lonebikostnader 500 tkr
e IT 100 tkr
e CRM utveckling 50 tkr
Vidare har det gjorts neddragning av budgetposten material om 70 tkr for att tacka del

av de minskade intdkterna for Auris. Sedan tidigare har Auris kostnader dragits ner med
70 tkr av samma anledning.

Tidigare har vi rapporterat foreslagit 6kning av revisionskostnaderna, samt
internationellt, samt insamlingsutveckling.

e Vi foreslar prognosjusteringar pa gavor, oka till 250 tkr

e Kompetensutveckling, dra ner till 75 tkr
¢ Oka kontorskostnader till 1400 tkr (vilket bland annat avser ovillkorat
aktiedgartillskott)

I och med att projekten till stor del genomférts med egen personal, har det paverkat
personalkostnader i &r.

Transaktion 09222115557536210713 Signerat NA, UO, JS




Horselskadades Riksforbund (HRF) 3(3)
FS 6/2024

Bilaga § 84 b)

Pensionskostnader

Pensionskostnaderna var 1 912 tkr inklusive sdrskild 1oneskatt. 2023 var det 5 162 tkr
inklusive sarskild 1oneskatt.

HRF Konsortiet

Nordeas rapport visar att HRF Konsortiet har ett varde pé fria tillgdngar pa 15,1
miljoner per 31 augusti. Som sagts tidigare var det ett 1a mal for styrgruppen, att
komma 6ver 15 miljoner i marknadsvérde. Det &r véldigt bra gjort att vi kunde nd mélet,
trots att vi hanterat ett innehav som gick i konkurs.

I Nordeas formogenhetsrapport visar strategin, att vii ar ar 4,38 procent battre 4n
benchmark. Per 31/10 var vara fria tillgangar 14,8 miljoner.

Det som &r pagdende utmaning och diskussion &r att hitta relevanta intressanta
strategier kring alternativa placeringar, som kompletterar nuvarande policy.

Rapport for andra tertialet har skickats till alla partners.

Stiftelserna

Stiftelserna hade ett marknadsvérde pa 117 miljoner per 31/10. Anskaffningsvardet vid
arsskiftet var 103 miljoner.

Det har varit ett ar praglat att hoga utdelningar till destinatérer, fran framfor allt SIH
stiftelsen. Det var mojligt, genom att vi fick skatten tillbaka. Omprévning ska begéras
fem ar till, vi raknar med drygt 120 tkr for dessa ar.

Transaktion 09222115557536210713 Signerat NA, UO, JS




Horselskadades Riksforbund (HRF) 1(2)
FS 6/2024

Bilaga § 84 c)

Rapport — marknad och engagemang

Antal manadsgivare: cirka 10 100

Telemarketing

I skrivande stund ser insamlingen ut att fortsatt vara i balans jamfort mot budget. Som
tidigare namnt kommer vi inte att nd mélet med 11 500 ménadsgivare, men den
faktiska minskningen i intédkter 2024 vags upp av framgangarna i nya kanaler.

Ett projekt som syftar till att indra arbetssétt i vara insamlingssystem &r uppstartat.
Malet &r att uppna béttre kontroll och forméga att gora urval for insamling i olika
kanaler samtidigt, samt stdrka var mojlighet for att folja upp resultat pa sarskilda urval.
Forandringen planeras att vara i testfas under sen var/sommar 2025 och sjosatt under
Q3 2025.

Insamlingsbrev

Satsningen pa insamlingsbrev har gett resultat. Efter brevutskicket i september landar
intdkterna pa cirka 3,9 miljoner kronor, mot budgeterat 1,8 miljoner kronor.
Kostnaderna ar dock ocksa nagot hogre, men totalt sett dr nettointékten néstan tva
miljoner kronor hogre dn vantat.

I november har tva ytterligare brev gatt ut, till bade varma och kalla givare. D& julen ar
den bésta tiden for givande passar vi pa att rekrytera lite nya brevgivare ocksa. Pa sa vis
ser vi till att mojligheterna till bra intakter pa brev ar goda &ven i borjan av nasta ar. Vad
detta utskick ger aterstar att se mot slutet av aret.

Insamlingskommunikation

Just nu pagar arbete for att utveckla ett koncept som ska starka HRFs insamlings-
kommunikation. Mer information kommer om detta langre fram. Syftet ar att skapa
forstaelse och igenkdnning, samt driva till insamling.

Foretagsinsamling

Vi tar fram ett koncept for foretagssamarbeten och féretagsinsamling med fokus pa
okad kunskap om hérsel pa arbetsplatsen. Infor att vi borjar arbeta aktivt med
konceptet gors en forstudie bland cirka tio HR-chefer och andra ledare for att sdkerstélla
att det vi tar fram ar relevant och eftertraktat.
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Hoérselveckan
Vi har upplevt ett relativt hogt engagemang under Horselveckan, bade i HRFs kanaler,
men ocksa i foreningslivet. Ungefar 60 registrerade aktiviteter har arrangerats runt om i
landet. Genom att jobba med horseltestaren har vi bade lyckats rekrytera nya
medlemmar och nya givare.
Resultat Horseltestaren:

e Besokt horseltestaren.se september-oktober: 17 800

e Testat horseln september-oktober: 9 670

e Besokt horseltestaren.se under Horselveckan: 3 000

e Testat horseln under Horselveckan: 2 190
Nya medlemmar: 344
Nya givare: cirka 350

Vad sa-loppet

Vad sa-loppet &r tillbaka under 2025. Planen é&r att "lansera” kampanjen pa varlds-
horseldagen 4 mars och dé dven 6ppna webben och mojligheten att registrera sig. Sjalva
kampanjen pagar sedan under hela maj manad.

Under kongresshelgen planeras en sarskild aktivitet i Uppsala, som forhoppningsvis kan
ge Vad sa-loppet, HRF och de lokala fragorna lite synlighet.
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Aktuellt inom Politik, opinion & kunskap

INTRESSEPOLITIK:

Stoppade chockhdjning av utprovningsavgiften i Blekinge

I november beslutade regionfullmaktige i Blekinge att hdja utprovningsavgiften med en
hundralapp, till 1 300 kronor. Samtidigt avskaffades extraavgiften for laddare pa 1 000
kronor. Fran arsskiftet blir kostnaden darmed 900 kronor légre for de flesta som provar
ut horapparater.

Region Blekinge har fortfarande en av landets hogsta utprovningsavgifter, men den
foreslagna chockhojningen av utprovningsavgiften till 2 200 kronor stoppades, tack
vare gott samarbete mellan distrikt och férbund.

Regionpolitiker tog intryck av uppmérksamhet i media samt HRFs skrivelse med
invindningar och argument, och debatten i fullmiktige handlade till stor del om att
politiker bjod under varandra, for att g HRF till motes och for att inte tillhora landets
dyraste regioner.

Varannan region har vantetider pa over ett ar, visar enkat

Under Horselveckan gick HRF ut i media med en kartlaggning av regionernas
véntetider till hérapparatutprovning. Over hélften av landets regioner har viintetider pa
over ett ar till utprovning av hérapparater, visade HRFs undersokning. Bara fem av
regioner klarar vardgarantin pa 90 dagar, medan Norrbotten har upp till tre ars
vantetid.

Undersokningen uppméarksammades i SVT Rapport och i ett 50-tal andra medier runt
om ilandet (se HRF i media).

Samtliga regioner utom tva svarade pa HRFs enkit om vantetiderna, och i dessa fall
kunde HRF-distrikten komplettera med aktuell information. De flesta regioner uppgav
att den framsta orsaken till kGerna var en 6kad tillstrémning av patienter 6ver 1ang tid,
men en del

Milstolpe: 90 procent fick tva hérapparater 2023

En milstolpe ar nadd. For forsta gangen nagonsin fir nu nio av tio personer dubbla
horapparater, visar HRFs enkater till horselvarden om horapparatutprovningar 2023.

Ungefar 90 procent av alla som har en horselnedséttning har nedsatt horsel pa bada
éronen, det 4r audiologer eniga om. Anda sedan HRF bérjade samla in statistik om
horselvard for 25 ar sedan har vi darfor lyft fram vikten av att alla med
horselnedsattning pa bada 6ronen far tva hérapparater.
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Variationerna i landet har varit stora, men snittkurvan har stigit ar for ar, fran knappt
40 procent i snitt 2002 till 90 procent 2024.
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I december publicerar forbundet ett urval av statistik och fakta i ett PM om
horselvarden i landet. Detta PM ar tinkt att vara ett stod till distrikten, men ocksé en
aterkoppling till regionernas horselvard, som har besvarat enkéaterna.

Horselvardsseminarium

Vid arets horselvardsseminarium deltog 35 medlemmar frén 18 av HRFs 22 distrikt.
Syftet med seminariet var att stirka distriktens paverkansarbete kring
horselvardsfragorna, genom ny kunskap och erfarenhetsutbyte.

Vid seminariet presenterade Forskningsinstitutet Horselbron den senaste rapporten
fran Nationella kvalitetsregistret, medan forbundet gick igenom valda delar av HRFs
horselvardsundersokningar om horapparatutprovningar, regler och avgifter, utvidgad
horselrehabilitering samt vantetider.

Under passet for erfarenhetsutbyte diskuterades bland annat hur HRF kan motverka
hojningar av avgifter, med Blekinge som ett positivt exempel. Ett annat forslag var att
HRF kan samarbeta med regioner och kommuner for att informera om audionomyrket
inom ramen for underskoterskeutbildningen. Vidare foreslogs ett samarbete med
kommunernas digitala fixare eller digitala lotsar for att underlatta parkoppling av
hoérapparater och mobiltelefoner.

HRF i Gavle och Sandviken har utsett ett antal personer som har fétt en kort utbildning
med horselvardens tekniker, en utbildning som fokuserar pa egenvard. HRF-
foreningarna erbjuder hér &ven drop-in-tjanster ett par timmar i veckan, da besokare
kan fa hjalp med byte av vaxfiler, slangar och koppling till streamingtjanster.
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Flera distrikt lyfte fram horselinstruktorens viktiga roll for att sékerstalla att dldre kan
anvanda horapparaterna hemma. Diskussionen handlade om hur HRF kan 6vertyga
kommunerna att anstélla fler horselinstruktérer samt vilken roll regionerna spelar i
detta. Regioner och kommuner ska samverka for att sikerstélla en god och nira vard
och omsorg. De flesta regioner har avtal med kommunerna for detta &ndamal, och det
vore lampligt att horselrehabilitering, inklusive skotsel av horhjdlpmedel, ingar i dessa
avtal. Patienten har ett eget ansvar for att skota sina hjalpmedel, men om denne inte
kan gora detta sjalvstandigt, 6vergar ansvaret pa kommunen, som da behéver
sékerstdlla att personalen har rétt kompetens for att kunna utféra uppgifterna. I
samverkansavtalet ar det lampligt att det framgér att regionens horselverksamhet
ansvarar for fortbildning av kommunens personal. Region Uppsala har ett avtal som kan
fungera som ett bra exempel pa en sddan samverkan.

Decibelgranser och tidig horselrehabilitering

Det kommer rapporter om att Dalarna, och eventuellt andra regioner, 6vervager att
infora decibelgranser for horselrehabilitering.

HREF har sedan ldnge framhallit att decibelgranser inte far anvdandas som ett sétt att
korta koer. Eventuella decibelgrénser ska sittas utifrdn evidens inom omrédet, for att
sékerstalla att virdbehov tillgodoses. Det finns till exempel en decibelgrins for grav
horselnedsattning som nu ska sankas i alla regioner fran 70 dB till 65 dB, i och med
inforande av Vardforlopp grav horselnedséttning.

Att de flesta regioner har ett 6kat tillfléde av patienter till horselvarden &r bra. Tidig
rehabilitering ar ett effektivt satt att forebygga onodig ohélsa. I dag finns det dessutom
horapparater som kan ge stor nytta dven vid lattare horselnedsattning.

Nar decibelgranser anvands for att begransa antalet patienter riskerar det att
undergréiva audionomens individuella behovsbedémning.

Det forekommer att patienter soker sig till horselvarden utan att ha behov av
horselrehabilitering. Men &ven personer som inte ar aktuella for horapparater kan ha
stor nytta av information om sin horselnedsattning, bland annat som ett satt att
forbereda sig.

Interpellation och skrivelse om arbetshjalpmedel

Under hosten var fragan om arbetshjdlpmedel och det bristande regelverket uppe i en
interpellationsdebatt i riksdagen, pd HRFs initiativ. Socialforsakringsminister Anna
Tenje (M) svarade pa en fréga fran Jonathan Svensson (S), som baserade sin

interpellation pé en skrivelse om arbetshjalpmedel som HRF skickade till ministern den
21 oktober:

”Jag ér villig att gora fordndringar om de underléttar for fler att komma i arbete”, sa
Anna Tenje bland annat.

Den 12 december traffar HRF Anna Tenjes statssekreterare for att diskutera fragan.
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Utredning om bidrag till arbetshjalpmedel gar pa HRFs linje

Det finns brister i nuvarande regelverk for bidraget till arbetshjdlpmedel fran
Forsakringskassan. Det konstaterar en utredning fran Inspektionen for
Socialforsakringen, ISF, i en rapport som kom i slutet av november.

Granskningen visar att Forsékringskassan avslar bidrag till arbetshjalpmedel bara for
att hjalpmedlet skulle kunna anvéndas pa fritiden, 4ven nér det ar tydligt att behovet
finns pa arbetet. Foljden &r att horselskadade ibland blir utan de hjalpmedel de behover
i arbetet eller bekostar sina arbetshjidlpmedel sjilva.

ISF rekommenderar dérfor regeringen att se 6ver forordningen om bidrag till
arbetshjdlpmedel, och fortydliga att ”den enskildes behov av hjidlpmedlet inte méste
gélla uteslutande i arbetet for att hen ska kunna fa bidrag”. Detta ligger helt i linje med
de uppmaningar som HRF tidigare riktat till regeringen.

ISF &r ocksa kritiska till att privata horselmottagningar kan vara bade diagnosstéllare,
vardgivare och forsiljare av horhjdlpmedel, och tjanar pa ansokningar om
arbetshjalpmedel, vilket gor att statens kostnader for arbetshjalpmedel kan bli onodigt
hoga. ISF anser darfor att regeringen bor ta initiativ till att "finna en 16sning pa
problematiken géllande horselvardens organisering”.

Granskningen tar upp att det r vanligt att personer som ansoker om arbetshjidlpmedel
har en utmattningsdepression och att personer som ar sjukskriva for
utmattningssyndrom kan ha en obehandlad horselnedséttning. ISF rekommenderar
darfor Forsdkringskassan att utveckla samverkan mellan handléggare som arbetar med
bidrag till arbetshjalpmedel och handlaggare som arbetar med sjukpenning.

ISF foreslar dven en 6versyn av andra delar av regelverket, bland annat dndrade
beloppsgrénser for bidrag.

Forbattringar av Forsakringsmedicinska beslutsstod

HREF har ingatt i Socialstyrelsens rekommendationsgrupp kring uppdatering av
forsdkringsmedicinska beslutsstod for diagnoserna horselnedséttning, Meniéres
sjukdom och tinnitus. Beslutsstoden ska anvdndas som stod vid bedomning om
sjukskrivning. Mélgruppen ér sjukskrivande lakare och handlaggare vid
Forsdkringskassan.

HRF har lamnat mycket omfattande synpunkter pa texterna, som hade stora brister vad
galler fakta, terminologi och diagnosbeskrivningar. Vi har dven haft ett dialogmote med
Socialstyrelsen om dessa synpunkter.

Tack vare detta har beslutsstoden reviderats och forbéttrats avsevirt, men en del brister
kvarstar.

Socialstyrelsens expertkonsult, som &r ldkare inom ONH och audiologi, bedémer att de
nya beslutsstoden innebér att det nu kommer bli lattare for horselskadade att fa
sjukskrivning pa deltid.
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KUNSKAP/UPPLYSNING:

Digitalisering déar vi hor till

I november genomforde projektet ett webbinarium, “Horselsmarta tips for digitala mo-
ten”, som tog upp grundldggande tips om vad moétesarrangorer och deltagare behover
tdnka pa fore och under ett digitalt mote samt gick igenom basala instéllningar i Zoom
och Teams. Cirka 80 personer deltog.

Projektet arbetar nu med att ta fram ett utbildningsmaterial och bygga upp en
utbildningsplattform pa hrf.se.

Projektet Alla kan texta

Information ldmnas pa matet..

HRF i MEDIA

Vantetider i horselvarden:

Under Horselveckan rapporterade media i hela landet om de langa vantetiderna inom
horselvarden, utifran ett pressmeddelande fran HRF.

e SVT Rapport toppade sina sandningar 18 oktober med HRFs
avgiftsunders6kning och kommentarer fran férbundsordférande Ulf Olsson och
medlemmen Kenneth Willman. Tv-inslaget finns inte ldngre pa SVT Play, men en
artikel med kompletterande intervjuer ligger kvar: Trots 6kad risk for demens —
ko till hérapparat pa over ett ar i flera regioner (SVT Nyheter 2024-10-18)

e En TT-artikel fick stor spridning i ett 50-tal olika medier: Larm om "katastrofalt”
lage for horselskadade (2024-10-18).

e Sveriges Radios P4-stationer runt om i landet hade olika inslag om
kosituationen, bade i nyhetssdndningar och for- och eftermiddagsprogram.

e Aven HRFs distrikt och féreningar har tagit upp Amnet tidigare under veckan:

o Behovande riskerar isolering — 1ang ko for horapparat (P4 Jonkoping
2024-10-14)
o Debatt: Kapa koerna till horselvdrden (Norrkopings-Tidningar 2024-10-

18)

o Norrbottningarna tvingas véinta langst pd horapparat (P4 Norrbotten
2024-10-24)

Avgiftshojning i Blekinge:
Det blev en hel del medieuppmarksamhet bade fore och efter avgiftsbeslutet i Blekinge.

e Blekinges horselskadade betalar mest i landet — kan bli &nnu dyrare (SVT Blekinge
2024-11-04)
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Horselskadade protesterar: Blekinges avgift kan bli hogst i landet (P4 Blekinge 2024-
11-04)
Efter kritiken: Chockhojda priser pa horselapparater stoppas (Sydostran 2024-11-07)

Kritik fran horselskadade — chockhdjning stoppas (Blekinge Lans Tidning 2024-11-07)

Forslaget: Chockhdjda priser pa horselapparater — "Kommer inte ha rad att hora”
(Sydostran 2024-11-04)
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Organisationsrapport

Foreningsutveckling 2024
HRF har 153 féreningar, 130 aktiva och 23 vilande.

I nulaget ger forbundskansliet stod till f6ljande foreningar:
e HRF Norberg, vilande. Beslut 2024-03-23

e HRF Krokom, pa vdg att bli vilande
Ett nytt forsok gors att fa till en styrelse pa medlemsmote i november. Sedan
i somras har cirka 30 nya medlemmar rekryterats.

e HRF Haninge-Tyreso-Nyndshamn, pa vdg att bli vilande
Styrelsen avgor vid arsmétet 2025, man har inte lyckats hitta nya styrelse-
ledamoter i nulédget.

¢ HRF Aneby, upplosta. Beslut 2024-09-12

Stod till foreningar och distrikt

Besok hos HRF Kronoberg

Den 11 november genomférdes en inspirationsdag for foreningsstyrelserna i distriktet.
Styrelserna diskuterade hur distriktets foreningar kan utveckla sin féreningsverk-
samhet, hur man framgangsrik soker bidrag och hur foreningarna langsiktig behover
jobba for ett aktivt foreningsliv.

Webbinarier och digitala traffar 2024

Arets andra nitverkstraff for lokalt anstillda kanslister genomférdes den 14 november,
det var elva personer som deltog. Motet ar en plattform for kanslisterna att utbyta
inspiration, tips och rdd med varandra. Bland annat inspirerades det om framgéngsrika
aktiviteter under Horselveckan, uppstart av samtalstraffar och annat som ar aktuell just
nu.

Den 14 november genomfordes webbinariet ”Vdalkommen som ny medlem” med en
introduktion till HRF, vilka fragor HRF driver, hur man kan engagera sig som medlem,
med mera. Férbundsordférande Ulf Olsson medverkade och berattade om HRFs
prioriterade omraden. Av atta anmélda medlemmar deltog endast tva personer vilket
foranleder en utviardering om webbinariet kommer erbjudas framover.

Den 25 november genomfordes kunskapswebbinariet “Bli vin med dina hérapparater”
vid tva tillfdllen. Webbinariet gick igenom horselnedsattningens konsekvenser,
utnyttjande av hérapparaternas fulla potential och horselssmarta strategier. Det
marknadsférdes till medlemmar, givare, alla som har gjort horseltestaren samt via en
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annons i PROs nyhetsbrev. Av 391 anmélda deltagare, deltog 266 personer.
Webbinariet var en del av Horselveckans erbjudande i syfte att vdrva nya medlemmar.

Utbildning i Slingkollen

Pa uppdrag av HRF har Alf Lindberg genomfort utbildningsdagar i Slingkollen i HRF
Stockholms ldn den 5 oktober och i HRF Skaraborg den 11 oktober

Webbinarier och digitala traffar 2025

I syfte att fa en battre bild 6ver vad HRFs fortroendevalda och aktiva medlemmar
onskar sig for internt stod kring férenings- och styrelseutveckling i form av webbinarier
och digitala tréffar genomfordes en enkel enkit under oktober/november. Enkaten
visade att man 6nskade sig mer forum for diskussion och erfarenhetsutbyte, inspiration
for att utveckla foreningsverksamheten och digitala verktyg som underlattar styrelse-
arbetet samt mer om hur man motivera och engagera medlemmar. Nésta ars program
kommer darfor innehaller foljande:

e Digitala inspirationstraffar pad 60 minuter med tips och trix samt
mojlighet till erfarenhetsutbyte
» 14 januari: Digitala verktyg for styrelsearbetet
» 28 januari: Samtalskonceptet ”Bli vin med dina horapparater”
» 11 mars: Inspiration infor Vad sa-loppet
» 2 september: Inspiration infér Horselveckan

> 4 november: Valfritt tema

e Webbinarier pa 90 minuter med foredrag samt fragestund
» 15 april: Fortroendevald i HRF - sa funkar det
» 13 maj: HRFs medlemssystem
» 16 september: Foreningsverksamhet som engagerar

» November: Engagera och inkludera medlemmar (extern forelédsare, ej klart)

Programmet planeras att publiceras i december pa Hornet. Det planeras dven ett postalt
utskicka av programmet for att na ut till alla de féreningar som vi inte nar ut till med ett
digitalt nyhetsbrev.

Kongresstraffar

Den 12 och 14 november genomfordes det diskussionstraffar med presentation av
forbundsstyrelsens forslag med sammanlagt 40 deltagare. Den 27 november
genomfordes motionsskola med 17 deltagare.
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Meniéresnatverket

Den 19 november genomforde Menieresnitverket arets sista natverkstraff med tema
"Meniéres och familjeliv”. Traffen genomférdes som ett panelsamtal med inbjudna
géster kring hur Meniéres far konsekvenser for anhoriga och det liv man lever
tillsammans. Det var 26 personer anmaélda till traffen som avslutade med en fréage- och
diskussionsstund. Varje nitverkstraff avslutas med information frdn HRF och hur man
kan fa i gang en lokal samtals- eller intressegrupp.

Utbildningen av samtalsledare i "Bli vdn med dina horapparater” 2024
Arets satsning pa utbildning av samtalsledare i "Bli vin med dina hérapparater” gir mot

sitt slut och redovisningen ska ldmnas till Socialstyrelsen under borjan av 2025.

Syftet med satsningen var att stdrka horselskadade med horselsmart kompetens,
strategier och metoder genom att utveckla och 6ka den for horselskadade relevanta,
tillgdngliga, lokala foreningsverksamheten. Samt att fa fler medlemmar att engagera sig
i den lokala féreningsverksamheten.
Sammanlagt har det genomforts foljande aktiviteter i projektet:

e Tre digitala traffar om samtalskonceptet i januari, februari och oktober

e Fyraregionala utbildningsdagar i HRF Stockholms lin, HRF Ostergétland, HRF
Sodermanland och HRF Uppsala léan

e Ennationell utbildningshelg den 12-13 oktober pa HRFs forbundskansli i Kista

e En natverkstraff for samtalsledare i december

Resultatet av satsningen:
e Cirka 60 utbildade samtalsledare i 15 av HRFs 22 distrikt
e (Cirka 21 foreningar har i nuliget startat upp samtalstraffar
e (Cirka 12 foreningar har ansokt om startbidrag for samtalstréaffar

For att fa mer noggrann statistik om hur manga féreningar som har kommit i gdng med
samtalstréffar har det skickats ut en enkat till alla foreningar och distrikt.

Effekterna av samtalstraffarna dr manga, av samtalsledarna beskrivs de som foljande:

“Det har varit sd enkelt, man behéver bara bérja prata om sin egen hdrselresa och sedan
lata deltagarna presentera sin, i den omfattning de vill. Det kom upp saker direkt som vi
kunde prata vidare om. Sen har det ocksd varit sa ldrorikt for mig som samtalsledare.”
Agneta, HRF Nacka-Varmdo

”Vara ”Bli vin grupper” har gett flera effekter, dels har vi samtalsledare ldrt oss mycket om
horhjdlpmedel och horselvarden hdr hos oss, men vi har fatt ldra kdnna manga intressanta
personer, och deras horselresa. Flera av deltagarna har efter att gruppen avslutats uttryckt
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att de vill vara mera aktiva i var HRF forening, bade att delta i medlemstrdffar, men ocksd
engagera sig djupare.” Elisabeth, HRF Uppsala

”“Idag har jag haft min dtertrdff med samtalsgrupperna. Det blev 7 st deltagare och jag hade
inte gjort nagon direkt planering mer dn att jag bjod pa fika (som ABF ordnat at mej) Vi
fick sa mycket diskuterat allt fran om man anvdnder text pad tv, hjdlp med filterbyte,
frustration 6ver horcentralen och daligt ljud i hérapparater, glddje 6ver att ha fatt
teleslinga, m.m. Och sista kommentaren blev — NAR BLIR DET NASTA GANG? S¢ vilken
glddje detta ger mej och de som dr med.” Eva Eriksson, HRF Torsby

"Det individuella perspektivet for deltagarna far inte glommas bort. Den glddje de uttrycker
ndr de fatt stod att komma vidare i sin horselresa dr ocksa en effekt!” HRF Nacka-Varmdo

Satsningen avslutas med ett postalt utskick till alla foreningar med information om
samtalstrédffarna, handledningen och material samt inbjudan till nasta digitala traff dar
vi gar igenom samtalskonceptet. Forhoppningsvis nar vi pa sa satt ut till alla de
foreningar vi fortfarande inte nétt ut till via digitalt nyhetsbrev.

Stiftelsebidrag fran Tysta Skolan

Den 18-19 januari 2025 planeras en kunskapshelg for yrkesverksamma i HRF Skéne
med stod fran Tysta Skolans stiftelsebidrag.

I programmet ingér foreldsningar och gruppdiskussioner om:

e risk- och friskfaktorer i arbetslivet med Sarah Granberg

réattigheter i arbetslivet med Anders Nordstrém

horteknik, akustik och arbetshjalpmedel med Transistor

nétverk for yrkesverksamma inom HRF

Inbjudan har skickats ut till alla yrkesverksamma medlemmar i HRF Skéne samt till
nérliggande distrikt; Halland, Véstra Gotaland, Jonkoping, Kronoberg och Blekinge.

Utbildning av studieorganisatoérer 2025

Under 2025 vill HRF satsa &n mer pa att 6ka och utveckla den for horselskadade
relevanta, tillgdngliga, lokala foreningsverksamheten genom utbildning av studie-
organisatorer samt utveckling av en inspirationsbank med konkreta verksamhets-
koncept. For att genomfora denna satsning har HRF ansokt om statsbidrag for att
motverka ofrivillig ensamhet fran Socialstyrelsen.

For att kunna ta fram en projektplan som tillgodose féreningarnas behov och 6nskemaél
sa har foreningarna bjudits in till en digital traff den 5 december.
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HRFs samarbetsprojekt i Bolivia

Sammanfattning

Idag finns det tre foreningar med juridisk person som skapats med stod fran projektet
med HRF och som tar del av projektmedel. De finns i landets tre storsta stader,
Cochabamba, Santa Cruz och La Paz. Tillsammans har de runt 170 medlemmar. Under
2023 tillkom 36 nya medlemmar till féreningarna. Bland nya medlemmar finns lite
kunskap om den egna funktionsnedsattningen eftersom horselskada annu ar relativt
oként bland allménheten. Mycket stod behovs till de nya.

Bakgrund

Nar HRF borjade sitt arbete i Bolivia (runt 2009-2010) fanns dér bara en forening som
samlade horselskadade barns foraldrar, APANH. Manga horselskadade gick till en
bérjan med i APANH. Over tid har flera hérselforeningar grundats och HRF samarbetar
idag med tre av dem, ASHICO, ASHICRUZ och APAHI.

Forutom dessa foreningar finns en forening, for och av horselskadade i La Paz, AHLP,
som uppstod med stéd av projektet med HRF, men som valde att avsluta samarbetet i
stéllet for att redogora for sitt agerande da maktkorruptionsanklagelser uppstod ar
2021. Forening ar fortfarande aktiv. Forutom foraldraféreningen APANH i Cochabamba
finns ocksé en férening som samlar horselskadade barns foraldrar i La Paz.

Hoérselskada i Bolivia

Horselskada ar idag som sadan inte kédnd i Bolivia och inte specifikt erkand i
lagstiftningen, men omfattas tillsammans med dévhet i konceptet ”discapacidad
auditiva” (ung. horselfunktionsnedséttning). Det finns mindre kunskap om
hérselskador dn dévhet bade bland beslutsfattare och befolkningen. And& har HRFs
samarbetspartners, foreningarna ASHICO, APAHI och ASHICRUZ, lyckats synliggora
horselskada s att det idag finns storre kinnedom an tidigare. De har till exempel idag
etablerade relationer med nagra statliga instanser som den nationella statliga enheten
for funktionsréttsfradgor och Ombudsmannen (institution med bredare funktion 4n
Diskrimineringsombudsmannen men omfattar ocksa den funktionen). Deras kapacitet
att fa till stdind moten med viktiga aktorer har 6ver tid 6kat i och med att
myndigheterna har lite mer kunskap om deras funktionsnedséttning men férhindras till
viss del pga. att det 4nnu inte finns ett nationellt férbund som kan fora horselskadades
kamp pa nationell niva. P& lokal niva finns goda kontakter med béde beslutsfattare och
olika aktorer inom horselvérd, utbildning, med mera.
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ASHICO i Cochabamba

Foreningen ASHICO i staden och departementet Cochabamba grundades 2015 med
stod av HRF. HRF borjade sitt stod till horselskadade genom att fran 2009 stoda
foreningen APANH som é&r en forening for horselskadade barns foraldrar. Innan 2015
var nagra av ASHICOs medlemmar aktiva i APANH da det inte fanns négon forening for
och av horselskadade. Da konflikt uppstod i APANH pga. att fordldrarna och
horselskadade ville fokusera pa olika saker, stottade HRF ungdomarnas initiativ till att
starta en egen forening for och av horselskadade.

ASHICO har sedan ldnge goda relationer till lokala och departementala myndigheter
och har deltagit och gett input till flera olika lagforslag. ASHICO har skapat samarbeten
med olika aktorer for att for att tillgodose horselskadades behov.

ASHICO var 2023 med arbetade fram en kommunal funktionsrattslag i grannkommunen
Sacaba. ASHICO fick med viktiga punkter om bland annat tidig diagnostisering, stod och
terapi fran hélso- och sjukvardspersonal och tillganglighetslosningar for horselskadade.

Under 2022 inledde ASHICO ett samarbete med det statliga rehabiliteringscentret
CIRSA och frivilligorganisationen ADAVASH for att kunna férse horselskadade med
horapparater. Pa CIRSA finns en audionom som genomfor horseltester. Hon brukar
ocksa ha sista ars studerande fran audionomprogrammet som hjalper till. ADAVASH
har kontakter i Europa genom vilka de kan fa nya och begagnade horapparater som
sedan ateranpassas pa plats i Bolivia. ADAVASH har ocksé en lokal dér de har
mottagning och en tekniker som gjuter 6roninsatser och justerar horapparaterna.
ASHICOs roll i samarbetet ar framfor allt att sprida information om horselskador och
genom informationskampanjer hitta lampliga kandidater som far genomgé horseltester
och vid behov prova ut en horapparat. Hoérapparaterna har gatt till ndgra medlemmar i
foreningen men framfor allt har ASHICO aktivt sokt upp personer som inte redan
kénner till sin egen horselskada och kallat dem till horseltester.

Under 2022 genomforde ASHICO flera kampanjer tillsammans med ADAVASH och
CIRSA genom vilka de forsag 6ver 100 personer med horapparater. I kommunen Sacaba
i Cochabambadepartementet, dir CIRSA ligger, har ASHICO identifierat ménga
horselskadade genom de upptacktskampanjerna de gor. De hoppas pa langre sikt hitta
personer som ar intresserade av att grunda en egen forening. I kommunen Sipesipe har
ASHICO hittat en grupp horselskadade som borjat processen av att grunda sin egen
forening. ASHICO genomférde bade digitala moten och moéten pé plats dér de delade
med sig av sina erfarenheter och beréttade hur man konkret kan ga till véga. De
genomforde ocksa en kampanj tillsammans med horselvardsforetag i kommunen
Sipesipe, dér invanarna fick information om horselskador. I gruppen av horselskadade i
Sipesipe behovs information generellt om vad horselskada dr, om hur man kan
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forbattra horandet och andra tillgénglighetsanpassningar, samt stiarka sjalvfortroenden
och kunskaper om réttigheter.

ASHICO har ordnat avtal med flera privata horselvardsforetag dar ASHICOs
medlemmar kan fa tjanster till billigare pris. De privata aktorerna ar ocksa med vid
olika event som ASHICO koordinerar. Som exempel, till 3 mars i a&r hade ASHICO
koordinerat med staden Cochabamba s att de fick tillatelse att gora en liten marknad
pa stadens centrala torg dar bade ASHICO och olika horapparatforetag fanns vid olika
marknadsstand. Det fanns audionomer, 6ronlékare och tekniker pa plats som gjorde
enklare undersokningar. De privata horselvardsforetagen stiller ocksa upp genom att
ge workshops till foreningen om bade medicinska och tekniska ting.

ASHICO har ett samarbete med det audiologiska institutet Lucy Argandoiia, en skola for
horselskadade och déva barn. ASHICO ger workshops for larare och fordldrar dar de tar
upp tillgdnglighetsanpassningar for horselskadade och pratar utifran sina egna
erfarenheter och visar praktiska verktyg.

ASHICO anvénder aktivt det barbara slingsystem man fatt av HRF (2017) i méten med
myndigheter for att visa pa tillgdnglighetslosningar. De har ocksa under &ren kopt till
mikrofoner som de kopplat till lasplattor for att utnyttja automatisk textning. I ett
samarbete mellan APANH och ASHICO har man lyckats f en t-slinga installerad i den
kommunala teatern Adela Zamudio (Cochabamba).

ASHICO ér den storsta foreningen for horselskadade i Bolivia och har stor kapacitet.
Samtidigt ar de i ett skede att de nu till storleken ar en ganska stor forening, med strax
6ver 100 medlemmar, ddr mdnga av de som varit med sedan foreningens bérjan har
svart att slappa den plats de hade i féreningen da féreningen var mindre. Den hér
"vaxtvarken” gor att det uppstéar smé konflikter i foreningen.

ASHICO ér aktiv i det departamentala forbundet FECOPDIS, ett forbund som samlar
foreningar for personer med funktionsnedésttning. FECOPDIS brukar av manga kallas
for landets viktigaste funktionsréttsorganisation. Samtidigt har FECOPDIS starka
kopplingar till regeringspartiet MAS och den forre presidenten Evo Morales. FECOPDIS
nuvarande viceordférande dr Joaquin Herbas, en av ASHICOs grundare.

ASHICRUZ i Santa Cruz

Foreningen ASHICRUZ i staden och departementet Santa Cruz ar en forening pa kring
40 personer. De startade upp 2016 och fick sin juridiska person 2018.

ASHICRUZ &r foreningen med flesta unga personer. De har ocksa flest medlemmar med
grav horselnedséttning och anvénder teckensprak i stor utstrackning. Av vara
samarbetspartners har de idag minst kapacitet att agera pa egen hand och behover
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mycket stod. Pga. att ménga ar unga finns det manga foérdldrar som 4r med pa
aktiviteterna och manga av medlemmarna &r 6verbeskyddade av sina foraldrar.

ASHICRUZ har mycket stéd av teckensprakstolken Lourdes Cruz och hennes
teckensprakiga syster Gloria i sin verksamhet. Det har sdkerligen spelat in pa att
foreningen &r mer intresserad av teckensprék dn de andra féreningarna.

ASHICRUZ i Santa Cruz har goda relationer med de lokala myndigheterna och har
deras erkdnnande. Under 2022 har de genom paverkansarbete erhéllit en lokal till 14ns
fran Santa Cruz kommun dér de genomfor féreningens moten och aktiviteter. 2023
lyckades de ocksa fa en annan lokal till 14ns frdn kommunen dér de driver en
skonhetssalong. I salongen arbetar en personal, en medlem frdn ASHICRUZ, som far sin
16n genom en arbetsmarknadsatgérd fran kommunen. Materialet till skonhetssalongen
erholls genom ett projekt de gjorde med finansiering fran den finska stiftelsen Abilis. De
oppnade salongen innan covid och holl precis pé att komma igdng, men fick sedan
stdnga pga. covid.

ASHICRUZ behover hitta fler vuxna medlemmar som kan vara med och arbeta for
foreningen men har svarare dn de andra att hitta nya medlemmar. De har inte heller
varit lika aktiva med att soka nya medlemmar som de andra utan har “fastnat” i att vara
en liten grupp.

APAHI i La Paz

Foreningen APAHI i staden och departementet La Paz startade upp under andra halvan
av 2022 efter att foreningen AHLP, fran La Paz, dragit sig ur samarbetet med HRF,
ASHICO och ASHICRUZ efter maktkorruptionsanklagelser som de inte ville bemota.
APAHI grundades av personer som tidigare varit medlemmar i AHLP. De var vid starten
ca 15 personer och ar i dag strax 6ver 30 medlemmar. De fick sin juridiska person i
november 2023. HRF har stottat dem och deras initiativ sedan starten.

APAHI som befinner sig i La Paz dr nira ministerier och andra hoga beslutsorgan.
Genomsnittsaldern bland medlemmarna ar hogre én i de andra féreningarna och de har
som forening hog kapacitet att agera. APAHI har varit duktiga pa att ta kontakt med
bade myndigheter och olika organisationer med rattighetsfokus och har darfér hunnit
med att bade ge input till lagférslag, haft moéten med olika myndigheter pa bade
nationell och lokal niva, samt kravt sina medlemmars réttigheter i specifika fall.

[ mitten pa februari (2024) vann APAHI i ett viktigt fall i motsvarande tingsratten i La
Paz. En medlem i APAHI ville utnyttja mojligheten som finns for personer med
funktionsnedsattning att ga lararutbildningen gratis. Eftersom hon hor till gruppen
“horselfunktionsnedsattning” (discapacidad auditiva), dir badde horselskadade och
dova ingar, sa fanns kravet att man maste kunna det bolivianska teckenspraket. APAHI
valde att ta strid i fragan, da de flesta horselskadade i Bolivia inte kan teckensprak och
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inte heller har mojlighet att l4ra sig det d& Bolivias Dévas Forbund nekar dem rétten att
lara sig det. APAHI bad Ombudsmannakontoret om stod och de drev fragan
gemensamt. Efter att utbildningsministeriet sagt att de skulle ta horselskadade i
beaktan i framtida ans6kningsrundor drev APAHI fallet vidare och i borjan av februari
togs fallet upp av tingsratten i La Paz som tog beslutet att intyg pa kunskap i det
bolivianska teckenspraket ska strykas som kriterium for horselskadade da de ansoker
om att studera till 1arare. S nu &r teckensprakskunskaper inte léangre ett krav for
horselskadade som vill bli ldrare inom ramen for utbildningsministeriets erbjudanden,
tack vare APAHI. APAHI ar mycket néjda och kanner att horselskadades identitet och
satt att kommunicera pa har erkénts. Lank till Ombudsmannakontorets publikation dar
nyheten finns. (Mariluz fran APAHI &r klddd i svartvitrutig jacka och intervjuas en bit
ner): https://www.defensoria.gob.bo/boletin/historico/25 APAHI har god relation
med Ombudsmannakontoret och har en 6verenskommelse med dem som ger dem
ritten att gratis lana motesutrymmen pa Ombudsmannens kontor.

APAHI har ocksé hunnit med att representera horselskadade i en workshop organiserad
av Ombudsmannen dér man kommenterat pa ett lagforslag for
arbetsmarknadsintegration for personer med funktionsnedséttning. De har ocksa
tillsammans med andra funktionsrattsorganisationer presenterat ett lagforslag for att
hoja bidraget som ges till personer med funktionsnedsattning som ar innehavare av
kortet for personer med funktionsnedséattning, infor medlemmar ur den bolivianska
senaten. APAHIs kontaktskapande har ocksa lett till att horselskadade fréan alla tre
foreningarn presenterat om horselskada och horselskadades behov infor CONALPEDIS,
den nationella enheten for funktionsréttsfragor (statlig enhet) och
ombudsmannakontoret.

Projektet

Projektet, som den hir gadngen heter Wifay, vilket betyder ungefar “vi vixer/utvecklas”
pa quechua, tillsammans med aymara de storsta ursprungsspraken, har fyra
overgripande maél: att stdrka individer, att starka organisationen, att sprida information
i samhallet, och att bedriva paverkansarbete. Nér projektet gjordes/byggdes utgick vi
fran en problemanalys som medlemmar fran de tre féreningarna gjort med hjalp av en
konsult, Justo Poma, som tidigare arbetade fér MyRight Bolivia och kdnner gruppen
vél. Utifran de problem som konstaterades sattes mal och sedan aktiviteter for att
uppné malen. Ofta l1agger vara bolivianska kollegor ribban ganska hogt och nér det
sedan kommer till kritan far vi fokusera mycket pa baskunskap. Vi jobbar mycket mer
med att stdrka individer och organisationsstirkande aktiviteter 4n paverkansarbete.

Nér projektet startades var det ett projekt som skulle ga fran 2023-2027. I bérjan av
2024 fick vi veta att det tar slut vid arsskiftet och att framtiden &r oséker. Darfor har vi
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prioriterat om bland aktiviteterna inom projektet och valt ut de viktigaste att gora
utifran ett “worst case scenario”, att det inte blir nagon fortsattning nésta ar.

Stort fokus inom projektet ar att starka foreningsmedlemmarnas kunskaper i hur man
driver en forening, d& det for ménga ar forsta gdngen de dr medlemmar och aktiva i en
forening. Det finns ocksa en stor variation pé kapacitet bland styrelsemedlemmarna.
Oftast har nagra styrelsemedlemmar storre kapacitet och ndgra behover mer stod for att
forsta styrelsearbetet och deras egen roll. Ofta &r det ndgot vi jobbar med genom varje
styrelseperiod fran &r ett till och med sista aret, d& information ofta beh6vs upprepas.
Projektet kraver ocksd mycket administration och mycket arbete 14ggs ner pa att
sdkerstélla att det ar horselskadade sjalva som kan ta informerade beslut om hur
projektet ska framskrida.

Pandemin forsvrade arbetet for foreningarna. Projektet la tidigt om arbetet till att ske
mer i digitala utrymmen men foér manga av vara partners ar det svarare att ta till sig
information digitalt. I bérjan av covid var kostnaderna for internet i Bolivia valdigt
hoga, men 6ver tid reglerades detta da hela samhallet gick 6ver till att bli mer digitalt.
Att arbeta digitalt gjorde att de som hade latt att hdnga med pd workshops och méten
digitalt avancerade men de med stérre svarigheter hingde inte med. Over tid har alla
blivit béttre pa att anvénda digitala plattformar och darfoér kan vi idag genomfora
moten med alla tre foreningar tillsammans, nagot vi gor nagra ganger per ar. Steget ut i
det digitala underlattar for arbete mellan féreningarna och nér val forbundet kommer
igang. Samtidigt ar det svarare att forsékra sig om att information nér fram till
deltagarna. Ofta nér den inte fram helt och fullt.

Under 2022 utbildades 9 skrivtolkar inom projektet genom en distansutbildning med en
svensk skrivtolk. Utbildningen var uppskattad men tyvéarr har det varit svart att behalla
skrivtolkarna da varken projektet eller horselskadade sjalva har mojlighet att anstélla
tolkarna i storre grad. Privat anvander sig horselskadade mer av automatisk textning.
Inom projektet forsoker vi halla skrivtolkar sa ofta det gar men har tyvérr fatt minska pa
tillfallena pga. budgeten. Idag prioriterar vi skrivtolkning till storre tillstéllningar och
efter de behov de deltagande pa en viss aktivitet har. Manga ganger maste vi ocksa ha
teckensprékstolkar med for att sékerstilla deltagande.

For 2024 fanns en mindre satsning planerad for att hitta nya skrivtolkar och gora en
internutbildning med en boliviansk teckensprakstolk som gick skrivtolksutbildningen
2022. I och med att den svenska regeringen klippte alla kontrakt vid arsskiftet 2024-
2025 prioriterade vi om inom projektet och det blev svart att motivera en sddan
satsning d& vara partners idag inte har mojlighet att anstélla skrivtolkar utan
projektstod och det samtidigt fanns mycket annat att prioritera.
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Foreningarna: skillnader, utmaningar och behov

ASHICO tillsammans med ASHICRUZ ar de foreningar som har fallenhet for
kommunikationsproblem. Pga. att funktionsnedsattningen hos manga har stor inverkan
pa kommunikationen har en del svart att uttrycka sig och att uppfatta vad andra sager
och menar. Darav kommunikationsproblem och ibland ocksa konflikter.

ASHICO ér foreningen som fétt mest stod, eftersom de har bade betald lokal och
personal pa plats. Det gor att de har bast forutséttningar och de ar den starkaste
foreningen av de tre.

Det &r framfor allt ASHICO och APAHI som driver paverkansarbete. Det har lett till att
horselskadades foreningar har lyckats skapat goda relationer med nationella
organisationer som CONALPEDIS, den nationella enheten for funktionsrattsfragor
(statlig instans) och Ombudsmannen. De ar ocksé erkdnda av bland annat justitie- och
hélsoministerierna, utbildningsministeriet, samt enheten for funktionsréttspolitiska
fragor, som ligger under hélsoministeriet. Erkdnnandena har noterats fraimst genom
inbjudningar till moéten/arbetsbord samt positiva svar pd motesforfragningar. Samtidigt
behover man i Bolivia vara ett nationellt forbund for att kunna sitta med vid de storre
forhandlingsborden.

Antalet nya medlemmar 6kar. 2018 hade foreningarna tillsammans 104 medlemmar.
2023 é&r siffran 170. Samtidigt har de ganska hoga krav pa de som blir fullvardiga
medlemmar. I ASHICO méste man visa upp méanga olika intyg och genomga en intervju
innan man kan bli godkdnd som medlem. De andra féreningarna har liknande
processer.

Det ar mérkbart att de som gar med i foreningen har lite kunskap om sin egen
funktionsnedséattning, eftersom horselskada inte ar kint. De nya medlemmarna &r ofta
praglade av en negativ sjilvbild och bristande forstaelse for sin funktionsnedséttning.
Manga har haft det svart i skolan och svart att fa jobb. I borjan behévs tid att fa l4ra sig
om sin egen funktionsnedséttning och f& kamratstod fran andra féreningsmedlemmar.
Efter ett tag i foreningen utvecklar de flesta en stark horselskadeidentitet och kénner sig
som en del av gruppen. De forstér sig sjalva battre och blir battre pa att kridva sina
rattigheter och anvénda de hjédlpmedel de har tillgéng till. Hér &r de workshops och
andra aktiviteter som kan genomforas tack vare HRFs projekt oumbérliga.

I APAHI finns en stor forstaelse for behovet av att gora paverkansarbete och de har
sedan de fick sin juridiska person jobbat aktivt med det. I ASHICO finns en medelstor
forstaelse for detta men de kan fastna pa att fokusera pa mindre saker, som att fa fram
horapparater, eftersom det ar fi som sjédlva har rad att bekosta sddana, och behovet &r
stort. I ASHICRUZ finns ganska lite forstaelse for paverkansarbete och hur det gér till.
Enskilda personer i styrelsen tar vissa initiativ med foreningens stodperson,
teckensprékstolken Lourdes, som funnits med sedan féreningens uppstart.
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Ett 1angsiktigt paverkansarbete mot sérskilda myndigheter i sdrskilda drenden &r for
manga av vara partners svart att forestélla sig, bade pga. att det kan kannas otroligt att
de ska lyckas uppné négot stort, men ocksa for att sjilva processen ar for abstrakt och
manga kan inte forestélla sig hur de skulle ga till viga. Men nagra individer inom
ASHICO och APAHI ar fullt inférstddda i vikten av ett strategiskt paverkansarbete och
forsoker halla horselskadades intressen med pa kartan sa gott det gar. Men i Bolivia ar
det ocksa sa att nationella myndigheter i forsta hand lyssnar till forbund och ger inte
foreningar ndgon plats. Darfor finns det en 6nskan bland manga att sa snart som mojligt
starta upp forbundet FENAHIBO igen.

Ledarskap inom foreningarna har byggts upp 6ver dren. Kapaciteten 6kar men i och
med styrelseval véljs ocksa nya personer in for att léra sig. I foreningarna finns bade
kapacitet och kunnande. Mdnga individer har stiarkts genom sitt arbete i féreningen.
Det finns framfor allt manga kvinnliga ledare som kommit fram genom arbetet, i alla tre
foreningar. Vart att namna ar Fabiola Espinoza, en av de mest aktiva da foreningen
startade sitt arbete, fran 2014 och framat. Hon jobbar idag pa Dansk Handicap
Forbunds (ADD) landskontor i Cochabamba med projektkoordinering och stod till
ADDs partnerorganisationer. Mycket av hennes kunskaper kommer fran tiden da
ASHICO startades upp och genom hennes arbete med projektet med HRF. Fabiola ar
fortfarande kvar som medlem i ASHICO och ger input och stod.

Forbundet

Trots att det idag formellt inte finns ett forbund for horselskadade finns det 4ndé en god
relation mellan horselskadades organisationer och CONALPEDIS, den nationella
enheten for funktionsrattsfragor (statlig instans). Foreningarna &r ocksa erkénda av
bland annat Ombudsmannen, justitieministeriet, sport- och hilsoministeriet och
utbildningsministeriet, samt enheten for funktionsréattspolitiska fragor (ligger under
hélsoministeriet). Erkdnnandena har noterats genom inbjudningar till
moten/arbetsbord samt positiva svar pd motesforfrdgningar. Féreningarna har alla
goda relationer med de lokala myndigheterna och &r mer eller mindre aktiva pa det
lokala planet.

FENAHIBO, ung. Bolivas horselskadades forbund, bildades 2019 informellt da de tre
foreningarna ASHICO, AHLP (fran La Paz) och ASHICRUZ tog beslutet att skapa ett
forbund for horselskadade. FENAHIBO genomforde en forsta kongress i februari 2021
dar styrelse valdes enligt stadgar och reglemente, men som sedan f6ll d& féreningen
AHLP i februari 2022 drog sig ur férbundet och projektet med HRF. Bedomningen
utifrén 4r att foreningarna skulle tjana pa att jobba med ledarskap, att trdna upp fler i
hur man arbetar i styrelser och om ledarskap, innan de ater ger sig pa att aterinstallera
FENAHIBO. Samtidigt s& har vi 4ndé prioriterat skapandet av forbundet da den
osédkerhet som den svenska bistandspolitiken just nu for med sig, samt en lagforandring
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som &r pa gang i Bolivia kan forsvara skapandet av nationella forbund i framtiden.
Tanken &r nu att dteruppta arbetet med forbundet medan man sakert har resurser till
det genom projektet. Det &r viktigt att parallellt fortsatta jobba med att starka
ledarskapet bade i foreningarna och i férbundet.

Inom projektet Wifiay har vi tagit in advokat Edwin Soto, tidigare direktor for den
nationella enheten for funktionsréttsfragor, CONALPEDIS, som konsult. Han végleder
och administrerar pappersarbetet for att fa till stand ett forbund for horselskadade i
Bolivia sa snart som mojligt.

Nya foreningar

I Cochabambadepartementet har ASHICO stott pa en grupp horselskadade fran den mer
rurala kommunen Sipesipe som ligger vaster om staden Cochabamba. Sipesipe héller pa
att skapa en egen forening. De genomforde ett grundande méte i juni 2024. De héller
som bast pa att gora stadgar och interna reglemente, enligt vad den bolivianska
lagstiftningen kraver, for att kunna ansoka om juridisk person. Genom projektet Wifiay
far de stod av en advokat.

Under de senaste manaderna har horselskadade fran staden Sucre i departementet
Chuquisaca, soder om Cochabamba, tagit kontakt med ASHICO och bett om hjilp med
att skapa sin egen forening. ASHICO har redan sedan tidigare varit i kontakt med nagra
av personerna, men det har ar forsta gdngen vi hort att de &r intresserade av att sjdlva
organisera sig. Darfor bjods tva av dem in till en ledarskapsworkshop som genomférdes
i Cochabamba i juli i &r. ASHICO har ocksé kommit i kontakt med horselskadade fran
departementet Oruro som dr intresserade av att organisera sig. APAHI har kontakt med
en horselskadad person frdn departementet Potosi. Tanken &r att framoéver bjuda in de
hér personerna till att delta i olika event men ocksa skapa métestillfallen online dér
deras specifika behov kan bemétas.

Hoérselskadade och dova

Innan det fanns en horselskadades rorelse i Bolivia hade dévas organisationer monopol
“horselfunktionsnedsattning”. Manga horselskadade var med i dévas foreningar och en
del déva anvinde horapparater och talat sprak. Nar horselskadades foreningar uppstod
uppkom ocksa en konflikt. Bolivias Dévas Forbund, FEBOS, motsitter sig horselskadade
och tycker att de splittrar rorelsen. Samtidigt 4r FEBOS, sedan horselskadade
“uppkomst” emot anvdndandet av horhjédlpmedel och arbetar inte f6r horselskadades
rattigheter och behov. Horselskadade har sjdlva lange sett behovet att motas och prata
med FEBOS men vill att deras féorbund, FENAHIBO, ska ta den diskussionen.

Samtidigt finns ett behov for horselskadade sjilva att stérka sin egen kunskap om vilka
de ar som grupp sé att de kan forsvara sin rétt att identifiera sig som horselskadade, inte
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bara men ocksa i relation till dova. Ett viktigt steg i det arbetet genomférdes hosten
2023 da de tre foreningarna tillsammans arbetade fram "horselskadades profil”, ett
dokument som beskriver hur de ser sig sjdlva, vem den horselskadade ar, utifran olika
aspekter: medicinskt, socialt, sprak/kommunikation, och juridiskt. Analysen &r ett
forsta steg i en levande process.

Funktionsnedsattningar i Bolivia

FN-konventionen om rattigheter for personer med funktionsnedséttning ratificerades ar
2009. Den implementeras i praktiken genom lag 223, lagen for personer med
funktionsnedséattning. I lag 223 erkdnns fem olika funktionsnedsattningar: fysisk
funktionsnedsattning, synfunktionsnedséattning, horselfunktionsnedséattning,
intellektuell funktionsnedsattning, psykisk funktionsnedséttning, och multipel
funktionsnedsattning.

Tidigare organiserades funktionsrattssektorn enligt de fem funktionsnedsattningarna
men det borjar finnas allt fler organisationer som &r fokuserade pa mer specifika
funktionsnedséttningar och sina behov och rattigheter. Tidigare fanns bara Dévas
forbund och de dr i dag kritiska till horselskadades foreningar och kamp. En liknande
konflikt finns mellan férbundet f6r personer med fysisk funktionsnedsattning och
kortvaxta, da den senare gruppen gatt ur forbundet for personer med fysisk
funktionsnedséttning och skapat egna foreningar. Det finns ocksé grupper som inte far
plats inom den bolivianska tolkningen av funktionsnedséttning, som t.ex. blodarsjuka.
Den bolivianska tolkningen av FN-konventionen tar inte med den inledande paragraf e,
déar de undertecknande erkdnner att “funktionsnedséttning” och “funktionshinder” &r
begrepp under utveckling.

Generellt &ar lagar kring funktionsrétt valformulerade i Bolivia, men trots réttigheter pa
papper ar de langt ifrdn forverkligade i verkligheten. Human Rights Watch skrev om
Bolivia och funktionsnedséttningar ar 2023:

“Bolivia has not aligned its legislation with the UN Convention on the Rights of Persons with
Disabilities. Its laws fail to recognize denial of reasonable accommodation as a form of
disability-based discrimination. The government has failed to address discrimination
against people with disabilities and ensure inclusive education, accessibility, access to
justice, legal capacity, and an adequate standard of living.”

Kort for personer med funktionsnedséttning

Bolivia har ett statligt funktionshinderkort som personer med funktionsnedséattning kan
fa om de uppfyller vissa kriterier. Kortet ger tillgang till vissa ekonomiska forméner.
Man genomgar en klassificeringsprocess dar ett multidisciplinért klassificeringsteam
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gor en medicinsk, psykologisk och social utvardering av personen, efter vilken graden,
typen och procenten av funktionsnedsattning bestams.

Lindrig funktionsnedsattning = (upptill) 30%, far inte kort

Mattlig funktionsnedsattning = 31-49% far kort, far inte bonus

Grav funktionsnedséttning = 50-80%, far kort och bonus

Mycket grav funktionsnedséttning = 81-100%, far kort och bonus

Manga personer med horselnedsattning uppnar inte tillriackligt hog grad av

funktionsnedséttning enligt klassificeringsprocessen for att fa kortet. Kortet ger bland
annat ratt till:

e En statlig bonus varje ménad, 250 BOB (ca 370 SEK), endast fér de som har
minst 50% funktionsnedsattning

e  Gratis sjukvard i statliga sjukhus och gratis mediciner
e Gratis utbildning i statliga skolor och universitet

o Billigare kollektivtrafik

e 50% billigare flygbiljetter, nationella flyg

e Gratis biobiljetter, alla forestallningar

e Gratis intrade i fotbollsstadium

e Vissa administrativa intyg ska erhéllas gratis (fodelseattest, vigselbevis,
examensbevis m.m. Examensbevis kan t.ex. kosta mellan 5 000-15 000 SEK.)

e Ibland ger staten ut matpaket till personer med funktionsnedséttningar om de
har kortet.

Aven om man har ett kort fér personer med funktionsnedsittning dr det inte sikert att
man fér tillgang till de ekonomiska formanerna som finns knutna till det. En del foretag
vill till exempel inte ge rabatter som utlovas till personer som har under 50%
funktionsnedséttning pa sitt funktionshinderkort.

Situationen i Bolivia

Det &r idag oroligt i Bolivia. Landet befinner sig i en ekonomisk kris. Regeringen har
nédstan gatt i konkurs genom att importera och kraftigt subventionera brénsle. Den
officiella viaxelkursen mellan bolivianos och amerikansk dollar har i praktiken kollapsat
och pa den inofficiella marknaden har priset stigit med 6ver 50%. Det rader stor brist pa
bade diesel och dollar, vilket skapar stor oro i samhéllet. Regeringen har inte gjort
nagra storre fordndringar for att 16sa situationen utan utlovade i stillet en
folkomrostning dar folket ska fa ta beslut om subventioneringen av diesel. Men
folkomrostningen skulle dga rum forst i december, samtidigt som man gor val av
domare, nagot som i Bolivia gors genom val.
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Till samma folkomrostning hade president Arce foreslagit en frdga om huruvida tidigare
presidenter kan soka omval. Fragan syftar till den tidigare presidenten Evo Morales,
vars valbarhet &r oklar. I Bolivia kan en president sitta tvd mandatperioder men Morales
lyckades sitta tre mandatperioder, 2006-2019, pga ett juridiskt kryphal.

Béde president Luis Arce och fore detta president Evo Morales tillhor partiet MAS,
Movimiento al socialismo. Partiet dr idag splittrat mellan de tva ledarna och deras
anhéngare brukar kallas “arsistas” respektive “evistas”. Badda ledarna vill stélla upp i
presidentvalet som dger rum i augusti 2025 som representanter for MAS. Just nu pagar
en kamp om vem som ar den rattmatiga ledaren av partiet och de bada ledarna och
deras anhangare smutskastar varandra.

Det finns idag inte nagon solklar ledare av oppositionen. Den tidigare interims-
presidenten Jeanine Afiez och Santa Cruz f.d. guvernér Luis Fernando Camacho sitter
fangslade anklagade for olika saker relaterade till de sociala oroligheterna 2019, da Evo
Morales avgick efter att militiren uppmuntrade honom till att avga. En av de idag
starkare kandidaterna for oppositionen dr staden Cochabambas borgméstare Manfred
Reyes Villa, en f.d. militdr som ocksa tidigare varit borgmaéstare och haft manga
korruptionsanklagelser mot sig, men som uppskattas av manga med orden “han &r
korrupt men han implementerar ocksa”.

Bristen pa brénsle och dollar mérks redan starkt i landet. Den forsta sektorn att paverkas
var transportsektorn, men nu har ocksa andra sektorer gétt ut och uppmuntrat sin sektor
till protester. Byggnadssektorns ledare har gatt ut och sagt att de méaste ldgga ned vissa
planerade byggnader da det r dyrare att kopa material pga situationen med dollarn,
samt svart att transportera material pga. bréanslebristen.

Om inte den ekonomiska krisen vore nog sa har den folkrdkning som nyligen gjorts,
forsta sedan 2012, gett ovantade resultat. Delvis har man inte natt upp till den
forvantade befolkningsokningen, samt att vissa storre stader som till synes har vaxt
sedan inte gjort det enligt den nya folkrakningen. Det har lett till att olika politiska
ledare tror att ndgon har manipulerat siffrorna och att det ligger politiskt motiv bakom
det. Aven katolska kyrkan har stéllt sig frigande till resultaten, som visar p& knappt en
miljon farre invénare 4n forutspatt. Den nationella statistikenheten, INE, menar att
covid, ett lagre fodelsetal samt emigration spelat in. INE har 6ppnat fér mojligheten att
det gors en internationell revision. Folkrdakningen &r viktig eftersom den bestimmer
bade politiska mandat och statliga medel.

I Bolivia ar det vanligt att olika grupper demonstrerar da de dr missndjda med nagot.
Olika sektorer har redan i omgangar protesterat. Ett tag 1ag transportsektorn nere, inte
bara pga bréanslebristen utan ocksé i protest mot regeringens daliga skotsel av importen.
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Det ar vanligt att man vid protester stanger av olika vagar och inte tillater nagon att
komma fram. Det ar svart att forutspa laget den ndrmsta tiden men redan till idag,

2 september, dr det utlovat protester mot regeringen och hur de skéter den ekonomiska
situationen, samt mot resultatet i folkrdkningen.
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Mote med horselskadades foreningar i Bolivia

Under tiden 7-11 november besokte undertecknad tillsammans med projektledaren
Maija Nilsson och tva representanter fran Unga Horselskadade (UH), Liv Marklund och
Linnes Ruf, Bolivia och deras foreningar for horselskadade. Dessutom hade gruppen tva
spraktolkar och tva skriv- och teckensprakstolkar med pa resan. Syftet med resan var att
folja upp projektet HRF har med horselskadade i Bolivia genom MyRight. Platsen vi var
pa var Cochabamba.

Vi arbetar idag framst med de tre juridiskt godkidnda foreningar ASHICO i Cochabamba,
APAHI i La Paz och ASHICRUZ i Santa Cruz.

P4 torsdagen 7/11 acklimatiserade vi oss och bekantade oss med féreningen i
Cochabamba, genom besok i deras foreningslokal.

P4 fredagen 8/11 fick vi genomgang av Plan 90 av Boris Chalar, som sjélv ar synnedsatt
och tillhor en funktionshinderorganisation.

FES ér en stiftelse for utbildning och service och Plan 90 finns under FES. FES dr en
NGO vars syfte ar att stodja sarskilt utsatta grupper.

FN-konventionen om réttigheter for personer med funktionsnedséttning ratificerades ar
2009. Den implementerades genom lag 223 i Bolivia dar fem olika funktionshinder-
nedsattningar erkanns: fysisk funktionsnedsittning, synfunktionsnedséttning,
horselfunktionsnedséattning, intellektuell funktionsnedséattning, psykisk funktions-
nedsattning och multipel funktionsnedséattning.

Det finns ett samfoérbund for personer med funktionsnedséttning COBOPDI. Plan 90
arbetar pa olika nivéer for hilsa, arbetsmarknad, utbildning och tillganglighet. Sarskilt
for barn och kvinnor pa landsbygden. Inte helt l4tt att forsta organisationen mellan de
olika funktionshinderorganisationerna.

Under fredagskvéllen tréffade vi ASHICO:s medlemmar. Linnea och Liv visade ett
trevligt bildspel om sina horselresor, UH:s arbete bade nationellt och pa Europaniva
vilket gjorde starkt intryck pa deltagarna. Manga deltagare berittade om sina
svarigheter med sina horselskador, Manga har vuxit upp i Cochabamba déar ingen
forstod vad som var fel, dalig kunskap kring horselskador bade bland fordldrar och
sjukvarden. Manga hade ként sig ensamma, mobbade och uteslutna. Manga sorgliga
berattelser. I kontakt med ASHICO hade manga fatt rad och hjalp for att ga vidare med
sin horselskada. I Bolivia finns ett bekymmer att horselnedsattning inte betraktas som
ett funktionshinder pd samma satt som dov. Horselvrden ér inte alls utvecklad.
Kunskapen om horselskador ar mycket dalig bade hos befolkningen och myndigheter.
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Lordag 9/11

Var vi pa ett konferenscenter Samay Wasi pa en tvadagars ledarutbildning dit det kom
medlemmar fran La Paz, Santa Cruz, ASHICO, Sucre och Sipe Sipe.

Maja Nilsson, var projektledare, borjade med att berdtta om samarbetet mellan HRF
och Bolivia frdn 2009 och fram till idag. Projektet Winay, vilket betyder "vi vaxer/
utvecklas &r planerat for 2023-2027 som har fyra dvergripande mal: att stirka
individer, att stiarka organisationen, att sprida information i samhaéllet och att bedriva
paverkansarbete. Eftersom den svenska regeringens bistandspolitik haller pa att
fordndras ar framtiden mycket oséker vilket Maja &dven informerade deltagarna. En
utmaning for HRF ar hur vi kan paverka svensk bistandspolitik!

Efter Maja berattade jag om min horselresa och HRF:s arbete i Sverige. Basta fragan var
varfor &ar ni bara 20 000 medlemmar nér det finns 1,5 miljoner med horselnedsattning i
Sverige. Detta visade ocksd att vi arbetar med samma problematik sdsom medlems-
rekrytering och paverkansarbete 4ven om vi arbetar pa olika plan.

Liv och Linnea fortsatte med att ater visa sitt bildspel om sina horselresor och UH:s
arbete b&de nationellt och p4 Europa plan. Aven denna dag blev deltagarna vildigt
tagna Over tjejernas svara horselresor.

Lordagen fortsatte med att foreningarna berédttade om sitt arbete.
ASHICRUZ, foreningen i Santa Cruz rapporterade om

— Organisationsstarkande aktiviteter med workshop for att starka styrelsen
— Rekrytera nya medlemmar genom Instagram och Facebook

- Politisk paverkan, workshop hur man paverkar politiker

— Foreningen hade deltagit i massor och marknader

APAHI foreningen i La Paz fick juridisk status 2023
— Organisationsstdarkande aktiviteter genom mindre moéten via zoom.
— Workshop kring vald och jamstélldhet

— Politisk paverkan, under 2024 vann APAHI ett viktigt fall i motsvarande tingsréatten i
La Paz. En medlem ville utnyttja méjligheten som finns for personer med
funktionsnedséttning att ga lararutbildningen gratis. Studenten nekades forst for hon
inte kunde teckensprak. Genom att APAHI drev fragan erhéll studenten mojlighet till
gratis studier.

ASHICO, foreningen i Cochabamba, grundades 2015

— Arbetar med paverkansarbete genom att delta i méssor.
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— Foreningen arbetar med information genom radio och TV.

— Arbetar med horapparats foretag och audionomer. Féreningen har néra samarbete
med foréldrar till horselskadade barn.

— Foreningen har hjélpt horselskadade i Sipe Sipe att starta en forening.

Sondagen 10/11

Under sondagen genomférde Boris Chalar en ledarskap workshop utifran ménskliga
réattigheter, genom trevliga praktiska och teoretiska 6vningar dér vi alla deltog. Mycket
pedagogisk dag under fantastisk ledning.

Mandagen 11/11

Vi akte taxi till Sipe Sipe dar Gilder ordférande forst visade oss stans centrum och
kommunkontoret. Darefter akte vi vidare till féreningens lokal, ett rum som en medlem
skankt till féreningen. Rummet invigdes av medlemmar av kommunfullméktige, en
grannforening och ASHICOs ordférande Luis. Lokalen &r ett enkelt utrymme som ska
malas och mobleras. Viktigt for foreningen med egen lokal att utga ifran. Féreningen
har ett viktigt arbete framfor sig med horselskadade pa landsbygden.

Under eftermiddagen flog tolkar och UH hem till Sverige.

Maja och jag hade ett avslutande samtal med ASHICO och avslutade med en gemensam
middag.

Jag ar imponerad av det arbete féreningarna bedriver utifrén sina premisser, den
bristande kunskapen kring horselskadade bade personligen och hos myndigheter.

Kostnader for horapparater ligger kring 300-4 000 dollar. 45 000 dollar for en CI-
operation. En del horselskadade beger sig till Spanien eller Argentina for operationer.
Det finns inga forsékringar som técker horapparater. Det finns frivilligorganisationer
som kan stodja horselskadade med horapparater. ASHICO har samarbete med partners
som inte &r vinstdrivande och kan erbjuda begagnade horapparater.

Jag vill tacka alla som var med dessa dagar och som beréttade om sina horselresor och
sitt arbete for horselskadade bade fréan Bolivia och Sverige! Speciellt tack till Maija som
holl ihop den svenska gruppen!

/Marie-Louise Andersson
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Riskanalys och riskhanteringsplan

Forbundet arbetar kontinuerligt for att identifiera och viardera risker i organisationen.
Detta ger underlag for att ta fram atgérder och strategier for att eliminera, forebygga
eller begrénsa risker. Det skapar ocksé en beredskap for att mildra och hantera
konsekvenserna av negativa handelser.

Detta dokument har utarbetats under hosten 2024 och identifierar de storsta riskerna
for HRF som organisation och dess verksamhet och beskriver hur vi hanterar och/eller
moter dessa risker.

Trovardighet och anseende

Identifierade risker

Forbundet har idag ett hogt anseende, men 4r ocksé i en utsatt position om vi skulle
réka ut for negativ uppmarksamhet i media. Konsekvenserna av héandelser som kan
skada forbundets trovardighet och anseende beror pa vad det géller och hur det
uppmarksammas.

Aven om det ror sig om ogrundade pastdenden och dven om inget fel begétts i juridisk
mening, sa ligger det i HRFs intresse att alltid leva upp till allmanhetens hogt stallda
forvantningar och varda vart anseende och vér trovirdighet, med sa stor transparens
som mojligt.

Om HREF far negativ medial uppmérksamhet kan det fa en rad konsekvenser inom flera
omraden.
Vi ser sérskilt tre faktorer som paverkar hur stora konsekvenserna blir:

1. Ivilken grad den negativa uppmarksamheten ar kopplad till HRF

2. Hur stort ansvar HRF och organisationens foretradare har for det som
uppmarksammas

3. Hur publiciteten och orsaken till medieuppmérksamheten hanteras av HRF

Medlemmar, givare och allménheten i stort kan tappa fortroende for oss. Vi riskerar i sa
fall att forlora bade medlemmar och intékter.

Negativ publicitet kan ocksé skada vart anseende pa ett sddant sétt att HRFs
trovardighet ifragasétts. Vi riskerar i sa fall att vart varumérke blir svagare och att och
att vi far simre mojligheter att véicka opinion och vinna stod for de fragor vi driver.
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Exempel pa hiandelser som skulle kunna skada forbundets trovardighet och anseende:
e TForetradare anklagas/doms for grovt brott
e TForetradare har ett klandervart upptradande

¢ Insamlade medel, medlemsavgifter och andra medel som HRF har ansvar for
anvands pa ett satt som allménheten — eller grupper i samhallet — inte stodjer

e Insamlade medel anvands till andra &ndamal 4n vad som kommunicerats eller
forspeglats givare

e Information eller ageranden som ér vilseledande, vacker anstot eller skadar
fortroendet for HRF pé annat satt

e Radgivning fran HRF som missleder eller skadar individ

e Felaktig hantering av personuppgifter eller att andra far tag i personuppgifter
som finns lagrade i HRFs register och anvéinder det pa fel sétt

Riskhantering

Forbundets utgangspunkt &r att vara sa transparenta och tydliga som mgjligt i allt vi
gor, att vi foljer véra policys och stadgar samt efterlever lagstiftning och de krav som
stélls pa oss som organisation. Vi sakerstéller rutiner for kunskapséverforing och
interninformation. De beslut vi fattar ska vara genomtankta och kunna forsvaras nar det
stélls fragor.

Vi har en krishanteringsplan som innehaller riktlinjer och ger praktisk vagledning for
hur vi kan agera vid olika situationer. Det finns &ven en krisgrupp som sammankallas i
héndelse av kris. Detta for att s 14ngt det 4r mojligt, kunna minska de negativa foljd-
effekter som kan uppsta till f6ljd av en krissituation. I krisplanen finns bland annat
riktlinjer for hur HRF ska kommunicera vid kris och vem som gor uttalanden till media i
olika fragor.

Ekonomi

Identifierade risker

e Allménhetens bidrag sjunker
Eftersom HRFs intédkter fran gavor fran allminheten 4r en hog andel av vara
totala intikter far en nedgang stora konsekvenser for var finansiering.

o Statsbidraget minskar
Antal medlemmar och féreningar/distrikt utgor berdkningsgrunden for vart
statsbidrag. Desto fler medlemmar och féreningar desto hogre statsbidrag.
Risken for att bidraget minskar ér stor, framfor allt da antalet foreningar minskar
(se organisation nedan).
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e Forlorade intdkter pa grund av att vi inte uppfyller administrativa krav

Vart 90-konto &r viktigt for var insamlingsverksamhet. Forlorar vi detta pa grund
av att vi inte uppfyller kraven kan detta fa stora konsekvenser.

e Oforutsedda storre kostnader och/eller markant kostnadsokning i samhallet

Kan till exempel vara en ovantat stor pensionskostnad eller kostnadsokningar i
samhallet till exempel pa grund av inflation eller 16nedkningar.

e Marknaden gér ner

En langvarig ldgkonjunktur eller annan hiandelse som orsakar nedgang pa
marknaden skulle paverka vara vardepapper. Risken for negativ ekonomisk

paverkan blir storre om vi behover pengar akut och maste sélja av vid ”fel”
tillfalle.

e Annonsintikter minskar

HRFs annonsintikter r viktiga for att vi ska kunna bedriva var verksamhet. Pa
senare ar har vi sett en markant nedgang i annonsintékter, bland annat i Auris.
Minskar detta ytterligare kan detta fa stora konsekvenser.

e HRFs balanserade kapital blir for 1agt
HRFs egna kapital dr viktigt for att trygga stabiliteten om vi gar mot sdmre
ekonomiska tider. Kapitalet har minskat de sista aren som en foljd av det
ekonomiska laget. Om kapitalet skulle bli for 1agt innebér det minskad trygghet
och kan ocksa gora att likviditeten blir anstrangd.

Riskhantering

Forbundet har ett aktivt arbete med att fa en langsiktigt hallbar ekonomi. For att starka
var finansiering arbetar vi med att utveckla flera intaktskallor bland annat insatser for
att effektivisera och bredda insamlingsverksamheten, vi gor projektansékningar samt
arbetar for att 6ka avkastning pa viardepapper. Forbundet har kostnadskontroll, och
kostnadseffektivitet, detta ar under kontinuerlig bevakning och diskussion.

Om en akut férsdmring i ekonomin uppstar har forbundet rutiner och beredskap for att
upptécka detta samt att snabbt styra om nagra av verksamhetens kostnader. Forbunds-
kansliet i samrad med forbundskassor analyserar 16pande verksamhetens budgetutfall
och uppdaterar prognoserna for aret. Avvikelser rapporteras till forbundsstyrelsen.

Ekonomiutskottet har 16pande diskussioner om risker och strategier for att hantera
dessa. Forbundet erbjuder dven féreningar och distrikt st6d i deras ekonomiska
situation vid behov.
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For att dampa effekten av eventuella minskade intakter via gavor fran allménheten
arbetar vi for 1angsiktighet genom manadsgivande och moéjlighet att ge till HRF genom
olika kanaler. Vi investerar i nya metoder som vi ser ar framgangsrika for att kunna
mota framtidens utmaningar. Vi ser kontinuerligt 6ver fasta kostnader for att snabbt
stilla om vid eventuella kriser och for att mota de administrativa kraven for 90-kontot.

Forbundets sparade kapital dr en sékerhet for att minska risken for drastiska
nedskarningar i verksamheten vad det géller forbundskansli, personal och
verksamhetsaktiviteter om vi far ett par ars forsimrade ekonomiska resultat. For att
sdkerstélla att forbundet har en god ekonomi har ett nyckeltal tagits fram som innebér
att HRFs balanserade kapital (fritt kapital) bor vara mellan 30-100 % av férbundets
kostnader per ar.

Blir nedgangen bestaende ska det finnas tid att kunna géra omstéllningar.

For att sdkerstélla en 1angsiktighet skall det egna kapitalet anviandas pa ett ansvarsfullt
satt. Malsattningen &r att max 10% av kapitalet vid varje tillfdlle kan anvéndas for
omstéllningar eller satsningar for att bryta nedgangen. Beslut om detta hanteras av
Forbundsstyrelsen vid varje tillfélle.

Ett annat nyckeltal som redovisas i forvaltningsberéttelsen &r soliditet, som visar eget
kapital i procent av balansomslutningen. Soliditeten anger organisationers stabilitet
eller forméaga att motsta forluster och 6verleva pa langre sikt. Om soliditeten blir 14gre
an stipulerade 70 % gors en omedelbar 6versyn av det ekonomiska ldget och
nodvandiga atgarder vidtas.

Organisation

Identifierade risker

e Minskat intresse for ett engagera sig lokalt/regionalt

Det ar en allt storre utmaning att fa medlemmar att engagera sig ideellt i
foreningar och distrikt, antingen som fortroendevalda eller som ett stod i
verksamheten. Om detta fortsétter blir svart att uppréatthalla den organisation
HRF har idag.

¢ Antalet féreningar minskar
Cirka 40 % av HRFs foreningar flaggar for svarigheter att uppratthalla
foreningsverksamheten. Minskat antal foreningar pa lokal niva paverkar HRFs
mojligheter att verka intressepolitiskt i dessa omraden samt att erbjuda social
gemenskap genom lokala aktiviteter. Om foreningsantalet minskar kraftigt far
det stora konsekvenser for HRF som organisation.
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e Vikande medlemsantal

Ju fler medlemmar ju mer relevant blir forbundet som foretradare for véra
medlemsgrupper och desto starkare &r var rost i opinionsarbetet. Medlemsantalet
har under ett antal ar varit vikande. Antalet féreningar dr ocksa avgorande for att
uppratthélla medlemsvéarvningen lokalt.

Riskhantering

Forbundet arbetar kontinuerligt med att stimulera utveckling for vara féreningar och
distrikt. For att starka och inspirera vara fortroendevalda erbjuds utbildningar,
information och verktyg. Foreningsverksamheten ges l16pande stod med forum for
kunskaps- och erfarenhetsutbyte. Vi foljer upp foreningar som riskerar att bli vilande
och ge stod for att starta upp vilande foreningar.

Forbundet stravar efter att underlétta bildandet av en férening och att bedriva
foreningsverksamhet genom att minimera administrativa och formella krav sa mycket
som mojligt.

Det gors ocksa satsningar pa att 6ka medlemsengagemanget genom utveckling av
engagemangsformer si att trosklarna sianks for att engagera sig lokalt.

Kontinuerligt gors insatser for att stimulera medlemsrekrytering genom olika
kampanjer, aterrekrytering och nyrekrytering. For att kunna finga upp behov och
onskemal bade bland potentiella medlemmar och medlemmar genomfor vi
undersokningar. Resultaten ger vagledning hur vi kan utveckla arbetssitt, motesplatser
och former fér engagemang som Okar intresset for att bli medlem och att stanna kvar
som medlem. Kdnnedom om forbundet &r stort, vi har ett hégt anseende och manga
som skulle rekommendera HRF till andra.

Foreningsverksamheten ges I6pande st6d med utbildningar, forum for erfarenhets-
utbyte och stéd. Vi foljer upp féreningar som riskerar att bli vilande och ger stéd for att
starta upp vilande foreningar. Kongressen 2021 beslutade att ett av vara fyra
prioriterade omraden ska vara "Tillsammans véxer vi”. En satsning pa att var
organisation ska véixa &r fran ar, bade i kvalitet och i medlemsantal. Under hela
kongressperioden ska vi arbeta for att utveckla var verksamhet for att bygga foreningar
och stoédja medlemsengagemang.

Resurser och verksamhet

Vid férbundskansliet finns resurser som kan anses vara kritiska for HRFs fullgérande av
uppdrag och verksambhet, till exempel nyckelpersoner, lokaler, IT-system, arbetsverktyg
med mera. Aven forslut av sirskild kompetens kan i det korta perspektivet orsaka
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hinder i verksamheten. Allvarliga handelser i omvérlden kan ocksé utgora faktorer som
kan paverka prioriteringar och resurstillgang i verksamheten.

Identifierade risker

e Nyckelperson som har kort uppsédgningstid
Jamte kollektivavtalet bestdmmelser har de flesta anstéllda en relativt kort
uppsagningstid pa tvd manader. Dartill &r manga uppdrag och tjanster inom
forbundet unika och innehas ofta av endast en person.
Om en medarbetare i en nyckelroll véljer att sdga upp sig kan det darfor i det
korta perspektivet ge betydande aterverkningar i verksamheten. Det kan
innebéra att delar av verksamheten stannar upp, fram till att den aktuella
tjansten aterigen ar bemannad, vilket paverkar formagan att genomféra
aktiviteter.

e DBrister i fysisk, organisation och psykosocial arbetsmiljio

Léang tids hog arbetsbelastning, brister i organisation och ledning med mera kan
fora med sig betydande halsorisker.

e Betydande hinder i arbetet

Om till exempel arbetsverktyg, kommunikation och IT system inte fungerar kan
det uppsta betydande hinder i verksamheten. Det kan till exempel handla om
brister avseende tillgang till internet, dataintrang, virusattacker med mera.

e Politiska beslut eller till exempel myndighetsbeslut som leder till
omfattande/drastiska féréndringar i regelverk, kostnadsékningar eller
resursfordelning som péaverkar:

1. HRFs forutsattningar att driva verksamheten

2. Intressepolitiskt arbete och horselskadades villkor negativt

e Brister i internkontroll, administrativa rutiner och processer
Brister i internkontroll, rutiner och processer for beslut, avtalshandldggning,
ekonomiadministration etc. 6kar risken for att felaktigheter, misstag och att till
exempel medvetna regelovertradelser inte upptacks.

Riskhantering

HRF arbetar fOr att vara en attraktiv arbetsgivare och erbjuda en horselsmart
arbetsplats som skapar forutsattningar for samverkan, rimlig arbetsbelastning,
andamalsenlig organisation, tydlig ledning och engagerade medarbetare.

Generalsekreteraren ansvarar for att tillsammans med HR chef och enhetschefer
kontinuerligt utvardera och utveckla arbetsprocesser, olika rollers funktion och
organisationens bemanning.
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Med syfte att systematiskt utveckla den organisatoriska och sociala arbetsmiljon har en
skyddskommitté etablerats for att forbédttra SAM-struktur, arbetssétt och kvalité.

HRF vill bidra till att medarbetarens livspussel fungerar. Viss flexibilitet och méjlighet
till hybridarbete erbjuds dérav, vilket 6kar forutsattningarna for en balanserad
livssituation.

For att sékerstédlla kompetensforsorjning arbetar HRF systematiskt med rollanpassad
introduktion dér flera kompetenser vid kansliet involveras for att skapa goda
forutsattningar for nya medarbetare. HRF erbjuder regelbundet verksamhetsrelaterad
kompetensutveckling, ett utvecklingsbehov som fdngas upp inom ramen for
medarbetarsamtalet.

Forbundskansliet arbetar fortlopande med att for vissa utsatta administrativa
verksamhetsdelar utarbeta dokumentation och kompetensutveckla “backup-personer”
for arbetsuppgifter som ar nodvandiga for att verksamheten skall kunna l6pa pé. Det
kan till exempel handla om 16pande bokféring, utbetalningar och 16ner.

Med syfte att forhindra storre hinder i verksamheten uppdaterar HRF fortlépande
funktionella rutiner, nédvandiga arbetsverktyg, fungerande IT-system etc. Det handlar
till exempel om att inom IT-omradet 6ka organisationens cybersakerhet undersoka
mojligheterna till forsidkringar som sikerstéller handldggning och atgérder i handelse
av till exempel dataintrang.

Strukturerna for forbundskansliets halvarsuppfoljning, verksamhets- och budget-
uppfoljning ger goda forutsittningar att fortlopande identifiera risker och vidta
forbattringar i handelse av betydelsefulla férdndringar i omvarlden. Vid storre
forandringar forankras beslut inom ramen for forbundsmotet.
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Attestordning HRF — firmateckning, avtal, attest, inkdp

Firmateckning/avtal

Med firmateckning menas en juridisk fullmakt att sluta avtal och/eller inga
forpliktelser for forbundets rakning.

Firmateckning erfordras for att inga avtal med en stérre ekonomisk paverkan
(kostnad) eller annan stor paverkan for HRF, eller dd motparten sa kréver.

Firmateckningen faststills av forbundsstyrelsen i ett separat beslut. For aktuella
uppgifter — se gillande beslut i forbundsstyrelsens protokoll.

Avtal skall inte ingds om det foreligger nagon form av javsituation. Som individ
har man alltid en skyldighet att informera om det rader en jévsituation vid till
exempel ingdende av ett

Bank-, plusgiro- och notariatskonton

Vem som tecknar dessa konton fattas av forbundsstyrelsen i ett separat beslut.
For aktuella uppgifter — se gillande beslut i forbundsstyrelsens protokoll.

Vardefoérsandelser

Attest

Vardeforsandelser, assurerade och rekommenderade brev kan kvitteras ut av
forbundsordfoérande, forbundskassor, generalsekreterare eller ekonomichef.

Att ha attestratt innebar att ha ansvar och befogenhet:

att besluta om inkop och bestéllning av varor och tjanster till en kostnad som
bedoms skélig och ligger inom ramen for budgetansvar samt att inkop/
bestillning inte strider mot HRFs uppfattning enligt Vardegrunden.

att godkénna fakturor och andra betalningsunderlag for betalning.

att bedéma att pris och leverans stdimmer 6verens med vad som
overenskommits. Om transaktionen grundas pé ett avtal skall detta avtal
hénvisas till vid attest.

att godkdnna interna bokforings- och betalningsunderlag (reserdkning,
tidrapport och liknande).

att bedoma att asatt kontering dr korrekt och att transaktionen registreras pa
rétt tidsperiod.

Beslutat av forbundsstyrelsen den 12 december 2024 1(3)
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Ingen attestberéattigad far attestera egna eller 6verordnads kostnader (resor,
traktamenten, facklitteratur etc.).

Generalsekreterarens personliga kostnader attesteras av forbundsordféranden.
Forbundsordforandens kostnader attesteras av forbundskassor. Generalsekreteraren
attesterar ovriga forbundsstyrelsens ledamoter.

Inkép/upphandling
Bestallning och ink6p av varor och tjanster:
e Inkop av varor och tjinster far goras enligt attestinstruktion.

e Vid storre inkdp/upphandling av varor, tjinst eller en investering bor offert fran
minst tre leverantorer infordras.

e linkopssituationen far det inte forekomma nagon jévsituation mellan bestéllare
och leverantor. Om sé skulle vara fallet hdnskjuts fragan till Forbundsstyrelsen
for beslut.

e Attest av faktura fran leverantor av vara eller tjanst kraver tva personers
godkidnnande:
1. En person som kan intyga att leverans stimmer enligt order och faktura
2. Attestansvarig (godkdnnande av kostnad och kontering) att besluta om
ink6p och bestéllning av varor och tjanster till en kostnad som bedoms
skalig och ligger inom ramen for budgetansvar samt att inkép/
bestallning inte strider mot HRFs uppfattning enligt Viardegrunden

Investering

Med investering menas inkop av maskin, inventarie eller annan tillgdng med en
berédknad livsldngd pa minst 3 &r och ett varde motsvarande minst ett halvt basbelopp.
Den éarliga kostnaden i resultatrdkningen blir inventariens avskrivning.

Investeringar 6ver 100 000 kr som inte ingar i budget skall godkénnas av
forbundsstyrelsen; i andra fall har generalsekreteraren rétt att fatta beslut om en
investering.

Aven om inventarierna anskaffas med ett hyres- eller leasingavtal giller samma
attestregler som for investering.

Beslutat av forbundsstyrelsen den 12 december 2024 2(3)
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Vem attesterar vad?

Generalsekreteraren attesterar

e kostnader och intdkter inom ramen for férbundskansliets verksamhet — enligt
verksamhetsplan och budget.

e enicke budgeterad kostnad ej 6verstigande 100 000 kr.

e personliga kostnader avseende enhetscheferna, HR-chef, planeringssekreterare
och organisationsutvecklare samt forbundsstyrelsens ledamoéter (ej forbunds-
ordféranden).

e nyanstéllning och anstillningsavtal.
e 16ner och 16nef6érandringar.

e budgeterat inkop i form av investering.

Ovrig personal

Generalsekreteraren har ansvaret att ta fram en attestordning och attestlista for 6vrig
personal med utgangspunkt fran ansvarsfordelning och beslutad verksamhetsplan och
budget. Dessa ska uppdateras arligen och uppdateras nar omstandigheterna sé kraver.

Beslutat av forbundsstyrelsen den 12 december 2024 3(3)
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Forbundsordforandens rapporter

26 september

1 oktober
2 oktober
3 oktober
10 oktober
12 oktober

16 oktober

19 oktober
21 oktober

22 oktober

29 oktober

4-5 november

5 november

8 november
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Mote med Socialstyrelsens funktionshinderrad.
Deltog i uppvaktning pa MFD:s 10-arsjubileum.

Digitalt m6te med ordféranden for horselskadeorganisationerna
i Bolivia.

Mote med HRF Malmoforeningens styrelse.

Dialogtraff med horselvarden och politiker i region Skane.
Mote med Socialstyrelsens funktionshinderrad.

Dialogtraff med horselvarden och regionpolitiker i Norrbotten.
Deltog pa HRF S6dermanlands hostmote.

Blev intervjuad av journalist frdn SVT Rapport angdende de
langa koerna till audionommottagningarna runtom i landet.

Besokte HRF Linkoping pd Horselskadades Dag.
Mote med Cochlear.

Mote med Ida Hansson, ordférande, och Jonathan Elebjork
Wabhlgvist, generalsekreterare pa UH.

Mote med Susanna Ahlstrom (HRF) och Klas Nelfelt (FSDB),
brukarorganisationernas representanter i Svenska Audiologiska
Séllskapet (SAS). Motet géllde nominering av en brukar-
representant till den vetenskapliga kommittén, som ska granska
och godkénna abstracts till SAS kongress i november 2026.

Mote med Horselforskningsfondens styrelse.

Deltog i mote med IEC TC21/WG13 om framtagande av
standard for Auracast.

Deltog pa 40-arsjubileet till minne av den foérsta CI-operationen.
Jubiléet anordnades av Karolinska Universitetssjukhuset.

Signerat NA, UO, JS



Horselskadades Riksforbund 2(3)

13 november

14 november

15 november

16 november

19 november

21 november

25 november

27 november

28 november

29 november

3 december

5 december

6 december
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Deltog pd MyRights medlemsmote.
Mote med Ordférandegruppen.

Deltog pa digital informationsdag om CI, anordnad av
Karolinska Universitetssjukhuset.

Viard for HRF’s webbinarium om AA-projektet Digitalt dar vi hor
till. Webbinariet var en av flera programpunkter pa Digitali-
dagarna.

Motesordférande pa HRF Gévleborgs hostmote.

Deltog i mote med Boverkets arbetsgrupp om informations-
kampanj kring Enkelt avhjdlpta hinder.

Deltog pa Audiologisk dag, som anordnades av Svenska
Audiologiska Sallskapet. Unga Horselskadade var medarrangor.

Besokte Svenska Horselforbundet i Helsingfors tillsammans med
Mattias Lundekvam och Nina Andersson Weaver. Syftet med
besoket var att 6verlamna ordférandeskapet for Nordiska
Horselskadades Samarbetskommitté till dem (och Kuuloliitto).

Deltog pa Swedbanks stiftelseseminarium.

Holl ett foredrag for horselvardscheferna pa deras arliga mote.

Deltog pa Givas lansering av rapporten Utmaningar och
mojligheter for civilsamhéllet — vad sdger ledarna?

Mote med Svenska Audiologiska Séllskapets valberedning.
Mote med styrelsen for stiftelsen Rikstolktjansten (RTT).
Deltog i mote med Boverkets samradsgrupp.

Deltog i mé6te med Socialstyrelsens funktionshinderrad. Jag fick
bl.a. tréffa och prata med Bjorn Eriksson, som ar ny general-
direktor for Socialstyrelsen.

Mote med Svenska Audiologiska Séllskapets valberedning.

Signerat NA, UO, JS
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9 december Deltog i PSFunk 2024. Arets dialogdag hade titeln Inkluderande
krisberedskap och information i orostider.
10 december Deltog i mote med Regeringens utokade patientrad. Radet fick

besok fran Nationella vardansvarskommittén som informerade
om sitt uppdrag. De ska bl.a. utreda ett helt eller delvis statligt
huvudmannaskap for hilso- och sjukvarden.

12 december Deltog i mote med en arbetsgrupp, utsedd av IEC TC21/WG13,
om framtagande av standard for Auracast.

Transaktion 09222115557536210713

Signerat NA, UO, JS
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Forbundsordforandens delegationer

26 september

5-6 oktober

26 oktober

26 oktober

5 november

6-13 november

8 november

16 november
16-17 november

27 november
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Eva Blomgvist deltog i digitalt méte med ordférandena for de tre
foreningarna for horselskadade i Bolivia.

Stig-Axel Nilsson deltog pa arets Norrlandstraff i Lulea.

Eivor Johansson besokte HRF Lidkoping-Gotene och beréttade
om férbundets arbete med speciell inriktning pa arbetsliv.

Jonas Sahlberg deltog pd HRF Vistra Gotalands hostmote.

Susanna Ahlstrom deltog i invigning av utstillning i Norrkoping
med anledning av HRF Ostra Ostergotlands 90-&rsjubileum.

Marie-Louise Andersson besokte Bolivia. Syftet med besoket var
att folja upp det bistandsprojekt som vi bedriver dér tillsammans
med de lokala féreningarna for horselskadade i Bolivia.

Eva Blomgqvist och Jonas Sahlberg deltog pa 40-arsjubileet till
minne av den forsta CI-operationen. Jubiléet anordnades av
Karolinska Universitetssjukhuset.

Susanna Ahlstrom deltog pa HRF Kronobergs hostmote.
Jonas Sahlberg deltog pd UH:s arsmoéte i Bollnas.

Jonas Sahlberg deltog pa Swedbanks stiftelseseminarium.

Signerat NA, UO, JS
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Generalsekreterarens delegationer

24 september

26 september

1 oktober

3 oktober

10 oktober

16 oktober

21 oktober

25 oktober

30 oktober

3 november

4-5 november

6 november

8 november

12 november

13 november
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Mattias Lundekvam deltog pa méte med Funktionshinder-
delegationen.

Mattias Lundekvam deltog pd MFD:s Oppet Hus med anledning
av deras 10-arsjubileum.

Monica Lovstrom deltog pa moéte med NAG-horsel, Nationell
arbetsgrupp for audiologi.

Sara Bryntse deltog pa informationsforum med Arbets-
formedlingen.

Mattias Lundekvam deltog pa méte med Funktionshinderradet
vid MFD.

Mattias Lundekvam deltog pa MyRights medlemsmote.

Mattias Lundekvam deltog pa SVT:s avtackning av Hanna
Stjarne.

Sara Bryntse deltog pa dialogforum med Arbetsférmedlingen.

Mattias Lundekvam delotg pa webbinariet Hearing Access:
Hearing Loop or Auracast? — Why not both?

Sara Bryntse deltog pa informationsmote med arbetsmiljo-
utredningen.

Mattias Lundekvam deltog pa Horselforskningsfondens
styrelsemote.

Monica Lovstrom deltog pd mote med NAG-horsel, Nationell
arbetsgrupp for audiologi.

Mattias Lundekvam deltog pa CI-dagen 40 &r pa Karolinska
Universitetssjukhuset.

Mattias Lundekvam deltog pa PTS:s konferens om digitalisering.

Mattias Lundekvam deltog pd MyRights informationsméte.

Signerat NA, UO, JS
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20 november

21 november

22 november

27 november

27 november

27 november

28 november

3 december

10 december
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Mattias Lundekvam deltog pa Fremias framtidsmingel.
Mattias Lundekvam deltog pa Audiologisk dag.

Sara Bryntse deltog pa samrad med Arbetsmiljoverket.
Olle Quist deltog pa Swedbanks stiftelseseminarium.
Sara Bryntse deltog pd SPSM:s intresserad.

Sara Bryntse deltog pa dialogmoéte med Socialstyrelsen.

Mattias Lundekvam deltog pd mote med Funktionshinder-
delegationen.

Monica Lovstrom deltog pd mote med NAG-horsel, Nationell
arbetsgrupp for audiologi.

Monica Lovstrom deltog pd mote med NAG-horsel, Nationell
arbetsgrupp for audiologi.

Signerat NA, UO, JS
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-01-09 19:52:29.314468 UTC ±2 ms

    		2025-01-09 19:44:14.458583 UTC

    		

      81.236.183.193

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36 Edg/131.0.0.0

      

    

    		

      

        The initiator Nina Andersson-Weaver (NA) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-04-09 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-01-09 19:52:31.79371 UTC ±2 ms

    		2025-01-09 19:44:14.458583 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Nina Andersson-Weaver (NA) was delivered.

      


    

  



  

  

    		2025-01-09 19:52:33.78328 UTC ±2 ms

    		2025-01-09 19:44:14.458583 UTC

    		

      81.236.183.193

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36 Edg/131.0.0.0

      

    

    		

      

        The party Nina Andersson-Weaver (NA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-01-09 19:53:54.131225 UTC ±3 ms

    		2025-01-09 19:44:14.458583 UTC

    		

      81.236.183.193

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36 Edg/131.0.0.0

      

    

    		

      

        The signatory Nina Andersson-Weaver (NA) signed in the signature box “signature 1”.
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The box’s placement in the Main Document:		Page		X		Y

		7		0.352		0.669



 

      


    

  



  

  

    		2025-01-09 19:53:54.131225 UTC ±3 ms

    		2025-01-09 19:44:14.458583 UTC

    		

      81.236.183.193

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36 Edg/131.0.0.0

      

    

    		

      

        The signatory Nina Andersson-Weaver (NA) signed the document.

      


    

  



  

  

    		2025-01-09 19:53:54.131225 UTC ±3 ms

    		2025-01-09 19:44:14.458583 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ulf.olsson@hrf.se) to Ulf Olsson (UO). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-01-09 19:53:54.131225 UTC ±3 ms

    		2025-01-09 19:44:14.458583 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jonas.sahlberg@hrf.se) to Jonas Sahlberg (JS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-01-09 19:53:56.120402 UTC ±3 ms

    		2025-01-09 19:44:14.458583 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ulf Olsson (UO) was delivered.

      


    

  



  

  

    		2025-01-09 19:53:56.132764 UTC ±3 ms

    		2025-01-09 19:44:14.458583 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonas Sahlberg (JS) was delivered.

      


    

  



  

  

    		2025-01-09 19:54:41.596637 UTC ±3 ms

    		2025-01-09 19:44:14.458583 UTC

    		

      83.249.35.225

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Jonas Sahlberg (JS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-01-09 19:56:26.297381 UTC ±3 ms

    		2025-01-09 19:44:14.458583 UTC

    		

      83.249.35.225

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Jonas Sahlberg (JS) signed in the signature box “signature 1”.
[image: signature]Jnat Mwwj







The box’s placement in the Main Document:		Page		X		Y
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    		2025-01-09 19:56:26.297381 UTC ±3 ms

    		2025-01-09 19:44:14.458583 UTC

    		

      83.249.35.225

      

        Mozilla/5.0 (Linux; Android 10; K) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/131.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The signatory Jonas Sahlberg (JS) signed the document.

      


    

  



  

  

    		2025-01-10 09:28:20.544832 UTC ±10 ms

    		2025-01-10 08:44:50.793854 UTC

    		

      82.183.26.20

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.2 Safari/605.1.15

      

    

    		

      

        The party Ulf Olsson (UO) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-01-10 09:32:45.87562 UTC ±10 ms

    		2025-01-10 08:44:50.793854 UTC

    		

      82.183.26.20

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.2 Safari/605.1.15

      

    

    		

      

        The signatory Ulf Olsson (UO) signed in the signature box “signature 1”.
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    		2025-01-10 09:32:45.87562 UTC ±10 ms

    		2025-01-10 08:44:50.793854 UTC

    		

      82.183.26.20

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/18.2 Safari/605.1.15

      

    

    		

      

        The signatory Ulf Olsson (UO) signed the document.

      


    

  



  

  

    		2025-01-10 09:32:45.87562 UTC ±10 ms

    		2025-01-10 08:44:50.793854 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-01-10 09:32:46.139697 UTC ±10 ms

    		2025-01-10 08:44:50.793854 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.21 ms

		standard deviation: 1.47 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈90.734%

		|e| < 5 ms: ≈99.923%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2024-11-29 17:06:00.891444 UTC and 2025-01-10 08:44:50.793854 UTC:







  		Time collected

  		Clock offset







  

    		2024-11-29 17:06:00.891444

    		0.4 ms

  





  

    		2024-11-29 18:06:04.54315

    		-0.2 ms

  





  

    		2024-11-29 19:06:06.779398

    		4.1 ms

  





  

    		2024-11-29 20:06:08.389667

    		-0.2 ms

  





  

    		2024-11-29 21:06:10.035467

    		-2.0 ms

  





  

    		2024-11-29 22:06:12.094633

    		-1.4 ms

  





  

    		2024-11-29 23:06:15.105438

    		-4.4 ms

  





  

    		2024-11-30 00:06:17.108378

    		0.5 ms

  





  

    		2024-11-30 01:06:19.160235

    		2.7 ms

  





  

    		2024-11-30 02:06:20.669679

    		3.9 ms

  





  

    		2024-11-30 03:06:22.158457

    		0.9 ms

  





  

    		2024-11-30 04:06:23.65464

    		0.3 ms

  





  

    		2024-11-30 05:06:26.690919

    		-0.4 ms

  





  

    		2024-11-30 06:06:30.861085

    		1.2 ms

  





  

    		2024-11-30 07:06:34.269716

    		-1.1 ms

  





  

    		2024-11-30 08:06:36.116018

    		1.6 ms

  





  

    		2024-11-30 09:06:38.908545

    		4.3 ms

  





  

    		2024-11-30 10:06:40.861768

    		-0.1 ms

  





  

    		2024-11-30 11:06:42.848284

    		-0.8 ms

  





  

    		2024-11-30 12:06:44.318665

    		3.0 ms

  





  

    		2024-11-30 13:06:46.611663

    		1.4 ms

  





  

    		2024-11-30 14:06:49.259734

    		-0.1 ms

  





  

    		2024-11-30 15:06:50.869349

    		-1.3 ms

  





  

    		2024-11-30 16:06:52.366911

    		0.9 ms

  





  

    		2024-11-30 17:06:54.41024

    		-0.7 ms

  





  

    		2024-11-30 18:06:55.963538

    		-0.6 ms

  





  

    		2024-11-30 19:06:58.099341

    		-1.2 ms

  





  

    		2024-11-30 20:06:59.610775

    		-1.4 ms

  





  

    		2024-11-30 21:07:01.258231

    		-1.3 ms

  





  

    		2024-11-30 22:07:03.071885

    		-0.2 ms

  





  

    		2024-11-30 23:07:04.718911

    		0.6 ms

  





  

    		2024-12-01 00:07:06.6024

    		-0.8 ms

  





  

    		2024-12-01 01:07:09.3568

    		-0.5 ms

  





  

    		2024-12-01 02:07:10.836372

    		0.0 ms

  





  

    		2024-12-01 03:07:14.981847

    		-0.4 ms

  





  

    		2024-12-01 04:07:17.968508

    		2.6 ms

  





  

    		2024-12-01 05:07:20.120218

    		-0.1 ms

  





  

    		2024-12-01 06:07:22.829144

    		0.8 ms

  





  

    		2024-12-01 07:07:25.679935

    		3.7 ms

  





  

    		2024-12-01 08:07:28.575995

    		0.6 ms

  





  

    		2024-12-01 09:07:30.977847

    		0.4 ms

  





  

    		2024-12-01 10:07:32.889061

    		0.2 ms

  





  

    		2024-12-01 11:07:35.271158

    		0.2 ms

  





  

    		2024-12-01 12:07:38.072175

    		0.2 ms

  





  

    		2024-12-01 13:07:39.594513

    		0.3 ms

  





  

    		2024-12-01 14:07:43.290521

    		-0.7 ms

  





  

    		2024-12-01 15:07:45.323897

    		1.4 ms

  





  

    		2024-12-01 16:07:47.682159

    		1.2 ms

  





  

    		2024-12-01 17:07:49.33767

    		-0.3 ms

  





  

    		2024-12-01 18:07:51.56038

    		1.7 ms

  





  

    		2024-12-01 19:07:53.450021

    		-1.4 ms

  





  

    		2024-12-01 20:07:55.88067

    		-3.1 ms

  





  

    		2024-12-01 21:07:58.17268

    		-0.4 ms

  





  

    		2024-12-01 22:08:00.147621

    		-1.6 ms

  





  

    		2024-12-01 23:08:02.706449

    		0.9 ms

  





  

    		2024-12-02 00:08:05.327911

    		-0.5 ms

  





  

    		2024-12-02 01:08:09.503001

    		-1.3 ms

  





  

    		2024-12-02 02:08:13.768398

    		-0.9 ms

  





  

    		2024-12-02 03:08:15.770449

    		-0.5 ms

  





  

    		2024-12-02 04:08:17.927993

    		2.5 ms

  





  

    		2024-12-02 05:08:20.010653

    		2.8 ms

  





  

    		2024-12-02 06:08:21.448791

    		-0.3 ms

  





  

    		2024-12-02 07:08:23.475412

    		3.4 ms

  





  

    		2024-12-02 08:08:25.901272

    		-0.6 ms

  





  

    		2024-12-02 09:08:27.610488

    		1.6 ms

  





  

    		2024-12-02 10:08:29.325474

    		-0.1 ms

  





  

    		2024-12-02 11:08:31.371414

    		3.7 ms

  





  

    		2024-12-02 12:08:33.228453

    		-0.2 ms

  





  

    		2024-12-02 13:08:35.153763

    		0.3 ms

  





  

    		2024-12-02 14:08:37.027321

    		-1.2 ms

  





  

    		2024-12-02 15:08:38.810392

    		-0.6 ms

  





  

    		2024-12-02 16:08:40.490582

    		-0.4 ms

  





  

    		2024-12-02 17:08:42.858306

    		-0.6 ms

  





  

    		2024-12-02 18:08:44.553682

    		-0.4 ms

  





  

    		2024-12-02 19:08:47.171716

    		0.3 ms

  





  

    		2024-12-02 20:08:50.118143

    		-0.1 ms

  





  

    		2024-12-02 21:08:52.369087

    		-0.3 ms

  





  

    		2024-12-02 22:08:55.077744

    		1.6 ms

  





  

    		2024-12-02 23:08:57.032812

    		0.4 ms

  





  

    		2024-12-03 00:08:58.75391

    		1.2 ms

  





  

    		2024-12-03 01:09:01.167286

    		0.2 ms

  





  

    		2024-12-03 02:09:04.35758

    		-1.5 ms

  





  

    		2024-12-03 03:09:05.913171

    		-0.4 ms

  





  

    		2024-12-03 04:09:07.740743

    		-0.8 ms

  





  

    		2024-12-03 05:09:09.278158

    		1.6 ms

  





  

    		2024-12-03 06:09:11.13276

    		1.8 ms

  





  

    		2024-12-03 07:09:13.526979

    		1.8 ms

  





  

    		2024-12-03 08:09:15.608902

    		1.6 ms

  





  

    		2024-12-03 09:09:17.938275

    		1.4 ms

  





  

    		2024-12-03 10:09:20.258881

    		1.7 ms

  





  

    		2024-12-03 11:09:21.835611

    		-0.2 ms

  





  

    		2024-12-03 12:09:23.69891

    		-1.5 ms

  





  

    		2024-12-03 13:09:25.315122

    		1.5 ms

  





  

    		2024-12-03 14:09:26.969207

    		2.2 ms

  





  

    		2024-12-03 15:09:28.621033

    		1.0 ms

  





  

    		2024-12-03 16:09:30.455862

    		0.1 ms

  





  

    		2024-12-03 17:09:32.030679

    		1.0 ms

  





  

    		2024-12-03 18:09:34.484822

    		-1.3 ms

  





  

    		2024-12-03 19:09:36.605215

    		-0.1 ms

  





  

    		2024-12-03 20:09:39.153589

    		-1.0 ms

  





  

    		2024-12-03 21:09:40.788908

    		-0.1 ms

  





  

    		2024-12-03 22:09:42.62084

    		0.6 ms

  





  

    		2024-12-03 23:09:44.632116

    		1.2 ms

  





  

    		2024-12-04 00:09:46.852254

    		1.0 ms

  





  

    		2024-12-04 01:09:48.591084

    		-1.4 ms

  





  

    		2024-12-04 02:09:52.353866

    		-0.9 ms

  





  

    		2024-12-04 03:09:55.866579

    		-0.4 ms

  





  

    		2024-12-04 04:09:58.080079

    		-1.0 ms

  





  

    		2024-12-04 05:10:00.217837

    		-0.2 ms

  





  

    		2024-12-04 06:10:02.323594

    		1.5 ms

  





  

    		2024-12-04 07:10:04.970711

    		0.2 ms

  





  

    		2024-12-04 08:10:06.626646

    		1.2 ms

  





  

    		2024-12-04 09:10:08.44096

    		0.4 ms

  





  

    		2024-12-04 10:10:09.994325

    		2.3 ms

  





  

    		2024-12-04 11:10:11.859298

    		0.3 ms

  





  

    		2024-12-04 12:10:13.727025

    		0.9 ms

  





  

    		2024-12-04 13:10:15.457322

    		2.5 ms

  





  

    		2024-12-04 14:10:17.130741

    		6.8 ms

  





  

    		2024-12-04 15:10:19.480785

    		-0.8 ms

  





  

    		2024-12-04 16:10:22.159862

    		1.0 ms

  





  

    		2024-12-04 17:10:24.122915

    		2.5 ms

  





  

    		2024-12-04 18:10:26.643495

    		1.8 ms

  





  

    		2024-12-04 19:10:28.44582

    		0.5 ms

  





  

    		2024-12-04 20:10:30.748864

    		-0.8 ms

  





  

    		2024-12-04 21:10:32.875785

    		-0.3 ms

  





  

    		2024-12-04 22:10:35.644119

    		-1.8 ms

  





  

    		2024-12-04 23:10:38.217411

    		-0.9 ms

  





  

    		2024-12-05 00:10:39.997957

    		1.4 ms

  





  

    		2024-12-05 01:10:41.886739

    		1.1 ms

  





  

    		2024-12-05 02:10:45.177076

    		1.2 ms

  





  

    		2024-12-05 03:10:47.246978

    		-0.2 ms

  





  

    		2024-12-05 04:10:49.388179

    		-0.2 ms

  





  

    		2024-12-05 05:10:52.41724

    		1.0 ms

  





  

    		2024-12-05 06:10:55.490047

    		-0.5 ms

  





  

    		2024-12-05 07:10:57.918831

    		-0.7 ms

  





  

    		2024-12-05 08:11:00.869922

    		-0.4 ms

  





  

    		2024-12-05 09:11:04.12415

    		0.3 ms

  





  

    		2024-12-05 10:11:06.921497

    		2.6 ms

  





  

    		2024-12-05 11:11:09.254239

    		2.5 ms

  





  

    		2024-12-05 12:11:11.71758

    		1.0 ms

  





  

    		2024-12-05 13:11:13.290521

    		-0.2 ms

  





  

    		2024-12-05 14:11:15.969421

    		2.5 ms

  





  

    		2024-12-05 15:11:17.403197

    		-1.1 ms

  





  

    		2024-12-05 16:11:19.256704

    		-0.7 ms

  





  

    		2024-12-05 17:11:20.88909

    		-1.0 ms

  





  

    		2024-12-05 18:11:23.120094

    		0.9 ms

  





  

    		2024-12-05 19:11:25.453734

    		-0.6 ms

  





  

    		2024-12-05 20:11:27.61821

    		-3.6 ms

  





  

    		2024-12-05 21:11:29.141741

    		-1.4 ms

  





  

    		2024-12-05 22:11:30.668839

    		-2.0 ms

  





  

    		2024-12-05 23:11:32.951118

    		-0.7 ms

  





  

    		2024-12-06 00:11:36.242577

    		0.1 ms

  





  

    		2024-12-06 01:11:37.949078

    		-0.8 ms

  





  

    		2024-12-06 02:11:40.309026

    		-0.3 ms

  





  

    		2024-12-06 03:11:41.980577

    		-0.7 ms

  





  

    		2024-12-06 04:11:43.829252

    		-0.5 ms

  





  

    		2024-12-06 05:11:47.937478

    		-0.3 ms

  





  

    		2024-12-06 06:11:49.461024

    		1.4 ms

  





  

    		2024-12-06 07:11:51.610285

    		0.1 ms

  





  

    		2024-12-06 08:11:54.167655

    		0.7 ms

  





  

    		2024-12-06 09:11:55.679267

    		1.3 ms

  





  

    		2024-12-06 10:11:57.437925

    		1.4 ms

  





  

    		2024-12-06 11:11:59.143601

    		1.3 ms

  





  

    		2024-12-06 12:12:01.616379

    		0.5 ms

  





  

    		2024-12-06 13:12:03.215031

    		-1.1 ms

  





  

    		2024-12-06 14:12:04.640379

    		-0.2 ms

  





  

    		2024-12-06 15:12:06.432792

    		-0.3 ms

  





  

    		2024-12-06 16:12:09.747026

    		3.2 ms

  





  

    		2024-12-06 17:12:11.732929

    		2.5 ms

  





  

    		2024-12-06 18:12:15.83971

    		2.6 ms

  





  

    		2024-12-06 19:12:18.209073

    		-0.5 ms

  





  

    		2024-12-06 20:12:20.570936

    		-5.1 ms

  





  

    		2024-12-06 21:12:23.116111

    		1.2 ms

  





  

    		2024-12-06 22:12:25.675293

    		1.6 ms

  





  

    		2024-12-06 23:12:27.619737

    		1.3 ms

  





  

    		2024-12-07 00:12:31.114366

    		0.6 ms

  





  

    		2024-12-07 01:12:33.946094

    		-0.8 ms

  





  

    		2024-12-07 02:12:36.560624

    		3.1 ms

  





  

    		2024-12-07 03:12:38.335751

    		2.2 ms

  





  

    		2024-12-07 04:12:39.944856

    		3.7 ms

  





  

    		2024-12-07 05:12:41.601378

    		-0.7 ms

  





  

    		2024-12-07 06:12:43.393932

    		0.2 ms

  





  

    		2024-12-07 07:12:45.219865

    		0.4 ms

  





  

    		2024-12-07 08:12:46.94617

    		2.5 ms

  





  

    		2024-12-07 09:12:49.193853

    		-1.0 ms

  





  

    		2024-12-07 10:12:52.640977

    		1.3 ms

  





  

    		2024-12-07 11:12:54.724756

    		-0.9 ms

  





  

    		2024-12-07 12:12:56.564165

    		0.6 ms

  





  

    		2024-12-07 13:12:59.46792

    		1.0 ms

  





  

    		2024-12-07 14:13:01.005737

    		-2.5 ms

  





  

    		2024-12-07 15:13:02.829236

    		2.5 ms

  





  

    		2024-12-07 16:13:04.907387

    		-0.5 ms

  





  

    		2024-12-07 17:13:08.139612

    		1.6 ms

  





  

    		2024-12-07 18:13:10.760464

    		-0.8 ms

  





  

    		2024-12-07 19:13:14.022527

    		-1.8 ms

  





  

    		2024-12-07 20:13:15.867922

    		1.3 ms

  





  

    		2024-12-07 21:13:18.825051

    		-1.3 ms

  





  

    		2024-12-07 22:13:21.375367

    		0.4 ms

  





  

    		2024-12-07 23:13:23.567546

    		-2.0 ms

  





  

    		2024-12-08 00:13:27.34353

    		-0.7 ms

  





  

    		2024-12-08 01:13:29.370053

    		1.6 ms

  





  

    		2024-12-08 02:13:31.53787

    		2.3 ms

  





  

    		2024-12-08 03:13:33.810566

    		0.2 ms

  





  

    		2024-12-08 04:13:35.99145

    		-0.6 ms

  





  

    		2024-12-08 05:13:37.852518

    		-2.9 ms

  





  

    		2024-12-08 06:13:39.561328

    		-2.7 ms

  





  

    		2024-12-08 07:13:41.969251

    		0.7 ms

  





  

    		2024-12-08 08:13:44.59386

    		1.9 ms

  





  

    		2024-12-08 09:13:48.141336

    		3.8 ms

  





  

    		2024-12-08 10:13:50.634403

    		2.4 ms

  





  

    		2024-12-08 11:13:52.586973

    		1.2 ms

  





  

    		2024-12-08 12:13:55.068019

    		0.8 ms

  





  

    		2024-12-08 13:13:56.61719

    		-4.0 ms

  





  

    		2024-12-08 14:14:00.325195

    		0.8 ms

  





  

    		2024-12-08 15:14:02.96824

    		1.7 ms

  





  

    		2024-12-08 16:14:05.227779

    		1.6 ms

  





  

    		2024-12-08 17:14:07.216714

    		-2.2 ms

  





  

    		2024-12-08 18:14:11.250088

    		2.3 ms

  





  

    		2024-12-08 19:14:13.529101

    		-3.0 ms

  





  

    		2024-12-08 20:14:15.861505

    		1.5 ms

  





  

    		2024-12-08 21:14:18.005204

    		0.4 ms

  





  

    		2024-12-08 22:14:20.421441

    		0.2 ms

  





  

    		2024-12-08 23:14:22.179693

    		-2.1 ms

  





  

    		2024-12-09 00:14:24.466469

    		-1.4 ms

  





  

    		2024-12-09 01:14:26.868442

    		-3.1 ms

  





  

    		2024-12-09 02:14:29.828571

    		3.1 ms

  





  

    		2024-12-09 03:14:32.221536

    		-2.1 ms

  





  

    		2024-12-09 04:14:34.75651

    		3.1 ms

  





  

    		2024-12-09 05:14:37.382123

    		-2.9 ms

  





  

    		2024-12-09 06:14:40.489255

    		-2.9 ms

  





  

    		2024-12-09 07:14:42.152449

    		1.2 ms

  





  

    		2024-12-09 08:14:43.80328

    		3.1 ms

  





  

    		2024-12-09 09:14:46.29952

    		0.3 ms

  





  

    		2024-12-09 10:14:48.253697

    		2.7 ms

  





  

    		2024-12-09 11:14:49.977095

    		0.1 ms

  





  

    		2024-12-09 12:14:52.618131

    		1.6 ms

  





  

    		2024-12-09 13:14:55.249721

    		-0.8 ms

  





  

    		2024-12-09 14:14:57.38778

    		-1.2 ms

  





  

    		2024-12-09 15:14:59.138477

    		1.7 ms

  





  

    		2024-12-09 16:15:01.329675

    		-0.3 ms

  





  

    		2024-12-09 17:15:03.415501

    		3.6 ms

  





  

    		2024-12-09 18:15:06.4673

    		0.2 ms

  





  

    		2024-12-09 19:15:08.803794

    		-0.3 ms

  





  

    		2024-12-09 20:15:10.947704

    		-1.8 ms

  





  

    		2024-12-09 21:15:12.808311

    		-0.4 ms

  





  

    		2024-12-09 22:15:16.020638

    		-1.2 ms

  





  

    		2024-12-09 23:15:18.398858

    		-0.8 ms

  





  

    		2024-12-10 00:15:21.068459

    		-0.8 ms

  





  

    		2024-12-10 01:15:22.899593

    		-2.0 ms

  





  

    		2024-12-10 02:15:24.8271

    		-1.7 ms

  





  

    		2024-12-10 03:15:28.054983

    		-2.0 ms

  





  

    		2024-12-10 04:15:30.763698

    		1.6 ms

  





  

    		2024-12-10 05:15:32.622198

    		-0.1 ms

  





  

    		2024-12-10 06:15:34.823732

    		0.3 ms

  





  

    		2024-12-10 07:15:36.765141

    		1.9 ms

  





  

    		2024-12-10 08:15:40.179268

    		0.1 ms

  





  

    		2024-12-10 09:15:43.373184

    		-0.5 ms

  





  

    		2024-12-10 10:15:45.652278

    		-0.8 ms

  





  

    		2024-12-10 11:15:47.980055

    		1.6 ms

  





  

    		2024-12-10 12:15:50.206151

    		0.9 ms

  





  

    		2024-12-10 13:15:52.628915

    		0.1 ms

  





  

    		2024-12-10 14:15:54.166645

    		-0.5 ms

  





  

    		2024-12-10 15:15:56.379045

    		-0.3 ms

  





  

    		2024-12-10 16:15:58.477178

    		-0.3 ms

  





  

    		2024-12-10 17:16:00.286964

    		0.3 ms

  





  

    		2024-12-10 18:16:03.844847

    		1.4 ms

  





  

    		2024-12-10 19:16:05.414387

    		-0.3 ms

  





  

    		2024-12-10 20:16:07.615526

    		-1.4 ms

  





  

    		2024-12-10 21:16:11.670718

    		-2.3 ms

  





  

    		2024-12-10 22:16:13.499155

    		-1.1 ms

  





  

    		2024-12-10 23:16:15.591786

    		-0.6 ms

  





  

    		2024-12-11 00:16:18.071175

    		-1.4 ms

  





  

    		2024-12-11 01:16:20.218363

    		1.0 ms

  





  

    		2024-12-11 02:16:22.001854

    		-1.5 ms

  





  

    		2024-12-11 03:16:24.859526

    		0.9 ms

  





  

    		2024-12-11 04:16:27.244213

    		-1.2 ms

  





  

    		2024-12-11 05:16:28.800762

    		0.8 ms

  





  

    		2024-12-11 06:16:31.315781

    		3.2 ms

  





  

    		2024-12-11 07:16:33.325852

    		3.8 ms

  





  

    		2024-12-11 08:16:35.350678

    		1.3 ms

  





  

    		2024-12-11 09:16:37.527771

    		-1.6 ms

  





  

    		2024-12-11 10:16:39.629484

    		1.5 ms

  





  

    		2024-12-11 11:16:42.493688

    		1.1 ms

  





  

    		2024-12-11 12:16:44.353587

    		-0.7 ms

  





  

    		2024-12-11 13:16:46.227429

    		0.5 ms

  





  

    		2024-12-11 14:16:47.926648

    		3.0 ms

  





  

    		2024-12-11 15:16:49.743636

    		0.1 ms

  





  

    		2024-12-11 16:16:51.808605

    		3.4 ms

  





  

    		2024-12-11 17:16:53.277525

    		-0.2 ms

  





  

    		2024-12-11 18:16:55.917246

    		-1.4 ms

  





  

    		2024-12-11 19:16:57.47852

    		-2.7 ms

  





  

    		2024-12-11 20:16:59.239717

    		-1.0 ms

  





  

    		2024-12-11 21:17:00.808974

    		1.3 ms

  





  

    		2024-12-11 22:17:02.899996

    		0.9 ms

  





  

    		2024-12-11 23:17:04.988577

    		-1.8 ms

  





  

    		2024-12-12 00:17:06.957568

    		0.3 ms

  





  

    		2024-12-12 01:17:09.059665

    		-3.8 ms

  





  

    		2024-12-12 02:17:11.706237

    		-1.2 ms

  





  

    		2024-12-12 03:17:13.96705

    		-1.1 ms

  





  

    		2024-12-12 04:17:15.859273

    		-0.5 ms

  





  

    		2024-12-12 05:17:18.083942

    		2.1 ms

  





  

    		2024-12-12 06:17:20.652251

    		-1.2 ms

  





  

    		2024-12-12 07:17:22.661671

    		1.6 ms

  





  

    		2024-12-12 08:17:25.164245

    		-0.6 ms

  





  

    		2024-12-12 09:17:27.873847

    		4.9 ms

  





  

    		2024-12-12 10:17:29.365959

    		1.9 ms

  





  

    		2024-12-12 11:17:31.848037

    		0.1 ms

  





  

    		2024-12-12 12:17:33.521341

    		0.9 ms

  





  

    		2024-12-12 13:17:35.484499

    		0.5 ms

  





  

    		2024-12-12 14:17:37.512143

    		0.4 ms

  





  

    		2024-12-12 15:17:39.469328

    		-1.3 ms

  





  

    		2024-12-12 16:17:41.941566

    		0.8 ms

  





  

    		2024-12-12 17:17:43.952031

    		-0.3 ms

  





  

    		2024-12-12 18:17:45.537169

    		0.1 ms

  





  

    		2024-12-12 19:17:47.925321

    		-0.9 ms

  





  

    		2024-12-12 20:17:51.878577

    		-0.1 ms

  





  

    		2024-12-12 21:17:53.775557

    		1.1 ms

  





  

    		2024-12-12 22:17:56.807213

    		-2.6 ms

  





  

    		2024-12-12 23:18:00.041028

    		-0.2 ms

  





  

    		2024-12-13 00:18:02.201845

    		-0.3 ms

  





  

    		2024-12-13 01:18:04.564504

    		1.8 ms

  





  

    		2024-12-13 02:18:07.289801

    		-1.9 ms

  





  

    		2024-12-13 03:18:10.039178

    		-4.0 ms

  





  

    		2024-12-13 04:18:12.785646

    		-1.0 ms

  





  

    		2024-12-13 05:18:15.061918

    		-2.3 ms

  





  

    		2024-12-13 06:18:17.24617

    		1.8 ms

  





  

    		2024-12-13 07:18:19.915286

    		0.2 ms

  





  

    		2024-12-13 08:18:21.770677

    		0.1 ms

  





  

    		2024-12-13 09:18:24.188582

    		4.1 ms

  





  

    		2024-12-13 10:18:25.725582

    		1.7 ms

  





  

    		2024-12-13 11:18:27.416223

    		0.3 ms

  





  

    		2024-12-13 12:18:29.810913

    		-0.6 ms

  





  

    		2024-12-13 13:18:32.033654

    		-0.1 ms

  





  

    		2024-12-13 14:18:34.26576

    		1.1 ms

  





  

    		2024-12-13 15:18:36.362238

    		0.8 ms

  





  

    		2024-12-13 16:18:38.290391

    		1.1 ms

  





  

    		2024-12-13 17:18:41.873345

    		0.1 ms

  





  

    		2024-12-13 18:18:43.731867

    		0.0 ms

  





  

    		2024-12-13 19:18:46.173512

    		0.2 ms

  





  

    		2024-12-13 20:18:48.094316

    		1.2 ms

  





  

    		2024-12-13 21:18:50.663934

    		2.3 ms

  





  

    		2024-12-13 22:18:53.982284

    		-3.6 ms

  





  

    		2024-12-13 23:18:56.32158

    		-1.0 ms

  





  

    		2024-12-14 00:18:58.488188

    		0.9 ms

  





  

    		2024-12-14 01:19:00.42783

    		0.2 ms

  





  

    		2024-12-14 02:19:02.414742

    		2.4 ms

  





  

    		2024-12-14 03:19:04.556407

    		2.2 ms

  





  

    		2024-12-14 04:19:07.435581

    		-0.7 ms

  





  

    		2024-12-14 05:19:10.080213

    		0.0 ms

  





  

    		2024-12-14 06:19:11.726557

    		1.0 ms

  





  

    		2024-12-14 07:19:13.463746

    		0.1 ms

  





  

    		2024-12-14 08:19:16.294081

    		-0.9 ms

  





  

    		2024-12-14 09:19:19.430544

    		1.2 ms

  





  

    		2024-12-14 10:19:21.505815

    		0.0 ms

  





  

    		2024-12-14 11:19:23.956531

    		-1.4 ms

  





  

    		2024-12-14 12:19:25.681809

    		-0.4 ms

  





  

    		2024-12-14 13:19:27.571788

    		2.4 ms

  





  

    		2024-12-14 14:19:29.408654

    		-0.3 ms

  





  

    		2024-12-14 15:19:31.453518

    		1.9 ms

  





  

    		2024-12-14 16:19:33.223257

    		0.9 ms

  





  

    		2024-12-14 17:19:35.025101

    		-1.7 ms

  





  

    		2024-12-14 18:19:37.609246

    		-0.1 ms

  





  

    		2024-12-14 19:19:39.978485

    		-0.5 ms

  





  

    		2024-12-14 20:19:43.285272

    		-0.9 ms

  





  

    		2024-12-14 21:19:45.283399

    		0.1 ms

  





  

    		2024-12-14 22:19:47.072008

    		0.1 ms

  





  

    		2024-12-14 23:19:48.994619

    		0.4 ms

  





  

    		2024-12-15 00:19:53.171614

    		0.3 ms

  





  

    		2024-12-15 01:19:56.672453

    		1.7 ms

  





  

    		2024-12-15 02:19:58.867014

    		-0.3 ms

  





  

    		2024-12-15 03:20:00.533244

    		0.1 ms

  





  

    		2024-12-15 04:20:02.645888

    		0.7 ms

  





  

    		2024-12-15 05:20:04.379138

    		2.6 ms

  





  

    		2024-12-15 06:20:06.681821

    		0.6 ms

  





  

    		2024-12-15 07:20:08.824335

    		1.7 ms

  





  

    		2024-12-15 08:20:10.726055

    		0.4 ms

  





  

    		2024-12-15 09:20:12.629075

    		-0.9 ms

  





  

    		2024-12-15 10:20:14.321558

    		-0.2 ms

  





  

    		2024-12-15 11:20:16.737186

    		3.4 ms

  





  

    		2024-12-15 12:20:18.450876

    		0.6 ms

  





  

    		2024-12-15 13:20:20.520009

    		-0.5 ms

  





  

    		2024-12-15 14:20:22.228243

    		2.8 ms

  





  

    		2024-12-15 15:20:25.685027

    		0.6 ms

  





  

    		2024-12-15 16:20:27.45223

    		0.1 ms

  





  

    		2024-12-15 17:20:30.669853

    		-1.0 ms

  





  

    		2024-12-15 18:20:32.804506

    		-2.1 ms

  





  

    		2024-12-15 19:20:36.551791

    		-0.8 ms

  





  

    		2024-12-15 20:20:38.686429

    		-0.8 ms

  





  

    		2024-12-15 21:20:40.580639

    		-0.5 ms

  





  

    		2024-12-15 22:20:43.550299

    		-1.4 ms

  





  

    		2024-12-15 23:20:46.639815

    		1.2 ms

  





  

    		2024-12-16 00:20:49.425985

    		-0.9 ms

  





  

    		2024-12-16 01:20:52.021208

    		-1.1 ms

  





  

    		2024-12-16 02:20:54.647522

    		-0.9 ms

  





  

    		2024-12-16 03:20:56.863728

    		3.0 ms

  





  

    		2024-12-16 04:21:00.355825

    		0.3 ms

  





  

    		2024-12-16 05:21:02.721372

    		0.9 ms

  





  

    		2024-12-16 06:21:04.797599

    		0.5 ms

  





  

    		2024-12-16 07:21:06.827704

    		3.6 ms

  





  

    		2024-12-16 08:21:10.202693

    		3.0 ms

  





  

    		2024-12-16 09:21:12.193495

    		0.9 ms

  





  

    		2024-12-16 10:21:13.91559

    		0.6 ms

  





  

    		2024-12-16 11:21:15.559203

    		-0.8 ms

  





  

    		2024-12-16 12:21:18.222417

    		-1.2 ms

  





  

    		2024-12-16 13:21:20.466959

    		2.3 ms

  





  

    		2024-12-16 14:21:22.556373

    		1.2 ms

  





  

    		2024-12-16 15:21:24.15346

    		1.8 ms

  





  

    		2024-12-16 16:21:26.659875

    		2.1 ms

  





  

    		2024-12-16 17:21:28.414008

    		2.2 ms

  





  

    		2024-12-16 18:21:32.055091

    		-1.8 ms

  





  

    		2024-12-16 19:21:34.228769

    		-0.2 ms

  





  

    		2024-12-16 20:21:36.601169

    		1.0 ms

  





  

    		2024-12-16 21:21:38.358072

    		0.4 ms

  





  

    		2024-12-16 22:21:41.398526

    		0.7 ms

  





  

    		2024-12-16 23:21:43.741426

    		0.5 ms

  





  

    		2024-12-17 00:21:45.789793

    		-0.8 ms

  





  

    		2024-12-17 01:21:50.165391

    		0.6 ms

  





  

    		2024-12-17 02:21:51.869329

    		-0.1 ms

  





  

    		2024-12-17 03:21:53.960629

    		0.4 ms

  





  

    		2024-12-17 04:21:56.45306

    		-0.5 ms

  





  

    		2024-12-17 05:21:58.499339

    		-0.2 ms

  





  

    		2024-12-17 06:22:00.854117

    		-0.6 ms

  





  

    		2024-12-17 07:22:02.916477

    		1.0 ms

  





  

    		2024-12-17 08:22:04.669058

    		0.6 ms

  





  

    		2024-12-17 09:22:07.276326

    		0.6 ms

  





  

    		2024-12-17 10:22:08.948241

    		0.6 ms

  





  

    		2024-12-17 11:22:11.051362

    		-0.9 ms

  





  

    		2024-12-17 12:22:13.692153

    		-1.5 ms

  





  

    		2024-12-17 13:22:15.567248

    		-2.2 ms

  





  

    		2024-12-17 14:22:17.661951

    		2.9 ms

  





  

    		2024-12-17 15:22:19.683337

    		-1.7 ms

  





  

    		2024-12-17 16:22:21.490744

    		1.6 ms

  





  

    		2024-12-17 17:22:23.289962

    		1.4 ms

  





  

    		2024-12-17 18:22:24.996188

    		0.4 ms

  





  

    		2024-12-17 19:22:27.183301

    		0.5 ms

  





  

    		2024-12-17 20:22:30.2602

    		-0.2 ms

  





  

    		2024-12-17 21:22:32.939991

    		3.2 ms

  





  

    		2024-12-17 22:22:34.879277

    		0.3 ms

  





  

    		2024-12-17 23:22:37.381522

    		1.5 ms

  





  

    		2024-12-18 00:22:39.814602

    		-0.8 ms

  





  

    		2024-12-18 01:22:42.875771

    		0.8 ms

  





  

    		2024-12-18 02:22:45.283702

    		-1.0 ms

  





  

    		2024-12-18 03:22:48.115013

    		-0.5 ms

  





  

    		2024-12-18 04:22:50.525598

    		-0.7 ms

  





  

    		2024-12-18 05:22:53.311366

    		1.9 ms

  





  

    		2024-12-18 06:22:56.267937

    		2.5 ms

  





  

    		2024-12-18 07:22:58.244204

    		0.9 ms

  





  

    		2024-12-18 08:23:00.069226

    		1.5 ms

  





  

    		2024-12-18 09:23:01.601801

    		-2.0 ms

  





  

    		2024-12-18 10:23:03.558791

    		0.2 ms

  





  

    		2024-12-18 11:23:06.087166

    		3.1 ms

  





  

    		2024-12-18 12:23:08.458227

    		-1.6 ms

  





  

    		2024-12-18 13:23:10.26772

    		3.0 ms

  





  

    		2024-12-18 14:23:12.203526

    		2.5 ms

  





  

    		2024-12-18 15:23:14.66815

    		-0.4 ms

  





  

    		2024-12-18 16:23:16.54955

    		1.6 ms

  





  

    		2024-12-18 17:23:18.343812

    		-0.2 ms

  





  

    		2024-12-18 18:23:20.904686

    		1.5 ms

  





  

    		2024-12-18 19:23:23.053379

    		1.2 ms

  





  

    		2024-12-18 20:23:25.007708

    		-1.8 ms

  





  

    		2024-12-18 21:23:29.275358

    		0.2 ms

  





  

    		2024-12-18 22:23:31.639296

    		0.3 ms

  





  

    		2024-12-18 23:23:34.094311

    		-0.3 ms

  





  

    		2024-12-19 00:23:36.215356

    		0.9 ms

  





  

    		2024-12-19 01:23:38.883249

    		-0.6 ms

  





  

    		2024-12-19 02:23:42.170912

    		-0.7 ms

  





  

    		2024-12-19 03:23:43.756304

    		0.5 ms

  





  

    		2024-12-19 04:23:45.621836

    		1.1 ms

  





  

    		2024-12-19 05:23:47.358187

    		0.0 ms

  





  

    		2024-12-19 06:23:50.210704

    		-0.8 ms

  





  

    		2024-12-19 07:23:53.046728

    		2.0 ms

  





  

    		2024-12-19 08:23:55.159933

    		-0.2 ms

  





  

    		2024-12-19 09:23:56.918752

    		-0.4 ms

  





  

    		2024-12-19 10:23:58.920862

    		1.0 ms

  





  

    		2024-12-19 11:24:01.293521

    		-0.3 ms

  





  

    		2024-12-19 12:24:02.93513

    		1.9 ms

  





  

    		2024-12-19 13:24:05.366728

    		-0.5 ms

  





  

    		2024-12-19 14:24:07.215234

    		2.4 ms

  





  

    		2024-12-19 15:24:10.164736

    		1.3 ms

  





  

    		2024-12-19 16:24:14.244359

    		1.1 ms

  





  

    		2024-12-19 17:24:17.807641

    		0.8 ms

  





  

    		2024-12-19 18:24:21.968057

    		-0.7 ms

  





  

    		2024-12-19 19:24:24.048168

    		-0.3 ms

  





  

    		2024-12-19 20:24:26.349859

    		-2.2 ms

  





  

    		2024-12-19 21:24:28.006897

    		-1.2 ms

  





  

    		2024-12-19 22:24:29.713914

    		2.3 ms

  





  

    		2024-12-19 23:24:32.408989

    		1.4 ms

  





  

    		2024-12-20 00:24:34.106279

    		2.0 ms

  





  

    		2024-12-20 01:24:36.48184

    		-0.4 ms

  





  

    		2024-12-20 02:24:39.167085

    		-1.4 ms

  





  

    		2024-12-20 03:24:41.779338

    		-1.6 ms

  





  

    		2024-12-20 04:24:43.448109

    		1.2 ms

  





  

    		2024-12-20 05:24:45.844569

    		1.6 ms

  





  

    		2024-12-20 06:24:49.212457

    		0.5 ms

  





  

    		2024-12-20 07:24:52.460589

    		1.8 ms

  





  

    		2024-12-20 08:24:54.242711

    		-1.3 ms

  





  

    		2024-12-20 09:24:56.428754

    		2.8 ms

  





  

    		2024-12-20 10:24:57.983165

    		0.1 ms

  





  

    		2024-12-20 11:24:59.923295

    		0.5 ms

  





  

    		2024-12-20 12:25:01.496826

    		0.4 ms

  





  

    		2024-12-20 13:25:03.702545

    		2.3 ms

  





  

    		2024-12-20 14:25:06.020643

    		-0.4 ms

  





  

    		2024-12-20 15:25:07.764367

    		1.2 ms

  





  

    		2024-12-20 16:25:10.078289

    		-1.6 ms

  





  

    		2024-12-20 17:25:12.078235

    		-0.1 ms

  





  

    		2024-12-20 18:25:14.321883

    		-0.5 ms

  





  

    		2024-12-20 19:25:17.252597

    		-0.3 ms

  





  

    		2024-12-20 20:25:20.168125

    		0.3 ms

  





  

    		2024-12-20 21:25:23.140583

    		-1.0 ms

  





  

    		2024-12-20 22:25:26.990451

    		-1.5 ms

  





  

    		2024-12-20 23:25:29.405267

    		-1.4 ms

  





  

    		2024-12-21 00:25:31.45636

    		-0.8 ms

  





  

    		2024-12-21 01:25:33.465279

    		-1.7 ms

  





  

    		2024-12-21 02:25:35.177034

    		-1.5 ms

  





  

    		2024-12-21 03:25:36.889711

    		1.0 ms

  





  

    		2024-12-21 04:25:38.397327

    		0.2 ms

  





  

    		2024-12-21 05:25:41.190871

    		0.8 ms

  





  

    		2024-12-21 06:25:44.260779

    		-0.3 ms

  





  

    		2024-12-21 07:25:46.487913

    		0.1 ms

  





  

    		2024-12-21 08:25:48.947552

    		0.3 ms

  





  

    		2024-12-21 09:25:51.316414

    		0.6 ms

  





  

    		2024-12-21 10:25:53.60802

    		-0.9 ms

  





  

    		2024-12-21 11:25:56.445084

    		-0.7 ms

  





  

    		2024-12-21 12:25:59.898792

    		0.4 ms

  





  

    		2024-12-21 13:26:01.672674

    		-1.1 ms

  





  

    		2024-12-21 14:26:03.427847

    		0.2 ms

  





  

    		2024-12-21 15:26:05.527387

    		-0.5 ms

  





  

    		2024-12-21 16:26:08.377414

    		-0.6 ms

  





  

    		2024-12-21 17:26:10.275206

    		1.8 ms

  





  

    		2024-12-21 18:26:12.041638

    		-1.3 ms

  





  

    		2024-12-21 19:26:14.096687

    		-0.7 ms

  





  

    		2024-12-21 20:26:15.860158

    		0.7 ms

  





  

    		2024-12-21 21:26:17.391748

    		-2.0 ms

  





  

    		2024-12-21 22:26:18.918601

    		1.7 ms

  





  

    		2024-12-21 23:26:21.360151

    		-1.2 ms

  





  

    		2024-12-22 00:26:25.09842

    		-0.4 ms

  





  

    		2024-12-22 01:26:28.539865

    		-0.9 ms

  





  

    		2024-12-22 02:26:30.1832

    		-1.1 ms

  





  

    		2024-12-22 03:26:32.198395

    		-0.5 ms

  





  

    		2024-12-22 04:26:36.195425

    		-2.2 ms

  





  

    		2024-12-22 05:26:39.36447

    		0.0 ms

  





  

    		2024-12-22 06:26:41.739307

    		-0.4 ms

  





  

    		2024-12-22 07:26:45.018655

    		-1.3 ms

  





  

    		2024-12-22 08:26:46.628728

    		1.8 ms

  





  

    		2024-12-22 09:26:48.74767

    		4.2 ms

  





  

    		2024-12-22 10:26:50.535887

    		0.4 ms

  





  

    		2024-12-22 11:26:52.671129

    		-0.6 ms

  





  

    		2024-12-22 12:26:55.518153

    		1.2 ms

  





  

    		2024-12-22 13:26:57.404122

    		1.6 ms

  





  

    		2024-12-22 14:26:59.239393

    		-1.3 ms

  





  

    		2024-12-22 15:27:02.101682

    		-0.6 ms

  





  

    		2024-12-22 16:27:04.44521

    		-1.7 ms

  





  

    		2024-12-22 17:27:06.127428

    		-0.1 ms

  





  

    		2024-12-22 18:27:08.979197

    		-4.5 ms

  





  

    		2024-12-22 19:27:11.188943

    		-4.0 ms

  





  

    		2024-12-22 20:27:13.413602

    		1.9 ms

  





  

    		2024-12-22 21:27:15.867394

    		0.1 ms

  





  

    		2024-12-22 22:27:18.106522

    		1.2 ms

  





  

    		2024-12-22 23:27:20.623465

    		-4.0 ms

  





  

    		2024-12-23 00:27:24.401735

    		-0.7 ms

  





  

    		2024-12-23 01:27:27.126627

    		0.4 ms

  





  

    		2024-12-23 02:27:29.675822

    		2.4 ms

  





  

    		2024-12-23 03:27:32.21055

    		2.4 ms

  





  

    		2024-12-23 04:27:34.467895

    		1.0 ms

  





  

    		2024-12-23 05:27:36.07851

    		2.0 ms

  





  

    		2024-12-23 06:27:38.548631

    		1.8 ms

  





  

    		2024-12-23 07:27:41.523016

    		0.9 ms

  





  

    		2024-12-23 08:27:43.93917

    		1.4 ms

  





  

    		2024-12-23 09:27:45.721249

    		-1.5 ms

  





  

    		2024-12-23 10:27:47.604225

    		5.1 ms

  





  

    		2024-12-23 11:27:50.385399

    		-0.4 ms

  





  

    		2024-12-23 12:27:51.999612

    		2.5 ms

  





  

    		2024-12-23 13:27:53.90107

    		0.7 ms

  





  

    		2024-12-23 14:27:56.712148

    		2.9 ms

  





  

    		2024-12-23 15:27:58.946565

    		1.1 ms

  





  

    		2024-12-23 16:28:00.529636

    		-1.3 ms

  





  

    		2024-12-23 17:28:02.380367

    		2.5 ms

  





  

    		2024-12-23 18:28:04.765092

    		-0.1 ms

  





  

    		2024-12-23 19:28:07.862366

    		1.0 ms

  





  

    		2024-12-23 20:28:09.704682

    		-0.8 ms

  





  

    		2024-12-23 21:28:14.109655

    		-0.2 ms

  





  

    		2024-12-23 22:28:16.809933

    		-1.6 ms

  





  

    		2024-12-23 23:28:19.152954

    		1.5 ms

  





  

    		2024-12-24 00:28:21.969796

    		-0.1 ms

  





  

    		2024-12-24 01:28:24.695215

    		-0.3 ms

  





  

    		2024-12-24 02:28:27.447442

    		1.5 ms

  





  

    		2024-12-24 03:28:31.210144

    		-1.2 ms

  





  

    		2024-12-24 04:28:32.775816

    		-1.1 ms

  





  

    		2024-12-24 05:28:35.113945

    		0.0 ms

  





  

    		2024-12-24 06:28:38.595826

    		1.5 ms

  





  

    		2024-12-24 07:28:41.781755

    		0.2 ms

  





  

    		2024-12-24 08:28:43.449715

    		-0.4 ms

  





  

    		2024-12-24 09:28:45.36192

    		-0.2 ms

  





  

    		2024-12-24 10:28:47.070099

    		2.1 ms

  





  

    		2024-12-24 11:28:48.525806

    		-0.5 ms

  





  

    		2024-12-24 12:28:50.10554

    		-0.8 ms

  





  

    		2024-12-24 13:28:51.594224

    		0.6 ms

  





  

    		2024-12-24 14:28:53.11371

    		-0.6 ms

  





  

    		2024-12-24 15:28:54.61144

    		0.4 ms

  





  

    		2024-12-24 16:28:56.13891

    		1.8 ms

  





  

    		2024-12-24 17:28:58.091429

    		-1.4 ms

  





  

    		2024-12-24 18:29:00.968907

    		-0.5 ms

  





  

    		2024-12-24 19:29:03.792587

    		1.6 ms

  





  

    		2024-12-24 20:29:05.523147

    		0.4 ms

  





  

    		2024-12-24 21:29:07.273587

    		-0.4 ms

  





  

    		2024-12-24 22:29:08.930685

    		0.7 ms

  





  

    		2024-12-24 23:29:11.160595

    		0.6 ms

  





  

    		2024-12-25 00:29:13.794176

    		1.1 ms

  





  

    		2024-12-25 01:29:15.588528

    		-0.7 ms

  





  

    		2024-12-25 02:29:18.505375

    		-1.3 ms

  





  

    		2024-12-25 03:29:21.217901

    		0.8 ms

  





  

    		2024-12-25 04:29:23.192358

    		0.0 ms

  





  

    		2024-12-25 05:29:26.07196

    		-0.5 ms

  





  

    		2024-12-25 06:29:27.594699

    		-0.6 ms

  





  

    		2024-12-25 07:29:29.2162

    		1.5 ms

  





  

    		2024-12-25 08:29:31.137675

    		0.0 ms

  





  

    		2024-12-25 09:29:33.379801

    		-0.7 ms

  





  

    		2024-12-25 10:29:35.065973

    		0.0 ms

  





  

    		2024-12-25 11:29:37.99688

    		1.9 ms

  





  

    		2024-12-25 12:29:40.432363

    		1.2 ms

  





  

    		2024-12-25 13:29:42.396251

    		1.3 ms

  





  

    		2024-12-25 14:29:45.178147

    		2.9 ms

  





  

    		2024-12-25 15:29:47.346496

    		-0.4 ms

  





  

    		2024-12-25 16:29:50.453502

    		0.6 ms

  





  

    		2024-12-25 17:29:52.722884

    		1.8 ms

  





  

    		2024-12-25 18:29:55.938656

    		1.8 ms

  





  

    		2024-12-25 19:29:57.979538

    		-1.0 ms

  





  

    		2024-12-25 20:30:00.092653

    		0.7 ms

  





  

    		2024-12-25 21:30:02.15637

    		-1.2 ms

  





  

    		2024-12-25 22:30:04.235405

    		0.3 ms

  





  

    		2024-12-25 23:30:05.982155

    		-1.3 ms

  





  

    		2024-12-26 00:30:08.735549

    		-1.5 ms

  





  

    		2024-12-26 01:30:12.245762

    		-1.4 ms

  





  

    		2024-12-26 02:30:14.989059

    		-1.2 ms

  





  

    		2024-12-26 03:30:18.126848

    		1.9 ms

  





  

    		2024-12-26 04:30:20.087583

    		-0.2 ms

  





  

    		2024-12-26 05:30:21.760389

    		-0.9 ms

  





  

    		2024-12-26 06:30:23.648912

    		-0.1 ms

  





  

    		2024-12-26 07:30:26.020607

    		2.4 ms

  





  

    		2024-12-26 08:30:27.63503

    		1.6 ms

  





  

    		2024-12-26 09:30:29.401631

    		1.0 ms

  





  

    		2024-12-26 10:30:31.583112

    		-0.3 ms

  





  

    		2024-12-26 11:30:35.134879

    		1.0 ms

  





  

    		2024-12-26 12:30:37.520407

    		-0.8 ms

  





  

    		2024-12-26 13:30:40.128128

    		-0.2 ms

  





  

    		2024-12-26 14:30:42.466012

    		-0.5 ms

  





  

    		2024-12-26 15:30:44.792204

    		-0.8 ms

  





  

    		2024-12-26 16:30:47.137024

    		-1.2 ms

  





  

    		2024-12-26 17:30:49.768236

    		-1.5 ms

  





  

    		2024-12-26 18:30:53.729602

    		-1.8 ms

  





  

    		2024-12-26 19:30:56.814912

    		0.7 ms

  





  

    		2024-12-26 20:31:00.389306

    		-1.3 ms

  





  

    		2024-12-26 21:31:02.274824

    		1.3 ms

  





  

    		2024-12-26 22:31:04.101377

    		1.1 ms

  





  

    		2024-12-26 23:31:06.317426

    		1.5 ms

  





  

    		2024-12-27 00:31:08.095719

    		0.4 ms

  





  

    		2024-12-27 01:31:10.674119

    		-1.9 ms

  





  

    		2024-12-27 02:31:12.811042

    		-0.4 ms

  





  

    		2024-12-27 03:31:14.560186

    		-0.5 ms

  





  

    		2024-12-27 04:31:16.222713

    		-0.7 ms

  





  

    		2024-12-27 05:31:18.562045

    		1.8 ms

  





  

    		2024-12-27 06:31:21.204662

    		1.6 ms

  





  

    		2024-12-27 07:31:22.811129

    		2.5 ms

  





  

    		2024-12-27 08:31:25.655848

    		0.1 ms

  





  

    		2024-12-27 09:31:27.879627

    		-0.5 ms

  





  

    		2024-12-27 10:31:30.486438

    		-0.8 ms

  





  

    		2024-12-27 11:31:32.39097

    		-0.5 ms

  





  

    		2024-12-27 12:31:34.115507

    		-0.6 ms

  





  

    		2024-12-27 13:31:35.666018

    		-0.6 ms

  





  

    		2024-12-27 14:31:37.347554

    		-0.6 ms

  





  

    		2024-12-27 15:31:39.077571

    		2.2 ms

  





  

    		2024-12-27 16:31:40.641423

    		0.1 ms

  





  

    		2024-12-27 17:31:42.329063

    		0.3 ms

  





  

    		2024-12-27 18:31:44.915783

    		-0.4 ms

  





  

    		2024-12-27 19:31:47.776036

    		-0.7 ms

  





  

    		2024-12-27 20:31:50.425443

    		0.1 ms

  





  

    		2024-12-27 21:31:53.84702

    		-1.4 ms

  





  

    		2024-12-27 22:31:55.945703

    		2.4 ms

  





  

    		2024-12-27 23:31:57.671961

    		-0.8 ms

  





  

    		2024-12-28 00:31:59.316383

    		1.8 ms

  





  

    		2024-12-28 01:32:00.84202

    		-1.7 ms

  





  

    		2024-12-28 02:32:02.718718

    		-0.9 ms

  





  

    		2024-12-28 03:32:05.978642

    		0.9 ms

  





  

    		2024-12-28 04:32:07.691615

    		0.6 ms

  





  

    		2024-12-28 05:32:11.253807

    		2.4 ms

  





  

    		2024-12-28 06:32:13.785717

    		0.3 ms

  





  

    		2024-12-28 07:32:15.347797

    		-0.9 ms

  





  

    		2024-12-28 08:32:16.917847

    		1.6 ms

  





  

    		2024-12-28 09:32:20.672389

    		-0.4 ms

  





  

    		2024-12-28 10:32:23.531275

    		0.1 ms

  





  

    		2024-12-28 11:32:27.088781

    		1.0 ms

  





  

    		2024-12-28 12:32:29.328599

    		2.3 ms

  





  

    		2024-12-28 13:32:31.790408

    		-0.4 ms

  





  

    		2024-12-28 14:32:35.743865

    		0.7 ms

  





  

    		2024-12-28 15:32:37.923202

    		2.2 ms

  





  

    		2024-12-28 16:32:39.538465

    		1.6 ms

  





  

    		2024-12-28 17:32:41.015784

    		1.5 ms

  





  

    		2024-12-28 18:32:43.347316

    		0.1 ms

  





  

    		2024-12-28 19:32:44.923877

    		4.0 ms

  





  

    		2024-12-28 20:32:46.837981

    		3.4 ms

  





  

    		2024-12-28 21:32:48.661977

    		-0.9 ms

  





  

    		2024-12-28 22:32:50.418271

    		0.5 ms

  





  

    		2024-12-28 23:32:52.747939

    		-1.8 ms

  





  

    		2024-12-29 00:32:54.889475

    		-1.3 ms

  





  

    		2024-12-29 01:32:57.263624

    		1.4 ms

  





  

    		2024-12-29 02:32:59.337332

    		-0.5 ms

  





  

    		2024-12-29 03:33:01.882776

    		-1.8 ms

  





  

    		2024-12-29 04:33:04.836064

    		1.2 ms

  





  

    		2024-12-29 05:33:07.576079

    		2.3 ms

  





  

    		2024-12-29 06:33:10.032911

    		-1.5 ms

  





  

    		2024-12-29 07:33:12.727917

    		1.1 ms

  





  

    		2024-12-29 08:33:14.714344

    		-0.5 ms

  





  

    		2024-12-29 09:33:16.528985

    		-0.3 ms

  





  

    		2024-12-29 10:33:19.144274

    		1.2 ms

  





  

    		2024-12-29 11:33:21.733934

    		1.4 ms

  





  

    		2024-12-29 12:33:24.101508

    		0.8 ms

  





  

    		2024-12-29 13:33:26.011346

    		0.7 ms

  





  

    		2024-12-29 14:33:28.248104

    		1.4 ms

  





  

    		2024-12-29 15:33:31.738015

    		2.2 ms

  





  

    		2024-12-29 16:33:33.489499

    		-0.7 ms

  





  

    		2024-12-29 17:33:35.525684

    		1.4 ms

  





  

    		2024-12-29 18:33:39.02641

    		-2.6 ms

  





  

    		2024-12-29 19:33:41.805632

    		-1.9 ms

  





  

    		2024-12-29 20:33:44.974286

    		-0.3 ms

  





  

    		2024-12-29 21:33:48.030465

    		1.3 ms

  





  

    		2024-12-29 22:33:51.169881

    		-0.5 ms

  





  

    		2024-12-29 23:33:54.837735

    		1.5 ms

  





  

    		2024-12-30 00:33:58.325745

    		-0.7 ms

  





  

    		2024-12-30 01:34:00.215365

    		2.0 ms

  





  

    		2024-12-30 02:34:01.782756

    		-0.7 ms

  





  

    		2024-12-30 03:34:03.347474

    		-0.2 ms

  





  

    		2024-12-30 04:34:05.178724

    		1.1 ms

  





  

    		2024-12-30 05:34:07.325068

    		-0.4 ms

  





  

    		2024-12-30 06:34:10.839815

    		-0.7 ms

  





  

    		2024-12-30 07:34:12.556924

    		-0.3 ms

  





  

    		2024-12-30 08:34:14.2167

    		-0.2 ms

  





  

    		2024-12-30 09:34:15.908591

    		0.7 ms

  





  

    		2024-12-30 10:34:17.774299

    		-0.6 ms

  





  

    		2024-12-30 11:34:20.134456

    		0.9 ms

  





  

    		2024-12-30 12:34:22.290392

    		2.4 ms

  





  

    		2024-12-30 13:34:23.910242

    		0.8 ms

  





  

    		2024-12-30 14:34:25.904651

    		2.8 ms

  





  

    		2024-12-30 15:34:27.813729

    		-1.1 ms

  





  

    		2024-12-30 16:34:29.908287

    		-0.5 ms

  





  

    		2024-12-30 17:34:31.841778

    		1.2 ms

  





  

    		2024-12-30 18:34:34.768373

    		1.2 ms

  





  

    		2024-12-30 19:34:36.88128

    		-2.0 ms

  





  

    		2024-12-30 20:34:40.349272

    		1.7 ms

  





  

    		2024-12-30 21:34:41.970845

    		-1.4 ms

  





  

    		2024-12-30 22:34:43.977211

    		1.2 ms

  





  

    		2024-12-30 23:34:46.588551

    		-0.6 ms

  





  

    		2024-12-31 00:34:49.72268

    		-1.0 ms

  





  

    		2024-12-31 01:34:53.311546

    		-2.1 ms

  





  

    		2024-12-31 02:34:57.41415

    		-1.1 ms

  





  

    		2024-12-31 03:35:00.369865

    		-0.5 ms

  





  

    		2024-12-31 04:35:02.861225

    		0.2 ms

  





  

    		2024-12-31 05:35:04.601557

    		3.6 ms

  





  

    		2024-12-31 06:35:07.999727

    		-0.7 ms

  





  

    		2024-12-31 07:35:09.64709

    		3.1 ms

  





  

    		2024-12-31 08:35:11.329604

    		-1.0 ms

  





  

    		2024-12-31 09:35:12.840663

    		1.2 ms

  





  

    		2024-12-31 10:35:15.192551

    		0.2 ms

  





  

    		2024-12-31 11:35:17.386793

    		2.5 ms

  





  

    		2024-12-31 12:35:19.6308

    		2.4 ms

  





  

    		2024-12-31 13:35:21.360806

    		-14.7 ms

  





  

    		2024-12-31 14:35:23.568473

    		-0.5 ms

  





  

    		2024-12-31 15:35:25.81452

    		-1.8 ms

  





  

    		2024-12-31 16:35:27.899121

    		0.3 ms

  





  

    		2024-12-31 17:35:31.465276

    		2.6 ms

  





  

    		2024-12-31 18:35:34.541341

    		-1.0 ms

  





  

    		2024-12-31 19:35:37.106148

    		-1.9 ms

  





  

    		2024-12-31 20:35:38.930943

    		-1.7 ms

  





  

    		2024-12-31 21:35:41.062663

    		-2.0 ms

  





  

    		2024-12-31 22:35:43.144289

    		1.3 ms

  





  

    		2024-12-31 23:35:46.372679

    		-1.5 ms

  





  

    		2025-01-01 00:35:49.07603

    		2.0 ms

  





  

    		2025-01-01 01:35:51.556335

    		0.1 ms

  





  

    		2025-01-01 02:35:53.451943

    		1.8 ms

  





  

    		2025-01-01 03:35:55.648038

    		3.8 ms

  





  

    		2025-01-01 04:35:58.273086

    		3.2 ms

  





  

    		2025-01-01 05:35:59.798542

    		1.0 ms

  





  

    		2025-01-01 06:36:02.25132

    		1.2 ms

  





  

    		2025-01-01 07:36:04.965614

    		-1.1 ms

  





  

    		2025-01-01 08:36:06.625859

    		-3.0 ms

  





  

    		2025-01-01 09:36:09.463582

    		0.1 ms

  





  

    		2025-01-01 10:36:11.655347

    		0.3 ms

  





  

    		2025-01-01 11:36:14.821114

    		-0.3 ms

  





  

    		2025-01-01 12:36:17.21084

    		2.3 ms

  





  

    		2025-01-01 13:36:19.208643

    		0.5 ms

  





  

    		2025-01-01 14:36:20.726554

    		-1.7 ms

  





  

    		2025-01-01 15:36:22.828239

    		0.0 ms

  





  

    		2025-01-01 16:36:25.149559

    		1.8 ms

  





  

    		2025-01-01 17:36:27.130039

    		0.8 ms

  





  

    		2025-01-01 18:36:31.119504

    		-0.6 ms

  





  

    		2025-01-01 19:36:33.642999

    		1.0 ms

  





  

    		2025-01-01 20:36:37.644281

    		-1.1 ms

  





  

    		2025-01-01 21:36:39.874644

    		-0.6 ms

  





  

    		2025-01-01 22:36:42.047864

    		-1.3 ms

  





  

    		2025-01-01 23:36:43.956575

    		1.1 ms

  





  

    		2025-01-02 00:36:45.908264

    		0.0 ms

  





  

    		2025-01-02 01:36:47.981106

    		-1.2 ms

  





  

    		2025-01-02 02:36:49.645331

    		-1.0 ms

  





  

    		2025-01-02 03:36:51.957902

    		0.6 ms

  





  

    		2025-01-02 04:36:54.294021

    		0.8 ms

  





  

    		2025-01-02 05:36:56.431753

    		0.6 ms

  





  

    		2025-01-02 06:36:58.779731

    		1.8 ms

  





  

    		2025-01-02 07:37:01.900169

    		0.7 ms

  





  

    		2025-01-02 08:37:04.333077

    		3.5 ms

  





  

    		2025-01-02 09:37:06.345103

    		1.6 ms

  





  

    		2025-01-02 10:37:08.152526

    		0.6 ms

  





  

    		2025-01-02 11:37:10.376868

    		-0.8 ms

  





  

    		2025-01-02 12:37:13.887522

    		4.2 ms

  





  

    		2025-01-02 13:37:17.315506

    		2.3 ms

  





  

    		2025-01-02 14:37:20.585699

    		-0.4 ms

  





  

    		2025-01-02 15:37:22.341135

    		0.9 ms

  





  

    		2025-01-02 16:37:25.170137

    		1.6 ms

  





  

    		2025-01-02 17:37:27.010641

    		1.1 ms

  





  

    		2025-01-02 18:37:31.162254

    		2.5 ms

  





  

    		2025-01-02 19:37:33.137819

    		0.1 ms

  





  

    		2025-01-02 20:37:35.809688

    		-6.3 ms

  





  

    		2025-01-02 21:37:39.018851

    		-6.8 ms

  





  

    		2025-01-02 22:37:40.725403

    		-3.4 ms

  





  

    		2025-01-02 23:37:42.507083

    		2.0 ms

  





  

    		2025-01-03 00:37:45.847593

    		0.9 ms

  





  

    		2025-01-03 01:37:48.658069

    		-2.8 ms

  





  

    		2025-01-03 02:37:52.492949

    		0.6 ms

  





  

    		2025-01-03 03:37:55.78734

    		-1.1 ms

  





  

    		2025-01-03 04:37:59.902424

    		0.0 ms

  





  

    		2025-01-03 05:38:02.661589

    		0.0 ms

  





  

    		2025-01-03 06:38:05.60407

    		-0.7 ms

  





  

    		2025-01-03 07:38:08.995823

    		0.5 ms

  





  

    		2025-01-03 08:38:11.077258

    		1.0 ms

  





  

    		2025-01-03 09:38:12.698282

    		3.6 ms

  





  

    		2025-01-03 10:38:15.887694

    		-0.6 ms

  





  

    		2025-01-03 11:38:18.215821

    		-0.6 ms

  





  

    		2025-01-03 12:38:19.863085

    		1.7 ms

  





  

    		2025-01-03 13:38:21.662319

    		3.1 ms

  





  

    		2025-01-03 14:38:25.040249

    		1.6 ms

  





  

    		2025-01-03 15:38:28.223295

    		-0.5 ms

  





  

    		2025-01-03 16:38:31.107549

    		-2.1 ms

  





  

    		2025-01-03 17:38:32.813088

    		-0.2 ms

  





  

    		2025-01-03 18:38:35.863763

    		-0.4 ms

  





  

    		2025-01-03 19:38:38.473226

    		-1.5 ms

  





  

    		2025-01-03 20:38:41.600249

    		1.3 ms

  





  

    		2025-01-03 21:38:43.998521

    		0.5 ms

  





  

    		2025-01-03 22:38:46.139093

    		-0.3 ms

  





  

    		2025-01-03 23:38:49.22047

    		-0.9 ms

  





  

    		2025-01-04 00:38:51.338467

    		-1.6 ms

  





  

    		2025-01-04 01:38:54.961216

    		2.0 ms

  





  

    		2025-01-04 02:38:57.804068

    		5.6 ms

  





  

    		2025-01-04 03:39:01.144664

    		-1.0 ms

  





  

    		2025-01-04 04:39:03.853636

    		1.0 ms

  





  

    		2025-01-04 05:39:06.244446

    		-0.7 ms

  





  

    		2025-01-04 06:39:08.045365

    		-1.5 ms

  





  

    		2025-01-04 07:39:11.740446

    		-1.7 ms

  





  

    		2025-01-04 08:39:14.829279

    		-1.5 ms

  





  

    		2025-01-04 09:39:16.470832

    		1.4 ms

  





  

    		2025-01-04 10:39:18.468927

    		0.0 ms

  





  

    		2025-01-04 11:39:20.978568

    		2.1 ms

  





  

    		2025-01-04 12:39:22.558775

    		2.0 ms

  





  

    		2025-01-04 13:39:24.40519

    		-0.5 ms

  





  

    		2025-01-04 14:39:26.054725

    		0.2 ms

  





  

    		2025-01-04 15:39:27.696981

    		0.5 ms

  





  

    		2025-01-04 16:39:29.815953

    		0.0 ms

  





  

    		2025-01-04 17:39:33.256245

    		2.4 ms

  





  

    		2025-01-04 18:39:36.220043

    		0.4 ms

  





  

    		2025-01-04 19:39:37.931803

    		0.7 ms

  





  

    		2025-01-04 20:39:40.011324

    		-1.2 ms

  





  

    		2025-01-04 21:39:42.811366

    		-0.3 ms

  





  

    		2025-01-04 22:39:45.633105

    		0.8 ms

  





  

    		2025-01-04 23:39:48.233605

    		1.9 ms

  





  

    		2025-01-05 00:39:50.466318

    		0.9 ms

  





  

    		2025-01-05 01:39:53.820991

    		-1.1 ms

  





  

    		2025-01-05 02:39:57.686477

    		-2.2 ms

  





  

    		2025-01-05 03:39:59.761119

    		-1.4 ms

  





  

    		2025-01-05 04:40:02.440218

    		-0.2 ms

  





  

    		2025-01-05 05:40:04.78605

    		-0.2 ms

  





  

    		2025-01-05 06:40:06.357844

    		-0.5 ms

  





  

    		2025-01-05 07:40:10.270913

    		2.0 ms

  





  

    		2025-01-05 08:40:12.931521

    		-0.4 ms

  





  

    		2025-01-05 09:40:15.434378

    		0.5 ms

  





  

    		2025-01-05 10:40:17.073695

    		0.2 ms

  





  

    		2025-01-05 11:40:19.042117

    		0.0 ms

  





  

    		2025-01-05 12:40:20.64539

    		-0.3 ms

  





  

    		2025-01-05 13:40:22.432485

    		3.0 ms

  





  

    		2025-01-05 14:40:26.130307

    		2.3 ms

  





  

    		2025-01-05 15:40:28.195845

    		-0.4 ms

  





  

    		2025-01-05 16:40:30.349344

    		-0.2 ms

  





  

    		2025-01-05 17:40:34.176467

    		0.9 ms

  





  

    		2025-01-05 18:40:36.072671

    		0.0 ms

  





  

    		2025-01-05 19:40:37.616334

    		-0.8 ms

  





  

    		2025-01-05 20:40:39.392756

    		-0.7 ms

  





  

    		2025-01-05 21:40:41.300308

    		0.6 ms

  





  

    		2025-01-05 22:40:43.014231

    		-0.8 ms

  





  

    		2025-01-05 23:40:44.912167

    		0.6 ms

  





  

    		2025-01-06 00:40:49.113612

    		0.0 ms

  





  

    		2025-01-06 01:40:51.349139

    		0.9 ms

  





  

    		2025-01-06 02:40:54.773347

    		0.3 ms

  





  

    		2025-01-06 03:40:57.593801

    		3.4 ms

  





  

    		2025-01-06 04:41:00.168348

    		1.7 ms

  





  

    		2025-01-06 05:41:02.622881

    		-0.1 ms

  





  

    		2025-01-06 06:41:04.344941

    		1.6 ms

  





  

    		2025-01-06 07:41:06.861623

    		0.8 ms

  





  

    		2025-01-06 08:41:08.742661

    		0.0 ms

  





  

    		2025-01-06 09:41:10.907468

    		-0.9 ms

  





  

    		2025-01-06 10:41:12.950157

    		0.1 ms

  





  

    		2025-01-06 11:41:15.250001

    		-0.6 ms

  





  

    		2025-01-06 12:41:17.596344

    		-0.9 ms

  





  

    		2025-01-06 13:41:19.505608

    		0.1 ms

  





  

    		2025-01-06 14:41:21.277499

    		0.0 ms

  





  

    		2025-01-06 15:41:23.636228

    		0.9 ms

  





  

    		2025-01-06 16:41:25.168491

    		-0.4 ms

  





  

    		2025-01-06 17:41:26.804768

    		-0.3 ms

  





  

    		2025-01-06 18:41:28.826968

    		-0.8 ms

  





  

    		2025-01-06 19:41:32.206663

    		-1.1 ms

  





  

    		2025-01-06 20:41:35.049073

    		-1.7 ms

  





  

    		2025-01-06 21:41:36.665234

    		6.8 ms

  





  

    		2025-01-06 22:41:38.368561

    		-0.5 ms

  





  

    		2025-01-06 23:41:40.335719

    		0.4 ms

  





  

    		2025-01-07 00:41:43.67182

    		0.6 ms

  





  

    		2025-01-07 01:41:45.705503

    		0.1 ms

  





  

    		2025-01-07 02:41:47.839475

    		-0.4 ms

  





  

    		2025-01-07 03:41:50.08858

    		1.5 ms

  





  

    		2025-01-07 04:41:51.715726

    		2.7 ms

  





  

    		2025-01-07 05:41:53.729229

    		4.2 ms

  





  

    		2025-01-07 06:41:56.279515

    		0.6 ms

  





  

    		2025-01-07 07:41:58.138849

    		-0.4 ms

  





  

    		2025-01-07 08:42:00.455071

    		-0.1 ms

  





  

    		2025-01-07 09:42:02.459927

    		4.8 ms

  





  

    		2025-01-07 10:42:04.226502

    		1.9 ms

  





  

    		2025-01-07 11:42:05.928491

    		0.2 ms

  





  

    		2025-01-07 12:42:07.743825

    		0.0 ms

  





  

    		2025-01-07 13:42:09.456164

    		2.7 ms

  





  

    		2025-01-07 14:42:10.992062

    		5.6 ms

  





  

    		2025-01-07 15:42:12.846572

    		0.9 ms

  





  

    		2025-01-07 16:42:14.936831

    		-0.1 ms

  





  

    		2025-01-07 17:42:16.675892

    		0.8 ms

  





  

    		2025-01-07 18:42:18.933799

    		-1.3 ms

  





  

    		2025-01-07 19:42:20.864893

    		-0.9 ms

  





  

    		2025-01-07 20:42:23.799144

    		-1.5 ms

  





  

    		2025-01-07 21:42:25.617251

    		0.9 ms

  





  

    		2025-01-07 22:42:27.6912

    		-0.1 ms

  





  

    		2025-01-07 23:42:29.80115

    		0.4 ms

  





  

    		2025-01-08 00:42:32.876332

    		0.5 ms

  





  

    		2025-01-08 01:42:35.797852

    		-1.0 ms

  





  

    		2025-01-08 02:42:38.036956

    		1.3 ms

  





  

    		2025-01-08 03:42:40.251456

    		-0.8 ms

  





  

    		2025-01-08 04:42:43.009961

    		-0.1 ms

  





  

    		2025-01-08 05:42:45.701368

    		-1.3 ms

  





  

    		2025-01-08 06:42:47.519834

    		2.5 ms

  





  

    		2025-01-08 07:42:50.050949

    		2.9 ms

  





  

    		2025-01-08 08:42:51.694996

    		-1.3 ms

  





  

    		2025-01-08 09:42:54.405271

    		0.3 ms

  





  

    		2025-01-08 10:42:56.683572

    		0.5 ms

  





  

    		2025-01-08 11:42:58.854737

    		1.3 ms

  





  

    		2025-01-08 12:43:02.158702

    		-4.2 ms

  





  

    		2025-01-08 13:43:04.074968

    		-0.3 ms

  





  

    		2025-01-08 14:43:05.726065

    		-0.3 ms

  





  

    		2025-01-08 15:43:07.236195

    		1.1 ms

  





  

    		2025-01-08 16:43:08.736238

    		-2.2 ms

  





  

    		2025-01-08 17:43:10.570471

    		1.9 ms

  





  

    		2025-01-08 18:43:13.001833

    		-2.0 ms

  





  

    		2025-01-08 19:43:15.500019

    		-1.1 ms

  





  

    		2025-01-08 20:43:17.979723

    		-0.5 ms

  





  

    		2025-01-08 21:43:20.702252

    		1.3 ms

  





  

    		2025-01-08 22:43:22.583486

    		-4.4 ms

  





  

    		2025-01-08 23:43:26.151985

    		-1.6 ms

  





  

    		2025-01-09 00:43:28.515863

    		-2.1 ms

  





  

    		2025-01-09 01:43:30.718466

    		0.1 ms

  





  

    		2025-01-09 02:43:34.663539

    		-0.1 ms

  





  

    		2025-01-09 03:43:37.297003

    		-1.8 ms

  





  

    		2025-01-09 04:43:39.57268

    		-1.9 ms

  





  

    		2025-01-09 05:43:42.560043

    		-0.4 ms

  





  

    		2025-01-09 06:43:46.116638

    		-1.2 ms

  





  

    		2025-01-09 07:43:47.754867

    		1.7 ms

  





  

    		2025-01-09 08:43:50.055335

    		2.1 ms

  





  

    		2025-01-09 09:43:51.836107

    		0.6 ms

  





  

    		2025-01-09 10:43:54.050744

    		2.1 ms

  





  

    		2025-01-09 11:43:55.791928

    		3.1 ms

  





  

    		2025-01-09 12:43:57.532818

    		-0.6 ms

  





  

    		2025-01-09 13:43:59.13405

    		1.7 ms

  





  

    		2025-01-09 14:44:01.392657

    		-0.9 ms

  





  

    		2025-01-09 15:44:03.340703

    		0.6 ms

  





  

    		2025-01-09 16:44:05.03638

    		-0.6 ms

  





  

    		2025-01-09 17:44:08.00548

    		-0.8 ms

  





  

    		2025-01-09 18:44:11.072601

    		-0.8 ms

  





  

    		2025-01-09 19:44:14.458583

    		-0.4 ms

  





  

    		2025-01-09 20:44:17.72794

    		-0.5 ms

  





  

    		2025-01-09 21:44:20.640612

    		1.3 ms

  





  

    		2025-01-09 22:44:23.154173

    		1.4 ms

  





  

    		2025-01-09 23:44:25.136038

    		0.5 ms

  





  

    		2025-01-10 00:44:26.809829

    		0.0 ms

  





  

    		2025-01-10 01:44:29.808934

    		-0.4 ms

  





  

    		2025-01-10 02:44:33.794585

    		-0.3 ms

  





  

    		2025-01-10 03:44:36.727315

    		0.8 ms

  





  

    		2025-01-10 04:44:39.552056

    		-1.4 ms

  





  

    		2025-01-10 05:44:42.861064

    		-0.1 ms

  





  

    		2025-01-10 06:44:44.477699

    		2.4 ms

  





  

    		2025-01-10 07:44:46.934882

    		-0.4 ms

  





  

    		2025-01-10 08:44:50.793854

    		-0.8 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-01-09 19:52:35.776 UTC

    		81.236.183.193

    		Nina Andersson-Weaver (NA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-01-09 19:53:55.047 UTC

    		81.236.183.193

    		Nina Andersson-Weaver (NA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-11-27 16:17:23 UTC.

  

  

    		2025-01-09 19:54:43.137 UTC

    		83.249.35.225

    		Jonas Sahlberg (JS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-01-09 19:56:25.568 UTC

    		83.249.35.225

    		Jonas Sahlberg (JS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-11-27 16:17:23 UTC.

  

  

    		2025-01-10 09:28:22.75 UTC

    		82.183.26.20

    		Ulf Olsson (UO) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-01-10 09:32:45.449 UTC

    		82.183.26.20

    		Ulf Olsson (UO) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-11-27 16:17:23 UTC.

  









